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Abstract—To securely communicate information in different
networks, this paper introduces a novel secure communication
scheme using non-coherent modulation. The transmitter is to gen-
erate transmitted signal by modulating the chaotic sequences and
information bits, while the receiver can recover the information
bits without generating a synchronized duplication of the chaotic
sequence. Each frame can transmit two information bits. Thus,
it can achieve a high transmission rate. Performance analysis
demonstrates that the proposed communication scheme has high
performance in resisting Gaussian noise and simulation results
shows that it has better bit-error rate performance than a newly
developed method in the additive-white-Gaussian-noise channel.

Keywords—Chaos communication, differential chaos shift key-
ing (DCSK), non-coherent modulation

I. INTRODUCTION

With the fast development of digital technology, more
and more data are generated and spread through all kinds of
networks. When data are transmitted in the networks, they can
be easily captured by different kinds of unauthorized accesses.
For these data transmitted in the networks, many of them
contain private or secret information. If they are obtained
without authorization, serious security accidents may happen.
For example, if the military communication of a country
is wiretapped by some spies or other hostile counties, state
security accident may happen. Thus, it is quite important to
protect data when they are transmitted in networks [1], [2].

Chaotic systems have many meaningful properties like ini-
tial state sensitivity and aperiodicity. These properties make the
behaviors of chaotic systems hard to be predicted. Thus, chaos
theory is widely used in all kinds of security applications such
as cryptography [3], [4] and secure communication [5]. For the
secure communication schemes using chaos, the transmitter
first embeds the data into the chaotic signal to form new
transmitted signal, and then sends the transmitted signal to the
receiver through networks. When receiver receives the signal,
it can recover the embedded data [5], [6]. As the chaotic
signals are irregular and look like noise, attackers can’t obtain
any useful information from the signals without knowing the
predefined rules [7], [8]. Thus, the signals can be transmitted
through all kinds of networks, including public networks.

In the last few decades, many secure communication
schemes using chaos have been developed [6], [9]. Accord-
ing to the data recovery mechanisms, the developed secure
communication schemes can be divided into two categories:
chaos-based coherent modulation scheme [5], [10] and chaos-
based non-coherent modulation scheme [5], [6], [9], [11]–[14].
In a chaos-based coherent modulation scheme, the receiver

needs a synchronized copy of reference signal to recover
the information bits. For example, the chaos shift keying
(CSK) introduced in [10]. This kind of modulation is widely
used in the chaos-based spread spectrum systems. The main
disadvantage of this modulation is its limited security level.
As this modulation method has a short linear complexity,
the communication schemes using this modulation may be
successfully attacked using a linear regression [15]. Besides,
in the wireless communication environment, receivers of com-
munication schemes using coherent modulation need to know
the accurate information of channel state. This also limit the
performance and enhance the implementation complexity. In a
chaos-based non-coherent modulation scheme, receiver is able
to recover the information bits using the inner correlation of re-
ceived signal and thus doesn’t need to generate a synchronized
duplication of the chaotic sequence. For example, the differ-
ential chaos shift keying (DCSK) introduced in [11]. When
signals are transmitted in all kind of networks, non-linear
distortion, attenuation or noise interference may happen. The
communication schemes using non-coherent modulation can
well deal with this situation, because they recover information
data using the inner characteristic of the received signals. Thus,
the non-coherent modulation shows better performance than
coherent modulation in many application scenarios. Recently,
many communication schemes using non-coherent modulation
have been developed [11]–[14], [16]. However, some of them
also have some weaknesses. For example, some schemes can
only transmit one bit in a transmission frame and they generate
a frame using a reference signal directly with a copy of the
reference signal. Then the transmission rate is low and the
security is weak.

To obtain secure communication scheme with better trans-
mission rate and higher security, this paper proposes a new
chaos-based secure communication scheme using non-coherent
modulation. The scheme consists of two components: the
transmitter and the receiver. The transmitter generates the
transmission signal using the chaotic sequence and information
bits. Each frame of the transmission signal includes two parts
with the same length. The first part is a M -length chaotic
sequence that acts as reference signal, while the second part
is the modulation result of the reference signal with two
information bits. When the receiver receives a frame, it can
recover the two information bits using the inner correlation,
and thus it doesn’t need to generate a synchronized duplication
of the chaotic sequence. Performance analysis and simulation
results show that the proposed chaos-based communication
scheme can achieve better performance in bit-error rate.

The rest of this paper is structured as follows. Section II in-
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troduces the proposed communication scheme and Section III
analyzes its performance. Section IV simulates the scheme and
compares it with other scheme and Section V concludes this
paper.

II. THE COMMUNICATION SCHEME USING

NON-COHERENT MODULATION

This section describes the principle of the proposed com-
munication scheme. It contains two components: the transmit-
ter and the receiver.

A. The Structure of Transmitter

The transmitted signal is obtained from the data and
chaotic signal and Fig. 1 shows the format of the transmitted
signal in our scheme. One can see that a frame consists
of a reference signal and an information-bearing signal. The
reference signal is a chaotic sequence with length M , while
the information-bearing signal consists of two parts. One part
is the multiplication of the first bit with the reference signal X ,
and the other part is the multiplication of the second bit with
the modified reference signalX∗. These two kinds of reference
signal are created by the chaotic generator. The structure of
the chaotic generator is displayed in Fig. 2. The reference
signal X is a M -length original sequence directly generated
from the chaotic generator, while the reference signal X∗ is
obtained by first setting the values in the odd positions of X
as opposite numbers, and then swapping the values of adjacent
parity positions. The relationship between X and X∗ in a
frame is represented as

{
X∗

2i−1 = X2i

X∗
2i = −X2i−1

, i ∈ {1, 2, ..., M
2
} (1)

It is noticed that the transmitted signal format contains two
bits in frame. Thus, the proposed scheme can achieve double
transmitting speed, compared with the original DCSK.

Fig. 1: The transmitted signal format in the proposed communication scheme.

Fig. 2: The modified chaotic generator.

Fig. 3 shows the structure of in the proposed communi-
cation scheme. Each frame can embed two bits. The original
reference signal X is modulated by the first bit, while the

modified reference signal X∗ is modulated by the second
bit. As a signal frame is of 2M and its length is twice
of the reference signal, a M time delay is required when
generating a signal frame. Suppose that the reference signal
X = {xi|i = 1, 2, · · · ,M}, and the two transmitted bits are
b0 and b1, the generation of a transmitted signal frame S can
be calculated as

S =

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

xi, if 1 < i ≤M ;

(b1xi−M + b2xi−M+1)/
√
2, if M < i ≤ 2M ∩

i = 2n+ 1 (n ∈ N);
(b1xi−M − b2xi−M+1)/

√
2, if M < i ≤ 2M ∩

i = 2n (n ∈ N)
(2)

Using the frame generation rules in Eq. (2), the transmitter can
synchronically generate transmitted signal using the chaotic
sequences and transmitted information bits.

Fig. 3: The structure of transmitter in the proposed communication scheme.

B. The Structure of Receiver

The receiver is to recover the information bits from the
received signal. As each frame of the received signal contains
two information bits, the receiver needs two synchronous
branches to demodulate the received signal. The first bit
can be exacted by multiplying the reference signal X with
the information-bear signal, while the second bit is demod-
ulated by multiplying the other reference signal X∗ with
the information-bear signal. As the two branches use the
same information-bearing signal, they can share one time
synchronization mechanism without introducing extra cost.
Thus, when using the timing-synchronization algorithm in this
scheme, the receiver can recover the two information bits
with fast speed and low complexity. Fig. 4 shows the receiver
structure of the proposed scheme. As can be seen that r is the
received signal. The signal r′ is obtained by modifying from
r using the principle of Eq. (1), namely{

r′2i−1 = r2i
r′2i = −r2i−1

, i ∈ {1, 2, ..., M
2
} (3)

Fig. 4: The structure of receiver in the proposed communication scheme.

To extract the two information bits in a frame, the receiver
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also needs a M time delay. The two correlator outputs for the
two bits in the k-th frame can be calculated as

Z2k−1 =

2kM+M/2∑
i=2kM+1

riri−M (4)

and

Z2k =

2kM+M/2∑
i=2kM+1

rir
′
i−M (5)

Usually, most transmission channels are noise channels. When
signals are transmitted in these channels, they will be blurred
by different noise. The most common noises are the while
Gaussian noise. Suppose the received signal r = S + ξ, then
the correlator output for the first bit of the k-th frame can be
rewritten as

Z2k−1 =

2kM∑

i=2kM−M+1

(si + ξi)(si−M + ξi−M )

=

(k−1)M+M/2∑

i=(k−1)M+1

(x2i + ξ2i)(
b2k−1x2i√

2
− b2kx2i−1√

2
+ ξ2i+M )

+ (x2i−1 + ξ2i−1)(
b2k−1x2i−1√

2
+
b2kx2i√

2
+ ξ2i+M−1)

=
b2k−1√

2

2(k−1)M+M∑

i=2(k−1)M+1

(x2i ) + γ,

(6)

where

γ =

(k−1)M+M/2∑
i=(k−1)M+1

(
b2kx2i−1x2i√

2
+ x2i−1ξ2i+M−1

+
b2k−1x2i−1ξ2i−1√

2
+

b2kx2iξ2i−1√
2

+ ξ2i−1ξ2i+M−1

− b2kx2i−1x2i√
2

+ x2iξ2i+M +
b2k−1x2iξ2i√

2

− b2kx2i−1ξ2i√
2

+ ξ2iξ2i+M )

=

2(k−1)M+M∑
i=2(k−1)M+1

(xiξi+M +
b2kxiξ

′
i√

2
+

b2k−1xiξi√
2

+ ξiξi+M )

(7)

The correlator output for the second bit of the k-th frame can
be rewritten as

Z2k =

2kM∑

i=2kM−M+1

(si + ξi)(s
′
i−M + ξ′

i−M )

=

(k−1)M+M/2∑

i=(k−1)M+1

(x2i + ξ2i)(
b2k−1x2i−1√

2
+
b2kx2i√

2
+ ξ2i+M−1)

− (x2i−1 + ξ2i−1)(
b2k−1x2i√

2
− b2kx2i−1√

2
+ ξ2i+M )

=
b2k√
2

2(k−1)M+M∑

i=2(k−1)M+1

(x2i ) + η,

(8)

where

η =

(k−1)M+M/2∑
i=(k−1)M+1

(
b2k−1x2i−1x2i√

2
+ x2iξ2i+M−1

+
b2k−1x2i−1ξ2i√

2
+

b2kx2iξ2i√
2

+ ξ2iξ2i+M−1

− b2k−1x2i−1x2i√
2

+ x2i−1ξ2i+M − b2k−1x2iξ2i−1√
2

+
b2kx2i−1ξ2i−1√

2
− ξ2i−1ξ2i+M )

=

2(k−1)M+M∑
i=2(k−1)M+1

(xiξ
′
i+M +

b2kxiξi√
2

+
b2k−1xiξ

′
i√

2
+ ξiξ

′
i+M )

(9)

The first items in Eqs. (6) and (8) are useful signal com-
ponents, in which the contained two bits can be obtained.
The remainders in Eqs. (6) and (8), namely γ and η are
the zero-mean disturbance components. They contain not only
the noise part caused by the transmission channel, but also
the deviations caused by the precision truncation of chaotic
sequences. Although the remainders in Eqs. (6) and (8) may
cause positive or negative effects to the correlator outputs, the
useful signal components contain main part of information.
Thus, we can still demodualte the two information bits accor-
ing to the symbols of the correlator outputs, namely

b2k−1 =

{
1, for Z2k−1 > 0;

0, for Z2k < 0.
(10)

b2k =

{
1, for Z2k−1 > 0;

0, for Z2k < 0.
(11)

III. PERFORMANCE ANALYSIS

As the Tent map has complex chaotic behavior and it
can output random chaotic trajectories. We use the symmetric
Tent map as the source chaotic map to obtain chaotic signal
in our proposed communication scheme. Mathematically, the
symmetric Tent map is defined as

xi+1 = 1− 2|xi|, (12)

where xi is the iteration value and xi ∈ (−1, 1). Using the
analysis method in [17], the output of the receiver can be
expressed as

S = blA+ blζ + φ, (13)

where A = E[x2i ]M/
√
2 (E[·] demonstrates the mathematical

expectation), ζ = (
∑M

i=1 x
2
i ) − A and φ denotes the γ in

Eq. (6) or the η in Eq. (8). As every frame in Fig. 1 carries
two information bits, we can easily get A = Eb/

√
2, where

Eb is the average bit energy of transmitted signal. Besides, the
γ and η are the zero-mean disturbance. Then the mean values
of Z2k−1 and Z2k can be presented as

E[Z2k−1] =
b2k−1√
2

E[

2(k−1)M+M∑
i=2(k−1)M+1

x2i ] =
b2k−1√
2

Eb (14)
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E[Z2k] =
b2k√
2
E[

2(k−1)M+M∑
i=2(k−1)M+1

x2i ] =
b2k√
2
Eb (15)

Here, we use the Gaussian approximation method introduced
in [17] to analyze the performance of bit error rate. When
signal is transmitted in the additive white Gaussian noise
(AWGN) channel, the generated Gaussian noises are inde-
pendent and their mean value is 0. The noise variance is
represented as N0/2. We can easily calculate the variance of
ζ as

σ2ζ =
9E2

b

10M
(16)

and the variance of ζ as

σ2φ = EbN0 +
N2

0

4
M (17)

Therefore, the variance of Za (a = 2k − 1 or 2k) can be
represented as

σ2Za =
9E2

b

10M
+ EbN0 +

N2
0

4
M (18)

Using the estimation method proposed in [17], the bit error
rate of proposed scheme is as follows:

BER = 0.5P (Za < 0|ba = 1) + 0.5P (Za > 0|ba = 0)

=
1

2
erfc(

√
Eb

4N0
(1 +

9

10M

Eb

N0
+

M

4

N0

Eb
)−1)

(19)

where erfc(·) denotes the complementary error function [18].

IV. SIMULATION RESULTS

This section simulates the proposed secure communication
scheme in the AWGN channel and investigates its performance
of bit error rate (BER). Firstly, we analyze the BER formation
of the proposed communication scheme against the spreading
factor M . Fig. 5 shows the relationship between the BER
performance with the spreading factorM under different levels
of Gaussian noise. As can be seen, when the spreading factor is
set as a small value, the proposed scheme has a big BER value,
which means that the receiver mistakenly demodulate many
information bits. With the increasement of M , the BER value
becomes smaller. However, when M increases to a threshold,
the BER value become larger again. This means that there
exist a proper spreading factor M that can make the proposed
communication scheme achieve the best BER performance.
Also, for different levels of Gaussian noise, the best spreading
factor M is different. Users have great flexibility to choose
different settings of M for different levels of AWGN channel.

To show the superiority of the proposed scheme, we
compare its BER performance with a newly developed com-
munication scheme, namely RS-DCSK proposed in [19]. Fig. 6
shows the simulation schemes of the two schemes under
different signal-to-noise ratio (SNR). One can see that with
the increasement of SNR, both the proposed scheme and RS-
DSCK can achieve better BER performance under different
settings of the spreading factor M . Besides, under the same
settings of the SNR and M , the proposed communication
scheme has better BER performance than RS-DCSK. This

Fig. 5: The BER performance of the proposed communication scheme against
the spreading factor M under different levels of Gaussian noise.

indicates that the proposed communication scheme has better
reliability.

Fig. 6: The BER performance of the proposed scheme and RS-DCSK under
different SNR.

V. CONCLUSION

This paper proposed a novel communication scheme. It
follows the classical differential-chaos-shift-keying structure.
The communication scheme consists of two parts, namely the
transmitter and the receiver. The transmitter is to modulate
chaotic sequences with the information bits to get the trans-
mission signal. The chaotic sequences are generated using the
symmetric Tent map, which has complex chaotic behavior.
As the non-coherent modulation is used, each frame of the
transmission signal contains two information bits and thus can
achieve a faster transmission speed. The receiver is to recover
the information bits using the inner correlations of frame.
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Performance analysis was provided to show that the proposed
scheme has high performance in AWGN channel. Simulation
results show that it has better BER performance than a newly
developed communication scheme.
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