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With the widespread adoption of cloud computing, there has been great popularity of storing and querying
databases in the cloud. However, such service outsourcing also entails critical data privacy concerns, as the
cloud providers are generally not in the same trust domain as the data owners/users and could even suffer from
data breaches. In this paper, different from most existing works that propose security designs for keyword search,
we focus on secure realizations of advanced skyline query processing, which plays an important role in multi-
criteria decision support applications. We propose BopSkyline, a new system framework for privacy-preserving
skyline query service in cloud computing. BopSkyline is designed to not only ensure the confidentiality of
outsourced databases, skyline queries, and query results, but also conceal data patterns (like the dominance
relationships among database tuples) and search access patterns that may indirectly lead to data leakages.
Notably, through a delicate synergy of key ideas on secure database shuffling and differentially private database
padding, BopSkyline achieves a significant performance boost over the state-of-the-art. Extensive experiments
demonstrate that compared with the state-of-the-art prior work, BopSkyline is up to 4.7 better in query latency
and achieves up to 99.38% cost savings in communication.

1. Introduction point in the database. Consider for example two data points a and
b from a database. Given a query point q, a is said to dominate b
with respect to q, if a is closer to q than b in at least one dimension
and not farther in any other dimension. Skyline query can benefit a
wide range of multi-criteria decision support applications (especially for
those where it is hard to define a single distance metric for all dimen-
sions [27,28]), such as web information systems [2], wireless mobile
ad-hoc networks [18], and geographical information systems [11].

To illustrate how skyline query works and our target problem with
more clarity, we describe an exemplary use case of skyline query. Let
us consider that a medical center outsources its database of patient
records to the cloud, which can then offer skyline query services to
doctors from other medical centers. For simplicity, assume that there

Storing and querying databases in the cloud has gained great popu-
larity along with widespread adoption of cloud computing that provides
well-understood benefits [34,19]. On another hand, such service out-
sourcing also raises critical data privacy concerns, as the cloud service
providers are not in the same trust domain as the data owners/users and
could even suffer from data breaches. For example, in 2022, FlexBooker
suffered from a data breach that exposed personal information of up to
19 million users due to that their account on Amazon’s AWS servers
got compromised [3]. Consequently, it is essential to integrate secu-
rity measures into such outsourced database query services. Numerous
efforts have been made to support queries over encrypted outsourced
databases, where most existing works have been concentrated on en-

crypted keyword search.

In contrast to the majority of prior research, this paper’s focus lies
on secure realizations of advanced skyline query processing over out-
sourced databases. Skyline query [20] is an advanced type of query
for analytics of multi-dimensional databases, which aims to find data
points/tuples from a database which are not dominated by any other
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are 5 patient records in the original database D, each of which is asso-
ciated with two attributes “Age” and “Systolic Blood Pressure (SBP)”.
The doctors from other medical centers can issue skyline queries to the
cloud to retrieve records similar to their patients, for the purpose of
treatment enhancement and personalization. Specifically, given a query
q = (46, 130), the skyline query service expects the cloud to retrieve all
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Table 1

An Example of Original Database
D and Mapped Database B of Pa-
tient Records.

Original Database =~ Age  SBP

d, 50 150
d, 42 135
dy 44 120
d, 52 125
ds 40 145

Mapped Database Age SBP

b, 4 20
b, 4 5
by 2 10
by 6 5
bs 6 15
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Fig. 1. An example of skyline query under a query point q.

records from D that are not dominated by any other record with re-
spect to q. To achieve this, the cloud first maps the original database D
to a new database (called mapped database B) by utilizing the mapping
function [27,28]: b;[j] = |d;[j]1—qljll.i € [1,5],j € [1,2]. The original
database and mapped database are shown in Table 1, and the mapping
relationships between them are illustrated in Fig. 1. The resulting pa-
tient records returned as the target skyline points are d, and d;. This is
because b, dominates b;, b, and bs; and b; dominates b; and bs. The
formal definition of dominance is provided in Section 3.1.

In this paper, we aim to develop techniques that allow the cloud
to process skyline queries over outsourced encrypted databases in an
efficient and privacy-preserving manner. Taking the aforementioned ap-
plication scenario as a concrete example, our goal is to enable the cloud,
which hosts an encrypted version of the database D to produce the en-
crypted version of the skyline query result {d,,d;} with respect to the
query point q. It is noted that in such outsourced skyline query service,
not only the data content confidentiality demands protection, but also
the data patterns and search access patterns which could be sources of
indirect data leakages [27,28,12]. Here, the data patterns refer to the
relationships of dominance among the database tuples and the number
of database tuples that each skyline tuple dominates; the search pattern
indicates whether a skyline query is a repeated one; and the access pat-
tern indicates which database tuples are identified as the skyline tuples
with respect to the query.

In the literature, a few works [5,27,28,12,44,43,38,40] have been
presented regarding privacy-preserving skyline queries over encrypted
databases. The state-of-the-art design that is most related to our work is
SecSkyline [44], which builds on lightweight cryptographic techniques
to support privacy-preserving skyline queries. However, the solution
of SecSkyline is not yet fully satisfactory due to the high theoretical
performance complexities in the query processing phase. Specifically,
in each round of secure skyline finding, to prevent the cloud from
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learning the dominance relationships, SecSkyline has to let the cloud
obliviously mark skyline tuples and their dominated tuples, without ac-
tually eliminating them from the encrypted mapped/original database.
This undesirably poses a requirement that in each round the cloud has
to always iterate over all database tuples in the ciphertext domain, even
though most tuples should have stayed out of the processing.

In light of the above, in this paper, we design, implement, and
evaluate BopSkyline, a new system framework that achieves a remark-
able performance boost over the state-of-the-art prior work SecSkyline
[44]. At a very high level, BopSkyline is built from a delicate syn-
ergy of lightweight secret sharing techniques [10], differential privacy
(DP) [14], and secure shuffle [15]. The key insight of BopSkyline in
achieving remarkably boosted performance over SecSkyline is to de-
vise mechanisms that allow the cloud to delete the skyline tuple and its
dominated tuples in each round of secure skyline finding while being
oblivious to the true data patterns and access pattern.

To this end, our main idea is to first have the cloud obliviously shuf-
fle the tuples in the encrypted original database by a secret random
permutation before securely processing a skyline query. Subsequently,
in each round of secure skyline finding, the cloud can safely reveal
which tuples in the encrypted permuted database are the skyline and
dominated tuples and delete them. As a result, the performance com-
plexity can gradually decrease over the rounds. It is worth noting that
since the random permutation for (oblivious) database shuffling is un-
known to the cloud, it cannot determine which encrypted tuples in the
original database are the skyline or dominated tuples, and thus cannot
learn the true dominance relationships and access pattern.

Within such secure database shuffling-based framework, however,
there is a subtle issue to be considered. In particular, directly revealing
which tuples are the skyline and dominated tuples in the encrypted per-
muted database will leak the exact number of database tuples that each
skyline tuple dominates, which also demands protection [27,28,12]. To
mitigate such leakage, our key idea is to let the data owner add some
dummy tuples into the original database in the database preparation
phase, so that the number of database tuples that each skyline tuple
dominates is obfuscated. Based on the notion of differential privacy
(DP), we devise a DP-based mechanism for theoretically determining
the number of dummy tuples to be added. Furthermore, we show how
to delicately construct the dummy tuples so that their existence in the
outsourced database will not affect the result accuracy of skyline query.

We implement BopSkyline’s protocols and conduct extensive em-
pirical evaluations on multiple datasets. The results demonstrate that
BopSkyline outperforms SecSkyline [44] with a significant improve-
ment in performance. Specifically, BopSkyline is up to 4.7x better than
SecSkyline in query latency and achieves up to 99.38% savings in com-
munication cost. Moreover, the performance advantage of BopSkyline
over SecSkyline grows sharply as the number of dimensions increases.
Our key contributions are outlined below:

* We present BopSkyline, a new system framework enabling privacy-
preserving skyline query services outsourced to the cloud, with a
significant performance boost over the state-of-the-art.

We propose the idea of secure database shuffling to allow obliv-
ious tuple deletion in the secure skyline query processing stage.
It greatly reduces the performance complexity compared to the
state-of-the-art SecSkyline, while concealing the true dominance
relationships and access pattern.

We devise delicate mechanisms for adding dummy tuples to the
outsourced database, which allow protection for the private infor-
mation regarding the number of database tuples each skyline tuple
dominates, while preserving the result accuracy.

We conduct a formal security analysis of BopSkyline and conduct
extensive empirical evaluations on multiple datasets. The results
show that BopSkyline greatly outperforms the state-of-the-art prior
work SecSkyline [44], with up to 4.7X better performance in query
latency and up to 99.38% cost savings in communication.
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The rest of this paper is structured as follows. Section 2 reviews
the related work, while Section 3 introduces the necessary preliminar-
ies. In Section 4, we present our system architecture and threat model.
Section 5 presents the design of BopSkyline, followed by the security
analysis and experiments in Sections 6 and 7, respectively. Lastly, Sec-
tion 8 concludes this paper.

2. Related work
2.1. Skyline query without privacy protection

Borzsonyi et al. [4] are the first that propose the skyline opera-
tor for database systems. Since then, a lot of efforts have been pre-
sented for improving the algorithms for skyline query processing. An
approach for processing skyline queries leveraging the nearest neigh-
bor method is designed by Kossmann et al. [21]. Papadias et al. [31]
present the branch-and-bound skyline algorithm, which achieves su-
perior efficiency and storage over prior works. Another line of work
has investigated how to process skyline queries in various scenarios,
such as uncertain skyline [26,33], skyline queries on data streams [36],
subspace skyline [9,32], and group-based skyline [25,42]. Despite the
usefulness, these works deal with skyline queries in the plaintext do-
main and do not provide privacy protection.

2.2. Secure skyline query processing

The problem of secure skyline query processing is first studied by
Bothe et al. [5]. They formulate the secure skyline problem and propose
an approach relying on secret matrices for data protection. However,
their protocol falls short of providing rigorous security guarantees. The
recent works in [28,12] propose cryptography-based schemes which
can provide rigorous security guarantees on data content confidential-
ity, data patterns, and search access patterns. Yet they have limited
practicability since they build on heavy cryptosystems. Very recently,
Zheng et al. [44] present SecSkyline, which fully builds on lightweight
cryptography and achieves performance substantially better than the
schemes in [28,12]. However, as mentioned above, in each round of se-
cure skyline finding, SecSkyline just lets the cloud obliviously flag the
skyline and dominated tuples instead of actually deleting them. In this
way, the cloud has to always go through all the database tuples in each
round, leading to high performance complexity.

There exist other studies [43,40] concentrating on securely process-
ing skyline queries under different scenarios than ours. Zhang et al. [43]
study privacy-preserving user-defined skyline queries, where the client
can select some target dimensions, tailor the preference on each tar-
get dimension, and define a constrained region for the values on the
target dimensions. The type of skyline query considered in [43] is not
a general one and the design in [43] does not protect the data pat-
terns and search access patterns. In another independent work [40],
Wang et al. concentrate on providing support for result verification for
location-based skyline queries that only involve two spatial attributes.
Additionally, Wang et al. [38] leverage trusted hardware for secure
skyline query computation. While in general such kind of approach
achieves better performance than cryptographic approaches, it comes at
the price of a much weaker threat model that demands trust on the ven-
dors of trusted hardware and the enclave implementation. Meanwhile, a
series of several attacks [16,37,23,22] targeting trusted hardware have
emerged, threatening systems that rely on trusted hardware. Yet the at-
tacks are overlooked by [38]. Hence, the state-of-the-art prior work that
is most related to ours is SecSkyline [44].

3. Preliminaries

3.1. Skyline query

Definition 1. (Skyline [4]). Consider a database D = {d;,:-,d,} in an

*Yn
m-dimensional space (each dimension corresponds to an attribute) and
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Algorithm 1 Plaintext-Domain Skyline Query Processing.

Input: An m-dimensional database D of n tuples and a query tuple q.

Output: The set of skyline tuples R with respect to g.

1: fori=1tondo

21 for j=1tomdo

3 blil=1dLl-qUll.

4:  end for

5: end for

6: Set {b,,--+,b,} as the initial mapped database B©.

7: fori=1to ndo

8 S[i]=2;":1b,-[j]~

9: end for

10: k=0.

11: while B¥ # ¢ do

12:  Select from the current mapped database B the tuple b,. with the min-
imum s[i*], denoted by b, .

13:  Add the tuple in D corresponding to b, to the skyline pool R,,.

14:  Delete b, and tuples dominated by b, from B®.

15 BKk+D =B®,

16: k++.

17: end while

18: return The set of skyline tuples R, with respect to q.

two tuples d, and d, in D. d, is said to dominate d, iff V; € [1,m],
d,[j1<d,[j]land 3j €[1,m], d,[j] < d,[j]. The skyline tuples are those
which cannot be dominated by any other tuple in the database D.

Definition 2. (Skyline Query [28,12,44]). Suppose there are a database
D={d;,---.d,} and a query tuple q in the same m-dimensional space.
For any two tuples d, and d,, in D, we say d, dominates d, with respect
to q iff Vj € [1,m], |d,[j1-qljll < |d;[j1-qlj]l and 3j € [1,m], |d,[j]-
q[j1l < |dy[j1—qlj1|. The skyline tuples with respect to q, denoted by
R, are the ones that cannot be dominated by any other tuple in the
database D.

It is noted that the conventional skyline computation (i.e., Defini-
tion 1) can be seen as a special case of skyline query when the query
tuple is a vector of zeros. Algorithm 1 presents the steps involved in
processing a skyline query in the plaintext domain [44,28]. Specifi-
cally, given a database D and a query q, the skyline query result is
produced through the following steps. The first step involves mapping
the database D to a database B(”, called mapped database, with re-
spect to query q. After that, the sum across all attributes for each tuple
in B© is computed (i.e., lines 7-9). Skyling query processing then goes
through multiple rounds. During each round k, the tuple b, in the cur-
rent mapped database B() with the smallest attribute sum is selected
as the (intermediate) skyline tuple. The tuple in D corresponding to b,
is then inserted into the result set of skyline tuples R,. Then, b, and
the tuples it dominates are removed from B®, which produces B*+D
for the subsequent round. The process described above is repeated until
there are no tuples remaining in the mapped database.

3.2. Additive secret sharing

Additive secret sharing [10] is an increasingly popular secure com-
putation technique. It protects a secret value x € Z, by additively
dividing it into two secret shares (x);,(x), € Zy, such that x = (x); +
(x),. Each individual share does not reveal any information about the
underlying secret value x. The shares can then be distributed among
two parties, who subsequently can perform some secure computation
over the shares. Given the secret sharings of two values x and y, which
are denoted as [x]] and [y] respectively, the operations that can be di-
rectly supported in the secret sharing domain are introduced as follows.
Addition/subtraction between [x] and [y] only needs local computa-
tion at each party, i.e., (z); = (x); = (y);.i € {1,2}. The same applies
to multiplication by a public constant, i.e., (z); = # X (x);, where 5 is a
public constant. As for multiplication between two secret-shared values
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Fig. 2. The architecture of BopSkyline.

[x] and [y], denoted by [z] = [x] X [¥] for simplicity, it requires one
round of communication among the two parties, with an extra secret-
shared input called Beaver’s triple that is data independent and can be
generated offline by a third-party [35]. So in our design it is assumed
that the secret shares of the triples have been properly distributed in
advance for use in online secure computation.

When the secret values are binary values, i.e., they are in the ring
Z,, the addition/subtraction and multiplication in the arithmetic do-
main are simply replaced by binary operations XOR (@) and AND (),
respectively. For clarity, we write [-]4 for arithmetic secret sharing and
[-]® for binary secret sharing. Accordingly, arithmetic shares are rep-
resented by (~)’14 and (-)4, while binary shares are represented by (-)f
and (-)5. In the binary secret sharing domain, the NOT operation (de-
noted by —) can be easily supported. That is, one of the two parties can
locally flip the secret share it holds, e.g., let (-x)? = =(x)?. Then, the
other share is (—w)f = (x)f.

3.3. Differential privacy

Differential privacy [14] is a rigorous mathematical framework for
ensuring the privacy of individual elements in a dataset. Intuitively, a
differentially private mechanism ensures that the presence or absence
of any individual element in an input dataset should not significantly
alter the outcome. The formal definition of (¢, 5)-DP is as follows.

Definition 3. A randomized mechanism M is said to satisfy (e, §)-DP
if and only if for any two neighboring datasets D and D’ that differ by
adding/removing a tuple, we have VT € R,

PrIM®D)=T] < e - PrM®D")=T] +35,

where R, denotes the set of all possible outputs of mechanism M, ¢ is
the privacy budget, and 6 is a privacy parameter.

In order to achieve differential privacy for a mechanism, one typi-
cally needs to add calibrated noises to the mechanism’s output. We will
use a truncated and discretized Laplace distribution [17] for drawing
Laplace noises in our design. Its formal definition is as follows [17].

Definition 4. A discrete random variable x follows Lap(e, 5, A) distri-
bution if its probability density function is

(3
ed —1 =& |x—u|
e A \VxeZ,

Pr(x]=

€

ed +1
where u is the mean of the Laplace distribution:

_AnleE 4 1) (1= (1= 8)3)]

(€Y

£
and A is the sensitivity of a function f, defined as A = max|f(x) —
f(x")|, which captures the magnitude by which a single user’s data can
change the output of f in the worst case [14].
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4. Problem statement
4.1. System architecture

The system architecture of BopSkyline is shown in Fig. 2. At the
core, there are three types of entities: the client, the cloud, and the data
owner. The data owner, such as a medical center, is a trusted entity that
possesses a database and intends to provide the client (e.g., a doctor)
with skyline query services. In order to harness the benefits of cloud
computing while preserving data privacy, the data owner produces an
encrypted version of its database before outsourcing the service. For
high efficiency, BopSkyline resorts to the lightweight additive secret
sharing technique to protect its database and to efficiently facilitate the
subsequent secure skyline query service deployed at the cloud. Accord-
ingly, BopSkyline adopts a distributed trust model, where the power of
the cloud entity is supplied by two independent and non-colluding cloud
service providers, leading to two cloud servers (referred to C.S; and
CS, respectively) holding the shares of the outsourced database and
collaboratively providing the secure skyline query service. The adop-
tion of such distributed trust model has also appeared in prior works
[44,27,28,12] on secure skyline query processing as well as in other
secure systems and applications [29,6,13,8,41]. In this paper, for sim-
plicity of presentation, we will simply write CSy,,, to represent the
two cloud servers CS; and CS,. Once the encrypted database is de-
ployed at the cloud side, the client can issue an encrypted version of its
query q, denoted by [q]*, to CS/(, 2y, which will then process the query
as per BopSkyline’s protocol and return the encrypted skyline query re-
sult [[Rq]]A to the client for reconstruction.

4.2. Trust assumptions and security goals

BopSkyline assumes a non-colluding and semi-honest adversary
model regarding the cloud servers, following prior work on secure
skyline query processing [27,28,12,44] and other secure systems [13,
6,39,1] under the two-server model. In particular, each cloud server
will honestly execute the designated protocol for secure skyline query
processing, yet is interested in inferring private information about the
database and query along the service flow. In addition, the data owner
and the client are considered as trusted entities [28,12]. With the above
trust assumptions and consistent with prior work [44,28,12], BopSky-
line aims to provide the following security guarantees:

- Privacy of data content. The cloud servers should be prevented
from learning the data content of the original database D, the query
tuple q, as well as the tuples in the skyline result R,.

Privacy of data patterns. The cloud servers should be prevented

from learning private data pattern information including the dom-

inance relationships among database tuples, and the number of
database tuples that each skyline tuple dominates.

Privacy of search access patterns. The cloud servers should be

prevented from learning the search access patterns, which are de-

fined as follows.

- Search pattern. Given two skyline queries q and ¢’, q and ¢’ are
identical, if and only if all corresponding attributes values of q
and ¢’ are identical. Let I(q,q") € {0, 1} represent such identical
relationship, i.e., I(q,q’) = 1 means that q and q’ are identical.
Given a non-empty sequence of skyline queries Q = {q;, -, q;},
the search pattern reveals an / X / matrix of the resulting of
1(q;,q)).

- Access pattern. Given a database D and a skyline query q, the
access pattern reveals the indices of skyline tuples with respect
to q in D.
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5. The design of BopSkyline
5.1. Overview

We start by describing the starting point SecSkyline [44], which is
the state-of-the-art protocol for privacy-preserving skyline query pro-
cessing. SecSkyline has the same system architecture as ours (as shown
in Fig. 2) and allows the cloud servers CSy, ,, to obliviously perform
the functionality given in Algorithm 1 in the secret sharing domain.
Specifically, SecSkyline consists of three secure components: 1) secure
database mapping, which allows C.S(;,, to securely map the out-
sourced encrypted database to a new encrypted mapped database with
respect to the encrypted query; 2) secure skyline fetching, which allows
CS{y) to obliviously fetch an encrypted skyline tuple from the en-
crypted mapped database and the corresponding encrypted tuple from
the outsourced encrypted database; 3) secure skyline and dominated
tuples filtering, which allows C.S(; ,; to obliviously filter out the sky-
line tuples and the tuple dominated by it from the encrypted mapped
database as well as the corresponding encrypted tuples from the out-
sourced encrypted database.

Along the processing pipeline in SecSkyline, we observe that a cru-
cial performance limitation exists in the way they deal with the (obliv-
iously) identified skyline tuples and their dominated tuples. In partic-
ular, for protecting the data patterns and access pattern, the skyline
tuple and its dominated tuples are not actually deleted in the compo-
nent of secure skyline and dominated tuples filtering. Instead, they are
just obliviously tagged via a specialized mechanism. Subsequently, in
each round of secure skyline fetching, C.S|;,; have to always iterate
over all tuples in the encrypted (mapped) database, leading to high per-
formance complexity.

To achieve performance boost over SecSkyline [44], our main in-
sight is to allow CSy,, to actually delete the skyline and dominated
tuples found in each round while being oblivious to the true data pat-
terns and access pattern. The key idea is to first have C.S;; ,, permute
the tuples in the encrypted original database by a random permuta-
tion unknown to them before securely processing a skyline query. After
that, in each round CS(;,; can safely reveal which tuples in the en-
crypted permuted database are the skyline and dominated tuples and
delete them. In this way, the performance complexity can gradually de-
crease over the rounds. Since the encrypted tuples are permuted by a
random permutation unknown to C'S(; 5}, they cannot determine which
encrypted tuples in the original database are the skyline or dominated
tuples, and thus cannot learn the true dominance relationships and ac-
cess pattern.

One subtle issue here, however, is that directly revealing which tu-
ples are the skyline and dominated tuples in the encrypted permuted
database will leak the number of database tuples that each skyline tu-
ple dominates. To tackle this issue, our solution is to let the data owner
add some dummy tuples through tailored mechanisms into the original
database in the database preparation phase. In this way, the number of
database tuples that each skyline tuple dominates is obfuscated.

With the synergy of the above insights, we develop BopSkyline
achieving a significant performance boost over SecSkyline. The high-
level protocol workflow in BopSkyline is as follows. Firstly, in the
secure database preparation phase (Section 5.2), the data owner blends
some dummy tuples into its database, and then adequately encrypts
each original tuple and dummy tuple in the padded database via arith-
metic secret sharing, followed by sending the secret shares to CSy, ;.
When the client issues its skyline query, it also encrypts the query
via arithmetic secret sharing, and then sends the corresponding secret
shares to CS(; ). In the secure skyline query processing phase (Sec-
tion 5.3), CSy; 2 obliviously process the encrypted skyline query on
the encrypted outsourced (padded) database as per the tailored design
of BopSkyline. Specifically, this phase is supported by the following se-
cure components: secure database shuffling, secure database mapping,
secure skyline fetching, and secure skyline and dominated tuples elimi-
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nation. After C.S{; » obliviously find all encrypted skylines, they return
the corresponding secret shares to the client for reconstruction and pro-
ducing the skyline query result.

5.2. Secure database preparation

In this phase, the data owner takes as input its original database and
then produces an encrypted database to be outsourced. At a high level,
the data owner needs to perform the following. Firstly, as mentioned
above, in order to protect the data patterns and access pattern in the
subsequent online secure query process, the data owner first adds some
dummy tuples to the original database D, producing a padded database
P. Then, the data owner can encrypt P via arithmetic secret sharing,
producing the shares (P)f‘ and (P);‘ which are sent to CS| and C.S,
respectively.

Along this workflow, the process of adding dummy tuples requires
a delicate treatment. At a first glance, it seems that one could simply
sample values from the same distribution as the original tuples to form
the dummy tuples and then encrypt them by arithmetic secret sharing.
Since encrypting the same value at different times under arithmetic
secret sharing will always produce different shares, the resulting ci-
phertexts of dummy tuples are indistinguishable from that of original
database tuples. However, the problem here is that the dummy tuples
may affect the query accuracy as the dummy tuples may dominate real
skyline tuples and get chosen to be returned in the query process.

To tackle this problem, our insight is to add an extra dimension
for each database tuple with a delicate value. Specifically, holding an
m-dimensional database D, the data owner first appends an extra di-
mension to each original database tuple d; (i € [1,#]) and sets the value
in the (m + 1)-th dimension to zero, i.e., d;,[m + 1] = 0. Then the data
owner generates some (m + 1)-dimensional dummy tuples. Let d de-
note a dummy tuple. The values in the original m dimensions, i.e.,
ci[l], ,(i[m], are constructed through sampling values from the same
distribution as original tuples. But for the last dimension, (i[m + 1] is set
to a random positive number. After encryption, the encrypted dummy
tuple and the encrypted original tuple are indistinguishable to C.S{; 5.
Like the original tuples, a dummy tuple may be chosen as a skyline tuple
or a dominated tuple, which prevents C.Sy, ,, from learning which tuple
is dummy. Meanwhile, such tailored design ensures that any dummy tu-
ples will not dominate the real skyline tuples because the values in their
extra dimensions are definitely greater than that of the real skyline tu-
ples.

With the above design, the query accuracy will not be affected, for
which we analyze as follows. First of all, the extra dimension added to
each original database tuple has no impact on the dominance relation-
ships among the original database tuples themselves. Meanwhile, the
condition that d;[m + 1] < d[m + 1] rules out the possibility that a true
skyline tuple is dominated by any dummy tuple and is missing in the
query result. Lastly, same as the original database tuple, the dummy tu-
ple may be chosen as the skyline tuple which only dominates some other
dummy tuples, but it can be easily filtered out by the client checking the
value on the extra dimension of the tuples returned. Therefore, while
some dummy tuples are added, all the actual skyline tuples with re-
spect to the query can be correctly obtained and thus the skyline query
accuracy is still guaranteed.

To facilitate clearer understanding of the design intuition, we give in
Table 2 a padded version of the example database shown in Table 1. As
shown in Table 2, we add an extra dimension with value 0 to each origi-
nal database tuple, and then add two dummy tuples (il =(50,120,5) and
(fz = (52,145, 10) to produce the padded database. The padded database
is mapped to the mapped database with respect to query q = (46, 130, 0).
Clearly, the dummy tuples cannot dominate any true tuple since the val-
ues at extra dimensions (i.e., 5 and 10) of dummy tuples are definitely
greater than the zero value at the extra dimension of each true tuple. In
addition, since the true tuples may dominate the dummy tuples (e.g., b,
dominates by and b,), the number of tuples dominated by each skyline
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Table 2
An Example of Skyline Query on Padded Database.

Padded Database = Age  SBP  Extra Dimension

d, 50 150 0
d, 42 135 0
dy 44 120 0
d, 52 125 0
ds 40 145 0
d, 50 120 5
d, 52 145 10
Mapped Database Age SBP Extra Dimension
b, 4 20 0
by 4 5 0
by 2 10 0
by 6 5 0
bs 6 15 0
be 4 10 5
b, 6 15 10

tuple is obfuscated. The final skyline query result is {d,,d;} correspond-
ing to {b,, b5}, same as the result of the example shown in Table 1.

The remaining challenge here is how to appropriately set the num-
ber of dummy tuples to delicately balance the trade-off between effi-
ciency and privacy. Specifically, adding more dummy tuples will incur
more system overhead, while adding less dummy tuples will result in
weaker privacy guarantees on the data patterns. Therefore, a tailored
design is required to provide a theoretically sound method by which the
data owner can appropriately set the number of dummy tuples to bal-
ance efficiency and privacy. Our main insight is to resort to the DP [14]
to make the leakage about the size of database differentially private,
which in turn leads to obfuscation of the number of database tuples
that each skyline tuple dominates.

Specifically, the data owner first draws a noise ¢ from the dis-
crete Laplace distribution Lap(e, /2, 1), which is set as the number of
dummy tuples to be added in the database. Here, the sensitivity A is set
to 1 as the addition or removal of a single tuple alters the database size
by 1. Then the total number of tuples in the padded database is n+¢, de-
noted as /i. However, the drawn noise & could be negative, which means
that in such case the data owner needs to delete some true tuple from
its database. Obliviously, this will seriously degrade the effectiveness
of the subsequent secure skyline query process. To deal with this issue,
BopSkyline lets the data owner truncate & to O (i.e., £ = max(&,0)), in-
spired by [17]. In Section 6.1, we will formally prove that the leakage
about the size of database is still differentially private although & may
be truncated to 0.

5.3. Secure skyline query processing

5.3.1. Overview

After the encrypted padded database is deployed at the cloud, the
client can send an encrypted skyline query tuple [q]* to the cloud for
processing. Note that before encryption the true query tuple should also
be augmented with an extra dimension with value 0. Algorithm 2 gives
the overall workflow of secure skyline query processing in BopSky-
line, which comprises the following core components: secure database
shuffling (denoted as secShuffle), secure database mapping (denoted
as secMap), secure skyline fetching (denoted as secFetch), and secure
skyline and dominated tuples elimination (denoted as secEli).

At a high level, secure skyline query processing in BopSkyline pro-
ceeds as follows. Firstly, secShuffle is invoked to allow CS{,, to
obliviously shuffle the encrypted padded database [P]4, producing
an encrypted shuffled database [P(’’]4. Then, secMap is invoked to
allow CS(;,, to obliviously map [P to the encrypted mapped
database [B®]4 with respect to the encrypted query [q]*. After that,
CS(12) leverage secFetch and secEli to obliviously find the skyline
tuples through multiple rounds until the encrypted mapped database
becomes empty.
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Algorithm 2 Secure Skyline Query Processing in BopSkyline.

Input: The encrypted padded database [P]* and the encrypted skyline query
la1*.
Output: The encrypted skyline query result set [[Rq]]A.
: Initialization: [R,]* =#, [s]* = [0]*.
: [PO]4 = secShuffle([P]4).
: [BO]4 = secMap([P©]*, [q]*).
: [sO[)4 = Z;':rll [[hf.o)[j]]]A,i € [1,A]; # f is the number of tuples in [BP]4;
m+ 1 is the number of dimensions of tuples.
k=0.
: while [B¥]4 #¢ do
ind = secFetch([s©']4).
CS,, ) retrieve [p,]* with the index ind from [Pr]4.
[Ry1*.append([p,]*).
10: (Hﬁ(kH)HA’ [[B(k-#l)]]A’ lIs(k+l)]]A) -
secEIi([[lN’“‘)]}A, B®]4, [s®]4,ind).
11: k++.
12: end while
13: return The encrypted skyline query result set [[Rq]]“‘.

A w N =

© ® N a

Specifically, in the k-th round (k > 0), C.Sy; ) leverage secFetch to
securely fetch the index ind of the skyline tuple which has the mini-
mum attribute sum in the current sum vector [s®]4. CS; ,, can then
retrieve the encrypted skyline tuple [p,]* from the current shuffled
database [P®)]4 via the index ind, followed by adding it to the en-
crypted result set [[RqﬂA. Afterwards, with secEli, CSy,,, eliminate
the skyline tuple and tuples dominated by it from [[f’(k)]]", producing
[P*+D]A. Meanwhile, CSy,2, eliminate from [B®]* and [s¥']* the
encrypted tuples/elements corresponding to the skyline and dominated
tuples, producing [B**D]4 and [s*+D]4. Finally, C.S {12 return the
encrypted skyline query result set [[Rq]]"‘ to the client for decryption.
Note that R4 may contain some dummy tuples, but the client can eas-
ily filter out them by checking the extra dimension. Recall that the value
in the extra dimension of true skyline tuples is 0 but that of dummy sky-
line tuples is random positive number. In what follows, we present the
detailed construction of each secure component.

5.3.2. Secure database shuffling

We first introduce how CSy,,, obliviously shuffle the encrypted
database [P]4 via the secure component secShuffle. Recall that the pur-
pose of secShuffle is to securely shuffle the tuples in [P]4 (treated as
a matrix in which each row corresponds to a tuple) to allow CSy, 5,
to later safely reveal the skyline and dominated tuples in the permuted
space in each round of skyline finding, while being oblivious to true
data patterns and access pattern. We identify that the state-of-the-art
secure shuffling protocol in [15] is well suited for our purpose, as it op-
erates on secret-shared data under a two-party setting. We adapt this
protocol in BopSkyline to achieve secure database shuffling as follows.
Suppose that C.S; holds (P)f, 71, Ay and A, and CS, holds (P)g‘, Ty,
A, and C, where A, A,, C are random matrices with the same size as
P; 7z, and 7, are random permutations over {1,2,---,7} (7 is the num-
ber of tuples in P); A is a matrix satisfying A = z|(7,(A|) + A,) — C,
where the permutations are applied rowwise. These input-independent
auxiliary values can be prepared and distributed by a third party of-
fline (e.g., the data owner). Then CS[M) can obliviously shuffle the
encrypted database [P]* to produce the encrypted shuffled database
[PO]A as follows: (1) CS, sends Z, = (P)f — A to CS,; (2) CS, sets
(f’“”)? = C and sends Z, = m,(Z; + (P)}) — A, to CS}; and (3) CSS,
sets (F(‘)))f = 7,(Z,) + A. Finally, CS| and CS, hold the secret-shared

shuffled database [P]4 = [, (z,(P))]4, while neither of them knows the
complete permutation 7, (7, (-)). The correctness holds since:

P+ POV = 7,(Zy) +A+C

=1(Zy) + 71 (7 (A}) + Ay)
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Algorithm 3 Secure Database Mapping (following SecSkyline [44]).

Algorithm 4 Secure Skyline Fetching.

Input: The encrypted shuffled database [[F((’)]]A and the encrypted skyline
query [q]*.
Output: The encrypted mapped database [B®]4.
1: fori=1to /i do

for j=1tom+1do
[]” = SecCmp([B;” [j11*. [4L/1])-
1] = [-]".
[b"[1]* = SecMulBA([p]”. [alj1]* — [B;" [/1]*)
+SecMulBA([p'1%. [B,”[j1]* — [aLj1]*)-

6: end for

7: end for

8: return The encrypted mapped database [B®].

=m(my(Zy + <P>§4) +m(A))
=7 (1, ((P){ +(P)}))
= 7 (mp (P)).

5.3.3. Secure database mapping
We now introduce how CS|, ,, securely map the encrypted shuffled

database [P©]“ to the encrypted mapped database [B']4 with respect
to the encrypted query [q]* via the secure component secMap, which
follows [44]. According to Algorithm 1, what needs to be securely com-
puted are b [j1 = [p\"[j1-aljll,i € [1,4l,j € [1,m+ 1], where m+ 1 is
the length of bl(.o), §§0) €P©® and bfo) € B©. Therefore, the main opera-
tion C'Sy; 5, need to securely perform is the encrypted absolute value of

the difference between ﬁgo) [/]1 and q[j], which is introduced as follows.

Firstly, given two values a and b, we have |a —b| =(a<b)-(b—
a) + (a < b) - (a — b), where - represents the NOT operation; and
(a<b)=1€ 7, if a <b and otherwise (a < b) =0 € Z,. With such
transformation, the only operation that is not naturally supported in
the secret sharing domain is the comparison operation. We note that
SecSkyline uses a secure comparison protocol in the secret sharing
domain, denoted by SecCmp. Given two secret sharings [x]4 and
[y]4, the encrypted result of (x < y) can be securely computed by
SecCmp([x]4, [y]*). Namely, if x < y, SecCmp([x]4, [y]*) = [1]®, and
otherwise SecCmp([x]#, [¥]*) = [0]®. As the secret-shared comparison
result is produced in the binary secret sharing domain, another proto-
col, denoted by SecMulBA, is used for secure multiplication between
[x]® and [y]4. We refer the readers to [44] for more details regard-
ing SecCmp and SecMulBA. With the use of these two protocols, the
encrypted absolute value of the difference ﬁio)[ j1—ql[j] can be com-
puted as per the above transformation. For completeness, we present
the component of secure database mapping in Algorithm 3.

5.3.4. Secure skyline fetching

We now introduce how secFetch works to allow CSy, », to securely
fetch the plaintext index ind (in the permuted space) of the skyline tuple
in the k-th round. Specifically, C.S{, », need to fetch the index ind of the
skyline tuple who has the minimum attribute sum sMin in the current
sum vector [s*)]4. This can be achieved leveraging the aforementioned
secure comparison gadget SecCmp to securely compare the elements
in [s®W]4. Note that for the secure comparison of two elements, the
comparison result can be safely opened so that CS;; ,;, can know the
index of the smaller element (yet without knowing its content). In this
way, CS(; ,; can finally obtain the index ind of the minimum element
in [s®]4, and thus the index of the skyline tuple (in the permuted
space). We emphasize that since the database has been shuffled by a
random permutation unknown to C.S;,), the index ind obtained by
CS{12) is in the permuted space (i.e., an disguised one) and so leaks
no information about the actual position of the corresponding skyline
tuple in the original database.

Algorithm 4 gives the detailed construction of secure skyline fetch-
ing. It is noted that for practical implementation, the divide-and-

Input: The encrypted sum vector [s¥']4 in the k-th round.
Output: The (disguised) index ind of the skyline tuple in the k-th round.
1: Initialization: ind = 1.
2: Let a denote the length of s©),
3: fori=2to a do
4 [p]® = SecCmp([s®[i1]*, [s®[ind]]*).
5:  CS|), open [p]® and obtain p.
6 if p=1 then
7 ind=1.
8 end if
9: end for
0: return The (disguised) index ind of the skyline tuple in the permuted space.

—_

conquer approach can be leveraged for performance improvement.
For instance, the secure calculation of the minimum in an encrypted
4-dimensional vector [u]4 can be accomplished by: Min(Min([u[1]]*,
[u21]*), Min([u[31]4, [u[4]]*)). As a result, the computation of
Min([[u[l]]]A,[[u[Z]]]A) and Min([[u[3]]]A,[[u[4]]]A) can be performed in
parallel and the communication can be batched, saving the rounds of
interactions.

5.3.5. Secure skyline and dominated tuples elimination

Given the encrypted (shuffled) database [P*)]4, mapped database
[B®]4, attribute sum vector [s*)]4, and index ind of the skyline tu-
ple (in the permuted space), C.S;; 5, need to obliviously eliminate the
skyline tuple [b,]* and tuples dominated by it from [B®]4 with-
out learning the dominance relationships among the original database
tuples. Meanwhile, the tuples and values in [P®¥]4 and [s*)]4 that cor-
respond to the eliminated tuples in [B*)]4 are required to be eliminated
as well. We present secEli to achieve this, as shown in Algorithm 5.

The main idea is to securely compute an elimination flag vector [e]?
which indicates the positions of the tuples/values to be eliminated. The
computation of this elimination flag vector is performed in the secret
sharing domain, and at the end it can be safely opened to reveal the
positions of tuples/values to be eliminated, as the positions are also in
the permuted space. Specifically, [e]? = [0]? at the beginning. If the i-
th tuple is to be eliminated after secure evaluation, then [e[i]]® = [1]2.
Note that CS|; 5, directly set [e[ind]]® = [1]%, as ind is the position
of the currently identified skyline tuple. Next we should consider how
to allow CSy, ,, to securely set the flag corresponding to each tuple
dominated by [b,]4 to 1.

Recall that according to Definition 1, b, is said to dominate b; if and
only if Vj € [1,m + 1],b,[j] <b;[j], and 3j € [1,m + 1], b, [j] < b;[j].
We first evaluate the first condition (i.e., b, [j1 < b;[j1,j € [1,m + 1]),
and then evaluate whether b, #b;. With the SecCmp function, CS(; ,,
can obliviously evaluate whether b, [j] <b;[j],j € [1,m+ 1] by

[6,1% = ~SecCmp([b;[j1]*, [b, Li1]*). @

where - represents the NOT operation and 6; = 1 indicates b, [j] <
b;[j]. Then CS|, ,, aggregate the comparison results to [[(/S;]}B by

615 =16,1° ® - ® [6,011]%. ®3)

where 3\, =1 indicates that b; satisfies the first condition. More specif-
ically, 5; = 1 means that Vj € [1,m + 11,5, = 1, i.e,, b,[j] <b,[jl.j €
[1,m + 1]. Then C.S, 12 need to evaluate whether b, # b;, which can
be achieved by

[o;]18 = SecCmp([sMin]A, [s[i1]*), 4

where o; = 1 indicates that the attribute sums of b, and b; are different,
ie, b, #b;. After that, CS(; ,, set the corresponding elimination flag
e[i] by

[eli1]® = [5,]% ® [o]. ®)
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where e[i] = 1 only if both g, and o; are equal to 1, i.e., b, [j1<b;[j]1,j €
[1,m+ 1] and b, #b,. That is, when e[i] = 1, b, is smaller than b; at
least in one dimension and not larger in other dimensions. Therefore,
e[i] =1 indicates that b; is dominated by the current skyline tuple b,
and needs to be eliminated.

Finally, CS; », can safely open the elimination flag vector [e]® and
eliminate the corresponding tuples or elements from [B®]4, [P®]4,
and [s¥]4. Note that since secShuffle permutes the original database
by a random permutation unknown to C.S(; 5;, they cannot learn which
tuples in the original database are the dominated tuples. In addition, the
existence of dummy tuples prevents C.S(;,, from knowing the exact
number of the tuples dominated by the current skyline tuple.

Algorithm 5 Secure Skyline and Dominated Tuples Elimination.

Input: The encrypted padded database [P®]4, mapped database [B®]4, at-
tribute sum vector [s*¥]4 and (disguised) index ind of the current skyline
tuple.

Output: The updated encrypted padded database [P**D]4, mapped database
[B*+D]4, and attribute sum vector [s*+D]4.

1: Initialize [e]® = [0] 5.
: CS,,,) obtain [b,]* and [sMin]* with the index ind from [B®]* and
[s®]4, respectively.

N

3: Let f denote the number of tuples in B®,
4: fori=1to fdo

5 if i =ind then

6 [e[i1]® = [1]®.

7: else

8 for j=1tom+1do

o [6,1% = —SecCmp([b; [j1]*, [b,]*).
10: end for
1 (517 =168 ® - ® [6,,1%.

12: [e,]2= Sechp([[st]]A [s®LI14.
13: [eli1]? = [5]% ® [5/]%.

14:  end if

15: end for

16: CS|;,, open [e]? and eliminate the corresponding tuples or elements from
[B®]4, [P¥]4, and [s©]".

17: return The updated encrypted padded database [P**D]4, mapped
database [B*+D]4, and attribute sum vector [s**D]4.

Remark. As mentioned above, for protecting the data patterns and
access pattern, in each round of secure skyline fetching, the state-of-the-
art work SecSkyline [44] does not let C.S{; ,; actually delete the skyline
tuple and its dominated tuples, and thus CS(, ,, have to always iter-
ate over all tuples in the encrypted (mapped) database in each round,
leading to high performance complexity. In contrast, by delicately inte-
grating the idea of dummy tuples and secure shuffle, BopSkyline allows
CS{1) to actually delete the skyline and dominated tuples found (in
the permuted space) in each round while being oblivious to the true
data patterns and access pattern. By this way, the performance complex-
ity can gradually decrease over the rounds. In addition, as demonstrated
by the experimental results in Section 7, the performance gap between
BopSkyline and SecSkyline grows sharply as the size and dimension of
database increase.

6. Security analysis

In this section, we provide formal analysis for the security guaran-
tees BopSkyline offers in outsourced skyline query service. Recall that
BopSkyline blends some dummy tuples based on DP into the original
database before database outsourcing. Therefore, we will first present
the proof that BopSkyline can make the leakage about the size of the
outsourced database differentially private (which in turns leads to ob-
fuscation of the number of tuples dominated by each skyline tuple in
data patterns in the query phase), and then prove data confidentiality
against the cloud servers.
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6.1. Differential privacy-related analysis

Theorem 1. BopSkyline can achieve (e, 6)-DP for the database size accord-
ing to Definition 3.

Proof. Given the sizes n;, n; of databases P; and P; where |n; —n;| = 1.
If both the noises drawn for P; and Pj from Lap(e,6/2,1) are non-
negative, the probability of them outputting the same noisy size 7 is
bounded by

—e-li=n;—pl

Pr[i—n;] e
Prii—n;]

—c-li—n;—pl
1

= o= i=n;—pl~lii=n—ul)
See-lnj—n,-l = ¢t

In addltlon, the probability of drawing a negative noise from Lap(e,
6/2,1) is f 1 [17]. Given Eq. (1) and A > 0, we have % =1-(1-
6/2)=46/ 2 Wthh means that the probability of both the noises drawn
for P; and P; are non-negative is (1 — 6/2)(1-6/2)=1+62/4—6, and
thus the overall failing probability is 1 — (1 +82/4 — 6) =6 — 6% /4 < 6.
Therefore, with 1 — §, the probability to output the same noisy size 7 is
bounded by e*, which satisfies (¢, 5)-DP as per Definition 3. []

6.2. Data confidentiality-related analysis

Our analysis for the data confidentiality protection follows the stan-
dard simulation-based paradigm [24]. For secure skyline query process-
ing, the formal definition of the ideal functionality 7 is described as
follows:

+ Input. The data owner provides the database D to 7 and a client
provides a query q to F.

» Computation. Upon receiving the database D and the skyline
query q, F retrieves the skyline tuples R, with respect to q from
D.

* Output. 7 returns the skyline tuples R to the client.

Let [] denote the protocol design in BopSkyline for secure skyline query
processing realizing the ideal functionality 7 against the semi-honest
adversary model. The security of [] can be formally defined as:

Definition 5. Let VlewH denote each C.S;’s view during the execution

of []. IT is secure under the non-colluding and semi-honest adversary
model, if for each corrupted C.S; there exists a probabilistic polyno-
mial time simulator which can generate a simulated view Sim¢g, such

that Simcg, ~ Viewl! i.e., the simulated view and the real view are

cs;’
indistinguishable.

Theorem 2. In the non-colluding and semi-honest adversary model, Bop-
Skyline is secure based on Definition 5.

Proof. Note that in the secure skyline query phase, BopSkyline is com-
posed of four components: 1) secure database shuffling (denoted as
secShuffle); 2) secure database mapping (denoted as secMap); 3) secure
skyline fetching (denoted as secFetch); 4) secure skyline and dominated
tuples elimination (denoted as secEli). Note that the inputs and outputs
of these components are secret shares, and they are processed sequen-
tially according to the pipeline. Therefore, if the simulator for each
component exists, the simulator for the whole protocol exists, indicating
that BopSkyline is secure. Let Sim)é s, denote the simulator simulating

the view of C.S; in component X.

. Simsegsmff'e. In this phase, C.S; only receives the secret shares dur-

ing the execution of secure shuffle. The simulator Slmsegs"“ff'e can
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be trivially constructed by invoking the simulator of secure shuffle

[15]. Therefore, the simulator Simsc"'gs_ther exists.
1

seM2p 1t is noted that secMap follows the secure database map-

cs;
ping component in SecSkyline [44]. We refer the readers to [44]

for more details regarding the proof of the existence of simulator
SimsecMap
cs; -

Simsce;':emh. It is noted that secFetch (i.e., Algorithm 4) consists of
SecCmp and SecMulBA protocols except the basic secret-shared op-
erations. Meanwhile, these operations are invoked in turn and their
inputs and outputs are secret shares. Therefore, following the proof
of SecSkyline [44], the simulators for the two protocols exist. In
addition, for the opened value p (i.e., line 5 in Algorithm 4), the
simulator can adjust the honest server’s secret share such that the
opened value is indeed what it receives from the ideal functionality

[30]. Therefore, the simulator Simscegfemh exists.

. secEli consists of SecCmp, secure bit flipping and basic
secret-shared operations, which are invoked in turn and their in-
puts and outputs are secret shares. Since secure bit flipping is local
operation and C.S; receives nothing during its execution, its simu-
lator exists. Therefore, given the security of SecCmp [44] and basic

secret-shared operations [10], the simulator Simsce.CEIi exists.
1

Sim

+ - secEli
Sim¢

The proof of Theorem 2 is completed. []
6.3. On protection for data patterns and search access patterns

We now explicitly analyze how BopSkyline protects the data pat-
terns and search access patterns as follows:

+ Protecting the data patterns. The data patterns in BopSkyline in-
clude the dominance relationships among database tuples and the
number of database tuples that each skyline tuple dominates. It
is noted that only the secure skyline fetching secFetch and secure
skyline and dominated tuples elimination secEli may leak the dom-
inance relationships. Since before the execution of secFetch and
secEli, the secure database shuffling secShuffle permutes the tu-
ples in the original database by a random permutation unknown
to CSy, ), they cannot infer the true dominance relationships be-
tween the tuples in the original database even if BopSkyline allows
them to know which tuples in the permuted database are the sky-
line or dominated tuples. In addition, the dummy tuples blended
into the original database in secure database preparation phase
obfuscate the number of database tuples that each skyline tuple
dominates. Therefore, BopSkyline can protect the data patterns.
Protecting the search pattern. The search pattern reveals whether
a skyline query is a repeated one. Given an encrypted skyline query
[a]“, CS;,i € {1,2} only obtains the secret shares (q)iA from the
client. The security of secret sharing guarantees that the same se-
cret value will be encrypted into different shares indistinguishable
from uniformly random values [10] at different times of encryp-
tion. So C;;,, cannot determine whether a received encrypted
skyline query is a repeated one.

Protecting the access pattern. The access pattern reveals whether
a tuple in the encrypted database [[P]]A is a skyline tuple, i.e.,
which tuples will appear in the result set [[Rq]]A. In BopSky-
line, CS;|,, fetch the encrypted skyline tuples from the shuffled

database [[ﬁ(o)]]", which is produced by permuting the tuples in
[P]4 by a random permutation unknown to CS(yz)- Since the
oblivious shuffle breaks the mappings between the tuples in [P©]4
and [P]4, even if CS (1.2} learn which encrypted tuples in the shuf-
fled database [P©]4 are skyline tuples, they cannot infer which
encrypted tuples in the original database [P]* are skyline tuples.
Therefore, BopSkyline can protect the access pattern.
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7. Experiments
7.1. Setup

We implement BopSkyline’s protocols using C++ and conduct ex-
periments on a 64-bit Windows 10 machine equipped with AMD Ryzen
7 5800H CPU cores and 16 GB RAM. In addition, we implement the
state-of-the-art work SecSkyline [44] with C++ and test it on the same
machine as a baseline. We run two threads to simulate two cloud serves
on the same machine. We set the network delay to 1 ms, which is iden-
tical to SecSkyline [44]. The privacy parameter § is set to 1 x 1076
Following prior works [28,12,44], we generate and use three different
kinds of synthetic datasets for evaluation: correlated (CORR), inde-
pendent (INDE), and anti-correlated (ANTI). More specifically, for the
CORR datasets, the tuples’ values across all dimensions exhibit positive
correlation; for the INDE datasets, all values are generated indepen-
dently; for the ANTI datasets, tuples typically contain large values in
one dimension while having small values in one or all of the other di-
mensions. All values in our experiments are in the ring Z,e. Unless
otherwise stated, the experiment results on a database are the average
over 100 skyline queries.

7.2. Evaluation on accuracy

We start with examining the accuracy of BopSkyline to showcase
its effectiveness. In particular, we generate 1000 skyline queries for
different datasets and compare the results of skyline tuples obtained
using BopSkyline to those obtained using the plaintext algorithm (i.e.,
Algorithm 1) with respect to these queries. Our observation is that the
skyline tuples produced by BopSkyline over different datasets match
exactly that produced by the plaintext Algorithm. In other words, the
accuracy is measured to be 100%. So while providing strong security
guarantees, BopSkyline does not sacrifice the accuracy.

7.3. Evaluation on performance

7.3.1. Evaluation on query latency

We now evaluate BopSkyline’s query latency, and compare the re-
sults with that of the state-of-the-art work SecSkyline [44] to demon-
strate the advantage of BopSkyline in query latency. The query latency
is defined as the time it takes C .Sy, 5, to securely execute skyline search
over the encrypted outsourced database to produce encrypted skyline
tuples as the result, given an encrypted skyline query as input. We first
evaluate and compare BopSkyline and SecSkyline with m=2,e =1 (m
is the number of dimensions and ¢ is the privacy budget of DP), for
varying n € {1 x 10°,2x 10°,3 x 10,4 x 10°,5 x 10°,6 X 10} (n is the
number of tuples). The results are provided in Fig. 3, Fig. 4 and Fig. 5. It
can be observed that BopSkyline is 2.9 X —4.6x faster than SecSkyline.
In particular, as n increases from 1 x 10° to 6 x 10°, the query latency
of BopSkyline only increases from 0.8s to 4.1s, but the query latency of
SecSkyline increases from 2.4s to 18.2s. We then evaluate BopSkyline
and SecSkyline with n =1 x 10%,e = 1, for varying m € {2,3,4,5,6}.
The results are presented in Fig. 6, Fig. 7, and Fig. 8. We can ob-
serve that BopSkyline is 2.2x-4.7x faster than SecSkyline. Moreover,
we can observe that the gap between the query latency of BopSkyline
and SecSkyline increases sharply as m and » increase. The results above
demonstrate that BopSkyline achieves significant improvement in query
latency compared with the SecSkyline.

7.3.2. Evaluation on communication performance

We now evaluate the online communication cost of BopSkyline
and compare the results with SecSkyline [44]. The online communi-
cation cost is defined as the size of data that CS,,, communicate
with each other in performing secure skyline query processing for an
encrypted skyline query. We follow the identical parameter setting
as in Section 7.3.1 and present a summary of the experiment results
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Table 3

Computers & Security 140 (2024) 103803

Communication cost (in GB) on Different Datasets, for Varying Number n of Tuples (with m =2,e =1).

Number of tuples n

CORR INDE ANTI
SecSkyline ~ BopSkyline  Saving SecSkyline ~ BopSkyline  Saving SecSkyline ~ BopSkyline  Saving
1x10° 1.05 0.09 91.43% 0.72 0.09 87.50% 1.40 0.12 91.43%
2x10° 2.16 0.19 91.20% 1.52 0.19 87.50% 2.53 0.25 90.12%
3x10° 3.39 0.28 91.74% 1.94 0.28 85.57% 5.19 0.36 93.06%
4x10° 4.09 0.37 90.95% 2.30 0.37 83.91% 5.55 0.48 91.35%
5x10° 5.62 0.47 91.64% 3.26 0.46 85.89% 6.69 0.59 91.18%
6x10° 6.43 0.56 91.29% 3.74 0.56 85.03% 11.49 0.76 93.39%
Table 4
Communication cost (in GB) on Different Datasets, for Varying Number m of Dimensions (with n=1x 10°, = 1).
Dimension m CORR INDE ANTI
SecSkyline BopSkyline Saving SecSkyline BopSkyline Saving SecSkyline BopSkyline Saving
2 1.05 0.09 91.43% 0.72 0.09 87.50% 1.40 0.12 91.43%
3 7.78 0.16 97.94% 6.42 0.13 97.98% 14.58 0.21 98.56%
4 42.13 0.46 98.91% 34.63 0.24 99.31% 43.30 0.61 98.59%
5 260.76 2.25 99.14% 128.42 0.79 99.38% 143.70 2.11 98.53%
6 661.70 17.94 97.29% 387.16 3.40 99.12% 318.18 9.12 97.13%
20 20 — : :
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Fig. 3. Query latency on CORR, for varying number of tuples n (with the num-
ber of dimensions m = 2 and the privacy budget of DP ¢ = 1).
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Fig. 4. Query latency on INDE, for varying number of tuples n (with the number
of dimensions m = 2 and the privacy budget of DP ¢ = 1).

in Table 3 and Table 4. It can be observed that BopSkyline achieves
83.91% —99.38% savings in communication cost against SecSkyline. The
results demonstrate that BopSkyline achieves substantial improvement
in the online communication performance over SecSkyline.

7.3.3. Query latency evaluation under varying privacy budget
We now report the query latency of BopSkyline with n=1x 103, m =
2, for varying the privacy budget € € {0.2,0.4,0.6,0.8,1.0}. The results

10

Number of tuples »

Fig. 5. Query latency on ANTI, for varying number of tuples n (with the number
of dimensions m = 2 and the privacy budget of DP ¢ = 1).
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Fig. 6. Query latency on CORR, for varying the number of dimensions m (with
the number of tuples n = 1 X 10° and the privacy budget of DP & = 1).

are shown in Fig. 9. It can be observed that the query latency increases
gracefully as the privacy budget £ decreases. Table 5 summarizes the
mean yu for the Laplace distribution at different privacy budgets €, cor-
responding to the average number of dummy tuples blended into the
original database. It can be observed that even at a limited privacy bud-
get, the mean remains small, e.g., 65 with ¢ = 0.2. This results in a
graceful increase in query latency due to the presence of dummy tu-
ples.
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Fig. 7. Query latency on INDE, for varying the number of dimensions m (with
the number of tuples n =1 x 10° and the privacy budget of DP & = 1).
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Fig. 8. Query latency on ANTI, for varying the number of dimensions m (with
the number of tuples n =1 x 10° and the privacy budget of DP & = 1).
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Fig. 9. Query Latency with n =1 x 10°,m = 2, for varying privacy budget &.

Table 5
The Mean u for the Laplace Distribu-
tion at Different Privacy Budgets ¢.

€ 0.2
" 65

0.4
32

0.6
21

0.8
16

1.0
13

8. Conclusion and future work

In this paper, we present a new system framework BopSkyline for
privacy-preserving skyline query processing in the cloud. BopSkyline is
built from a delicate synergy of lightweight cryptography and differen-
tial privacy techniques to allow the cloud to obliviously process skyline
queries, providing protections for not only data content confidentiality
but also data patterns and search access patterns. We conduct evalua-
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tions over several datasets and the results demonstrate that compared
with the state-of-the-art prior work SecSkyline, BopSkyline is up to 4.7x
better in query latency and saves up to 99.38% communication cost.
Like the stat-of-the-art prior work [44], as well as earlier stud-
ies [27,28], the current design of BopSkyline does not consider the
malicious adversary model. It is noted that the protocols providing
semi-honest security are often considered as a stepping stone for the de-
velopment of protocols capable of withstanding malicious adversaries.
To harden our current protocol design with malicious security, one fea-
sible technical direction is to leverage information-theoretic MAC [7].
Here we introduce the basic idea at a high level. The data owner ad-
ditionally generates secret-shared MAC for each private value when
outsourcing the encrypted database. Subsequently, when CS(; , per-
form secure skyline queries on the encrypted database, they not only
undertake the specified secure operations on the private values but also
extend these operations to the corresponding MACs. After the client re-
ceives the secret shares of the result, as well as the secret shares of the
corresponding MACs, it can verify the integrity of the result based on
their relationships. We leave a more detailed study as future work.
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