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Abstract—This paper proposes a general framework of 1-D
chaotic maps called the dynamic parameter-control chaotic sys-
tem (DPCCS). It has a simple but effective structure that uses
the outputs of a chaotic map (control map) to dynamically con-
trol the parameter of another chaotic map (seed map). Using
any existing 1-D chaotic map as the control/seed map (or both),
DPCCS is able to produce a huge number of new chaotic maps.
Evaluations and comparisons show that chaotic maps generated
by DPCCS are very sensitive to their initial states, and have
wider chaotic ranges, better unpredictability and more complex
chaotic behaviors than their seed maps. Using a chaotic map
of DPCCS as an example, we provide a field-programmable
gate array design of this chaotic map to show the simplicity
of DPCCS in hardware implementation, and introduce a new
pseudo-random number generator (PRNG) to investigate the
applications of DPCCS. Analysis and testing results demonstrate
the excellent randomness of the proposed PRNG.

Index Terms—Chaotic map, dynamic parameter-control
chaotic system (DPCCS), field-programmable gate array (FPGA)
design, pseudo-random number generator (PRNG).

I. INTRODUCTION

HE “CHAOS” is a kind of complex and irregular behav-
Tiors. It was first observed in the meteorology, which
describes the connection between the nonperiodicity of climate
and the unpredictability of long-term weather forecasting [1].
Generally speaking, chaos is a particular nonlinear dynam-
ics, whose behavior is actually described by deterministic
equations [2]. It has clear boundaries and displays sensitivity
to initial states [3]. Therefore, the outputs of a chaotic sys-
tem can be determined only by the given initial states. Any
small difference in initial states eventually results in markedly
different end states later. This is also known as the butter-
fly effect [4]. Because chaotic systems have the significant
properties of initial state sensitivity, ergodicity, and unpre-
dictability, and these properties can be found quite similar in
cryptography, they are popularly used in cryptography includ-
ing pseudo-random number generator (PRNG) [5], [6], data
encryption [7]-[9], image encryption [10], [11], etc. Except
for the chaos-based cryptography, chaos theory is also widely
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studied and explored in many other fields of science and
engineering [12], [13]. For example, the chaos synchroniza-
tion [14], [15] explores the synchronization phenomenon when
two or more dissipative chaotic systems are coupled. It has
been widely used in secure communication [16]-[18]; the
autonomous and nonautonomous chaotic oscillators [19], [20]
are two kinds of chaotic systems that have been well studied
and used in many applications [20], [21].

With the development of discerning chaos technologies,
chaotic systems with poor chaos performance can be eas-
ily attacked by different methods [22], which either identify
initial states of chaotic systems [23] or estimate chaotic sig-
nals [24], [25]. Their corresponding chaos-based applications
are then easily broken or attacked [26], such as the chaos-based
ciphers [27], [28] and secure chaotic communication [29]. On
the other hand, because of the finiteness of the computing
precision when a chaotic map is actually implemented, the
extremely close states of a chaotic map with poor chaos per-
formance will never overlap theoretically, but in fact they may
do [30]. Thus, for a chaotic map with poor chaos perfor-
mance, its observing states are far below its total number of
states and then it can be easily attacked and lose its unpre-
dictability [31], [32]. A chaotic map with good ergodicity
can make its outputs separated into more ranges in its phase
plane and thus its neighboring states have less probability to
overlap. Therefore, developing chaotic maps with better chaos
performance becomes attractive.

Recently, numerous efforts are devoted to developing new
chaotic systems with better chaos performance. Several chaotic
structures using existing chaotic systems have been devel-
oped [33]-[35]. Examples include the cross-coupled chaotic
oscillators [36], coupled Chua’s circuit [37], chaotic Jerk cir-
cuit [38], and discrete wheel-switching chaotic system [39].
However, the coupled chaotic maps have slightly improved
chaos performance because most of them are generated from a
simple linear combination of existing chaotic maps [40], [41].
The chaotic Jerk circuit and discrete wheel-switching chaotic
system have notable time delays because they contain either
a high-order differential equation [42] or an additional initial-
ization operation [39].

This paper proposes a dynamic parameter-control chaotic
system (DPCCS) as a general framework of 1-D chaotic
maps. In DPCCS, a chaotic map (control map) is used
to dynamically control the parameter of another chaotic
map (seed map) to form a new chaotic map. Thus, the
seed map generates outputs using a dynamically changed or
fixed parameter provided by the control map in each iter-
ation. Any 1-D chaotic map can be used as the control
or seed map (or both) in DPCCS. Their different combi-
nations yield a large number of new chaotic maps with

2168-2267 © 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Authorized licensed use limited to: University Town Library of Shenzhen. Downloaded on October 10,2023 at 13:27:38 UTC from IEEE Xplore. Restrictions apply.



HUA AND ZHOU: DYNAMIC PARAMETER-CONTROL CHAOTIC SYSTEM

excellent chaotic behaviors. The contributions of this paper
are as follows.

1) We propose DPCCS as a general chaotic framework.
Using a chaotic map to control the parameter of the
seed map, the seed map in DPCCS can have a dynamic
parameter in each iteration, and thus its outputs are more
irregular.

2) A comprehensive analysis of the DPCCS’s properties
and chaotic behaviors has been performed theoretically
and experimentally.

3) Using three existing chaotic maps as the control and
seed maps, DPCCS produces nine new chaotic maps.
Analysis and comparison results of these maps are pro-
vided to show that they are quite sensitive to initial
states, and have wider chaotic ranges, better unpre-
dictability and more complex chaotic behaviors than the
corresponding seed maps.

4) Using one chaotic map generated by DPCCS, we
introduce a field-programmable gate array (FPGA)
design of DPCCS to show its simplicity in hardware
implementation.

5) We propose a new PRNG using a chaotic map of
DPCCS, and evaluate the performance of PRNG using
four test standards including the National Institute of
Standards and Technology (NIST) SP800-22, TestUO01,
Diehard statistical, and Federal Information Processing
Standards Publication (FIPS PUB) 140-2 tests.

The rest of this paper is organized as follows. Section II
briefly reviews three traditional chaotic maps. Section III intro-
duces DPCCS and Section IV provides nine chaotic maps
generated by DPCCS. Section V presents an FPGA imple-
mentation of DPCCS. Section VI proposes a PRNG using
one newly generated chaotic map of DPCCS and Section VII
reaches the conclusion.

II. TRADITIONAL CHAOTIC MAPS

This section reviews three traditional chaotic maps, the sine,
logistic and tent maps. They will be used as the control/seed
map in our proposed DPCCS in Section IV.

The sine map is a widely used 1-D chaotic map derived
from the sine function. Mathematically, it is defined as

Xnp1 = S(x) = psin(wx,) &)

where parameter 1 € [0, 1]. The sine map is chaotic when
w € [0.87, 1] (approximately).

By stretching out and folding back an input value into a
range of [0, 1], the logistic map generates an output within
[0, 1]. Its mathematical definition is shown as

X1 = L) = 4pxa (1 — xp) 2)

where its parameter u € [0, 1]. When u € [0.9, 1] (approxi-
mately), the logistic map is chaotic.

The tent map is a piecewise map, which scales or folds the
input value based on its range. Its mathematical representation
is defined as

2uxy, for x,, < 0.5

— T(o) = 3
It =T =00 %) forx, > 05 )
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Fig. 1. Bifurcation diagrams of the (a) sine, (b) logistic, and (c) tent maps.
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Fig. 2. Structure of DPCCS.

where parameter n € [0, 1]. The tent map is chaotic when
n e (0.5,1).

When a dynamic system has chaotic behavior, its output val-
ues are irregular. The bifurcation diagrams of the sine, logistic,
and tent maps are shown in Fig. 1. The sine and logistic maps
have similar chaotic behaviors, which can be seen from their
bifurcation diagrams in Fig. 1(a) and (b).

IIT. DPCCS

This section proposes DPCCS and discusses its properties.

A. DPCCS

To generate a new chaotic map, DPCCS uses a chaotic map
to dynamically control the parameter of another chaotic map.
Fig. 2 shows the structure of DPCCS. F(x) and G(x) are two
1-D chaotic maps. F(x) is called the control map while G(x)
is the seed map to generate iterative values. p,1 is the control
parameter of the seed map G(x). The transformation process
is designed to scale the output of F(x) into the chaotic range
of the G(x)’s parameter such that the seed map G(x) always
has chaotic behaviors. After transformation, G(x) generates the
output values x;+1 with a dynamic parameter p, 1. Notice that
the parameter of the seed map G(x) is fixed or dynamically
changed in each iteration.

The mathematical definition of DPCCS is shown as

X1 = M(x) = G(Pn-H s Xn) “4)
where x,, are iteration values, p,4+1 and y,4+1 are the outputs
of the transformation R(x) and control map F(x), respectively,
as defined by

Pntr1 = R(ny1)
Y1 = F(u, yn) (5)

where p is the control parameter of DPCCS.
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Fig. 3. Transformation R(x) in DPCCS.

Because the output range of the control map [F(x) may not
match the chaotic range of the seed map G(x), a transformation
R(x) is designed to map the outputs of F(x) into the chaotic
range of G(x). Because the control and seed maps are both
existing 1-D chaotic maps, researchers have well explored their
properties and defined their output and chaotic ranges in liter-
atures. Suppose the output range of F(x) is A = [@min, dmax]
and the chaotic range of G(x) is B = [bmin, bmax]- TWo lin-
ear operations, shifting and scaling, are used in transformation
R(x), namely

Pn+1 — bmin _ Omax — Yn+1

. (6)
bmax — bmin Omax — Amin
Thus p,+1 can be represented as
Amax — bmax — Dmi
Ptl = ROp1) = (amax — Yn+1) (Dmax min) t boin. (7)

Amax — Amin

For example, if F(x) is selected to be the tent map T(x)
and G(x) to be the sine map S(x), then A = [0, 1] and B =
[0.87, 1]. According to (7), the transformation in each iteration
is ppy1 =1 = 0.13yn41.

Fig. 3 plots the straightforward relationship between y,1
and pj+1. As can be seen, the transformation process in
DPCCS is a linear and one-to-one mapping.

B. Properties

Using one existing chaotic map to control the parameter
of another chaotic map, DPCCS in Fig. 2 can achieve many
unique properties.

1) Since any chaotic map can be used as the control map
F(x), seed map G(x), or both, DPCCS offers users
the great flexibility to generate a large number of new
chaotic maps using different settings of G(x) and F(x).

2) F(x) and G(x) can be the same or different chaotic maps.
When F(x) and G(x) are the same chaotic maps, DPCCS
can be represented by

xuet = GROwe) X) {xn+1 = FR(n+1). )
Yutr1 = G, yn) Ynt+1 = F(, yn).

(8)

Examples include the tent-control-tent (TCT), logistic-

control-logistic (LCL), and sine-control-sine (SCS)
maps in Section IV-A. When F(x) and G(x) are different
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Fig. 4. Extended structure of DPCCS with N control maps.

chaotic maps, DPCCS is the structure represented

by (4) or
Xnt1 = GR(n+1), xn)
©))
Y1 = F(u, yn).
Even swapping the settings of G(x) and TF(x),

DPCCS yields different chaotic maps. For example,
the tent-control-logistic and logistic-control-tent maps
in Section IV-A are completely different chaotic maps.
Thus, if L existing 1-D chaotic maps are used, the total
number of newly generated chaotic maps can be

TN = I2. (10)

3) The newly generated chaotic maps of DPCCS have
wider chaotic ranges, more complex chaotic behaviors
and better chaos performance than their seed maps.
These will be discussed in Section III-C and further
verified by experimental results in Section IV-B.

4) The structure of DPCCS can be further extended into
two or even more control maps. Fig. 4 shows an exten-
sion example of DPCCS with N control chaotic maps.
The outputs of kth (1 < k& < N — 1) control map
Fr(x) are used to dynamically control the parame-
ter of the (k + 1)th control map Fiyi(x). And the
outputs of the Nth control map are used to dynami-
cally control the parameters of the seed map G(x) to
generate iterative values. This extended structure has
good chaos performance and complex chaotic behav-
ior because the seed map’s parameters are controlled
by N chaotic maps. However, it also results in a com-
plex structure, expensive implementation, and difficult
performance analysis.

C. Chaotic Behavior Analysis

DPCCS uses a control map F(x) to dynamically control
the parameter of the seed map G(x) to generate new chaotic
maps. This can significantly enhance the chaotic complexity
and chaos performance of DPCCS. Here, we use the Lyapunov
exponent (LE) [43] to analyze the chaotic behavior of DPCCS.

A dynamic system with chaos nature is unpredictable and
sensitive to its initial states [44]. LE denotes the exponential
divergence of two extremely close trajectories of a dynamic
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system in the phase plane, and it is a widely used indictor to
demonstrate chaos. A positive LE value means that no matter
how small difference the two trajectories have, they exponen-
tially diverge in each unit time, and will be totally different as
the time changes. Therefore, a dynamic system with at least
one positive LE value usually has chaotic behavior.

Suppose G(x) is a differentiable function, LE of the pro-
posed DPCCS in (4) is defined as

o N—1 /

AM_Z\IILmOON’;)IMG (P xn)]- (11)

Because the parameter of DPCCS is controlled by a chaotic
map, its parameter can be fixed or dynamically changed in
each iteration. Suppose the chaotic range of the seed map G(x)
[bmins bmax] 1S continuous, according to chaotic behavior of its
control map F(x), the LE value of DPCCS can be analyzed
from the three following ways.

1) When the attractor of F(x) is a fixed point, namely [F(x)
generates a fixed output value. As can be seen from the
structure of DPCCS in Fig. 2, this fixed output will be
transformed to be a parameter value P in the chaotic
range of G(x). The LE value of DPCCS equals to the
LE value of its seed map G(x) under the parameter P,
namely

)\M = )‘GP > 0.

2) When the attractors of F(x) are a limit cycle, namely
F(x) has a periodic orbit and its outputs are a finite
number of different points, suppose {o;|i = 1,2, ..., k}
(k is a finite number) [45]. After transformation, {o;|i =
1,2,...,k} will be transformed as {p;li = 1,2, ...,k},
which are in the chaotic range of G(x). Because the
k finite outputs of F(x) are periodic points, when the
iteration number N closes to oo, the number of each
point approaches to N/k. Then the LE value of DPCCS
can be defined as

(NJI)—1
AM = ngnoo]v ZO ln|G/(P1,Xn)|
n=

(NJK)—1
+ +Nli>mooﬁ 2(:) 1H|G/(pk,)€n)| .
n=

12)

Because N — oo and k is a finite number, then
(N/k) — oo. Thus

(N/k)—1

Y |G e )]

n=0

N—o00
(N/k)—1

Z ln|G/(pi»xn)}
n=0

(N/K)—1

Z ]n‘G/(pisxn)|

n=0

= lim ——
N—oo k N/k

lim ——
k | W/k—oo N/k

1
= —Agri

. 13)
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where i = 1,2, ..., k. Then (12) becomes
1 1 1
AM = z)»([}ﬂl + z)»([;l’z +--+ z)»([;,!’k
| k
=2 ke (14)
i=1
Because p;(i = 1,2, ..., k) are in the chaotic range of

G(x), then Agri > 0 for Vie {l1,2,...,k}. Thus
|k
AM = Z ZI:M;/H > 0.
=

3) When IF(x) has strange attractors, [F(x) is chaotic and its
outputs are dynamic and never repeat. In this case, the
seed map G(x) has a different parameter setting provided
by F(x) in each iteration, and thus make the iterative
outputs of DPCCS different and unpredictable.

Therefore, when the seed map G(x) has a continuous chaotic

range [Pmin, Pmax], N0 matter whether the control map F(x) is
chaotic or not, DPCCS has chaotic behavior and good chaos
performance for all parameter settings. However, if the chaotic
range of G(x) is not continuous and IF(x) is not on its chaotic
range, DPCCS may loss its chaotic behavior. This occurs when
the fixed output(s) of [F(x) happen(s) to be transformed into the
nonchaotic ranges of [bmin, Pmax], such as the white space in
the chaotic ranges of the logistic and sine maps [see Fig. 1(a)
and (b)]. These will be further verified by LE results of newly
generated chaotic maps of DPCCS in Section IV-B.

IV. EXAMPLES AND ANALYSIS

Any existing 1-D chaotic map can be used as the control
and seed maps in DPCCS. The control and seed maps can
be the same or different chaotic maps. According to (10),
using the three existing chaotic maps presented in Section II,
a total number of nine new chaotic maps can be generated by
DPCCS. This section discusses these nine examples of new
chaotic maps.

A. Examples of DPCCS

Table I shows the definitions of the nine chaotic maps of
DPCCS. When the control and seed maps are selected as the
same chaotic maps, the parameter of a chaotic map is con-
trolled by the same chaotic map to generate a new chaotic
map, such as the TCT, LCL, and SCS maps. Their control and
seed maps are the tent, logistic, and sine maps, respectively.
When choosing the control and seed maps as two different
chaotic maps, DPCCS is able to generate a large number of
different chaotic maps. Exchanging the settings of the control
and seed maps, DPCCS yields a different chaotic map. For
example, the LCS and SCL maps are two completely different
chaotic maps.

Fig. 5 shows bifurcation diagrams of these chaotic maps
defined in Table I. As can be seen, for the TCT, TCL,
TCS, LCT, and SCT maps in Fig. 5(a)—(e), they have chaotic
behaviors in the whole parameter ranges. For the SCL, LCL,
LCS, and SCS maps in Fig. 5(f)—(i), their outputs distribute
randomly in most parameter settings but their chaotic ranges
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TABLE I
NINE NEW CHAOTIC MAPS GENERATED BY DPCCS

[ Seed map G(z) [ Control map F(z) | New chaotic maps | Definition |
. 2(0.99 — 0.5y 11)%n fora, <05
n+1l — 5
2(0.99 — 0.5 1—x for z,, > 0.5
T(z) Tent-control-Tent (TCT) ( yn+1)( ") "=
) 2pyn for y, < 0.5
T(z) Yntl =) 20(1 — yn)  for yn > 0.5
- ~J2(0.99 — 0.5yn+1)Tn for z, < 0.5 where
L(z) Logistic-control-Tent (LCT) 70 2(0.99 — 0.5yng1)(1 — an)  for z > 0.5
Yn+1 = 4pyn (1 — yn)
o 20099 = 05yni1)en fora, <05
S(x) Sine-control-Tent (SCT) ntl = 2(0.99 — 0.5yn4+1)(1 — ) for z, > 0.5’
Ynt1 = psin(Tyn)
Tnt1 = 4(1 — 0.1yn41)on (1 — z5), where
T(z) Tent-control-Logistic (TCL) _ ) 2pyn for yn, < 0.5
(=) Ynt1 = 2u(1 — yn) for yn, > 0.5
L(z = = =
L(z) Logistic-control-Logistic (LCL) gy::_tll ; 2 ,Slyn(? .iy;TBl)zn(l @n). Where
S(zx) Sine-control-Logistic (SCL) Tnt1 = A0 = 0.1yn 1)z (1 = 2n), Where
Ynt1 = psin(myn)
Tn+1 = (1 — 0.13yp41) sin(mwxy), where
T(x) Tent-control-Sine (TCS) _ J2umyn for yn, < 0.5
YT 2u(1 - ) for g > 05
S(z) L(x) Logistic-control-Sine (LCS) Lntl = (I = 0.13yn+1) sin(man), where
Ynt1 = dpyn(l —yn)
S(zx) Sine-control-Sine (SCS) Lnt1 = a . 0.13yn+1) sin(rzn), where
Ynt1 = psin(myn)

Fig. 5.

Bifurcation diagrams of the (a) TCT, (b) TCL, (c¢) TCS, (d) LCT,
(e) SCT, (f) SCL, (g) LCL, (h) LCS, and (i) SCS maps.

are not continuous. This is because their corresponding seed
maps, the logistic and sine maps, have discontinuous chaotic
ranges and their control maps’ outputs happen to be trans-
formed in the nonchaotic ranges of seed maps.

B. Performance Analysis

To analyze chaos performance of DPCCS, here we compare
these nine chaotic maps with their corresponding seed maps
using LE [43], Kolmogorov entropy (KE) [46] and correlation
dimension (CD) [47], [48], and analyze their sensitivity to
initial states as well. The analysis and comparison results show
that new chaotic maps have better chaos performance than
their seed maps.

1) LE: As mentioned in Section III-C, LE is a measure to
test whether a dynamic system has chaotic behavior. Fig. 6
plots the LE values of different chaotic maps. As can be seen,
only the LCL, SCL, LCS, and SCS maps have chaotic behav-
iors in most parameter settings while other new chaotic maps
have chaotic behaviors in whole parameter ranges. In addition,
Table II lists the average LE values of different chaotic maps
in their respective chaotic ranges. The new chaotic maps have
bigger average LE values than their corresponding seed maps.

A dynamic system with a positive LE value is chaotic and
a larger LE value means better chaos performance. Compared
with their seed maps, the new chaotic maps generated by
DPCCS have wider parameter ranges with positive LE values,
and their LE values are bigger in most parameter settings.
Thus, these new chaotic maps have more complex chaotic
behaviors than their seed maps.

2) KE: In the algorithmic information theory, KE is a
notion of entropy that provides a mathematical explication of
the randomness of a finite object. It can be used to describe
how much extra information is needed to predict the output
values of a dynamic system. Mathematically, KE is defined
as [46]

KE = lim ' lim lim K, .(¢)

7—0 g—>0m—00

5)
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Fig. 6. LE comparisons of the (a) TCT, LCT, SCT, and tent maps, (b) TCL,
LCL, SCL, and logistic maps, and (c) TCS, LCS, SCS, and sine maps,
respectively.

TABLE 11
AVERAGE MEASURE RESULTS OF DIFFERENT CHAOTIC
MAaPSs WITHIN THEIR OWN CHAOTIC RANGES

Chaotic maps LE KE CD ‘
TCT 0.527483 0.671001 1.417556
LCT 0.463243 0.487013 1.083424
SCT 0.474353 0.515105 1.117783
Tent 0.388001 0.345781 0.876437
TCL 0.543375 0.671856 1.188496
LCL 0.470447 0.495264 0.994097
SCL 0.485568 0.544218 1.016035
Logistic 0.385349 0.415624 0.906299
TCS 0.541077 0.675575 1.195133
LCS 0.478923 0.501478 0.991610
SCS 0.493949 0.541542 1.023502
Sine 0.389477 0.437797 0.932510

where m indicates the embedding dimension, and Ky, (¢) is
defined by
Knz(®)=— Y

i1,02,..,im=<n(€)

Pr(it, is, . .., im) log Pr(iy, in, - - .., im)

(16)

where ¢;,, ¢i,, ..., ¢;, are m nonoverlapping partitions of the
phase plane of a dynamic system, Pr(iy, i2, ..., i;,) is the joint
probability of the correctly predicting trajectory in partition ¢;,
at time 7, in partition ¢;, at time 27, ..., in partition ¢;, at
time mt.

A positive KE value means that extra information is needed
to predict the trajectories of a dynamic system and a big-
ger KE value indicates more information needed. Therefore,
a dynamic system with a positive KE value is unpredictable
and a bigger KE value means better unpredictability.

Fig. 7. KE comparisons of the (a) TCT, LCT, SCT, and tent maps, (b) TCL,
LCL, SCL, and logistic maps, and (c) TCS, LCS, SCS, and sine maps,
respectively.

In each calculation in our experiments, 12000 successive
states are truncated from a trajectory and the KE value is cal-
culated using the methods in [46]. Fig. 7 plots the KE values
of different chaotic maps along with their control parameters.
The average KE values of these chaotic maps within their
respective chaotic ranges are listed in Table II. From Fig. 7
and Table II, we can observe that all chaotic maps generated by
DPCCS have positive KE values in much wider ranges than
their seed maps. Moreover, compared with their seed maps,
the newly generated chaotic maps have much bigger KE val-
ues in most parameter settings, and have larger average KE
values in their respective chaotic ranges. These mean that the
trajectories of the chaotic maps generated by DPCCS are far
more unpredictable.

3) CD: As a type of fractal dimensions, CD describes the
dimensionality of the space occupied by a set of points. It
can be used to characterize the attractor strangeness (degrees
of freedom) of a dynamic system. Its value can be calcu-
lated by the Grassberger—Procaccia algorithm [48] with the
experimental signals.

For a sequence of experimental signals {s;, |i = 1,2, ..., N}
with N points, given an embedding dimension e, the CD values
can be calculated as

log C,
d = lim lim &) (17)
r—»0N—oo logr
where C.(r) is the correlation integral defined as
. 1
C.(r) = lim
N—oo [N — (e — DZ]IN — (e — 1)z — 1]
N—(e—1)¢ N—(e—1)¢
x> Y o(r=1s—§) a8

i=1 j=itl
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TABLE III

CORRELATION VALUES OF OUTPUT SEQUENCES
OF DIFFERENT CHAOTIC MAPS

‘ Chaotic maps | Correlation of Hy, H2

Correlation of Hs, Hy

0.1 0.2 03 0.4 05 0.6 0.7 0.8 0.9 1 TCT 0.009801 -0.007338
n
(a) LCT -0.009917 -0.005691
gi+g ‘ SCT 0.005562 -0.005910
z "|---scL
£ 5|~ Logii , TCL -0.007327 -0.003940
5 honigresgaguiscgritbiboatoonsssggeor sttt LCL 0.004755 -0.005931
§°-5’ A \ / SCL 0.000075 -0.008867
. . . . A . .
0.1 0.2 0.3 0.4 Oi 0.6 0.7 0.8 0.9 1 TCS 0002132 0003972
(b) LCS 0.021694 -0.004382
~ 25 T T
£ o ~Lcs | SCS -0.002959 0.002501
2 -=-SCS
_QE_) 1.5 Sine
g N L BVELI Py A
EML \[ Q\\ /
S L \ A L
Cl 0.1 0.2 0.3 0.4 0.5

(©)

Fig. 8. CD comparisons of the (a) TCT, LCT, SCT, and tent maps, (b) TCL,
LCL, SCL, and logistic maps, and (c) TCS, LCS, SCS, and sine maps,
respectively.

where 0(w) is the Heaviside step function. 6(w) =0 if @ <0
while 6(w) =1 if @ > 0. ¢ is the time delay and for discrete
systems, ¢ usually equals to 1. The new data sequence {s;|t =
1,2,3,...}is

5= (St, St St4285 -+ 0 s st—i—(e—l){)
t=1,2,...,N—(e—1)¢.

If it exists, d is the slope of the log—log plot of C.(r)

versus r, as defined by
d = lim lim w. (19)
r—0N—oco d(logr)/dr

We use the method in [47] to calculate the CD values of
chaotic maps with different parameter settings. The embedding
dimension e is set as 2. Fig. 8 shows the CD results of different
chaotic maps. For the new chaotic maps generated by DPCCS,
they have much bigger CD values than their corresponding
seed maps in most parameter settings. The CD values of their
seed maps are quite small and close to 0 in most parameter
ranges. On the other hand, in their respective chaotic ranges,
new chaotic maps of DPCCS have bigger average CD values
than their seed maps as shown in Table II. These mean that
the outputs of new chaotic maps can occupy a much higher
dimensionality in the phase plane, and thus their attractors are
more irregular.

4) Sensitivity: A specific feature of chaos is its sensitivity to
initial states [3]. For a chaotic map, its trajectories are sensitive
to the changes of its initial value and parameter, respectively.
This sensitivity can be measured by the correlation of two data
sequences as defined

_E[X — px)(Y; — py)]
o OxOy

Co

(20)

Fig. 9. Two trajectories H and H, with initial values 0.20 (H;) and 0.20001
(H») generated by the (a) TCT, (b) LCT, (c) SCT, (d) TCL, (e) LCL, (f) SCL,
(g) TCS, (h) LCS, and (i) SCS maps.

where X; and Y; are two data sequences generated by a chaotic
map with a tiny change in its initial value or parameter, © and
o are the mean value and standard deviation, E[.] is the expec-
tation function. The correlation value closing to O indicates an
extremely low relationship of two data sequences and thus the
high sensitivity of the chaotic map, and vice versa.
Sequences H; and H, are generated by applying a tiny
change to the initial values of chaotic maps while sequences
H; and Hjs are generated with a tiny change applied to the
parameter. Table III shows the correlation results of nine
chaotic maps of DPCCS. As can be seen, the correlation values
of sequence pairs Hy and H», H3 and Hs of all chaotic maps
extremely close to 0. Fig. 9 plots the trajectories of first 50 iter-
ation values of these chaotic maps with a tiny change in initial
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Fig. 10. Differences of two trajectories H3 and Hy with parameters 0.9

(H3) and 0.90001 (Hy) generated by the (a) TCT, (b) LCT, (c) SCT, (d) TCL,
(e) LCL, (f) SCL, (g) TCS, (h) LCS, and (i) SCS maps.

values and Fig. 10 plots the differences of two trajectories of
first 50 iteration values with a tiny change in parameters of
these chaotic maps. With the iteration number increasing, we
can observe that the tiny change in initial values or parameters
will make the output values significantly different. This further
verifies that these new chaotic maps are extremely sensitive to
their initial values and parameters.

V. HARDWARE IMPLEMENTATION

Because DPCCS uses traditional chaotic maps as the control
and seed maps, it has simplicity in hardware implementation.
This section uses the TCL map as an example to demonstrate
the hardware implementation of DPCCS.

A. Circuit Design

The schematic of the TCL map is shown in Fig. 11. It
consists of three circuit units including the tent map, trans-
formation, and logistic map units. x,,, y,, and u are the circuit
inputs while x,,1 is the circuit output. The tent map unit com-
poses of the switch, addition, and multiplications. Depending
on the data ranges of an input y,, different operations are used
to generate y,4 that is then transformed and multiplied with
the input x;,, to generate the output x;41.

B. FPGA Implementation and Simulation

The TCL map circuit in Fig. 11 is implemented using
FPGA in the Altium Designer software and the values are
represented by 64 bits. The FPGA circuit diagram of the
TCL map is depicted in Fig. 12. As can be seen, ivp and
ivx are the initial values of the control and seed maps,
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Fig. 11. Schematic of the TCL map.

and u is the control parameter. In this simulation, we set
parameters u[63...0] = 4000000000000000 (namely pu =
0.25), ivx[63...0] = 2666666666666600 (namely xo =
0.15), ivp[63...0] = 3333333333333400 (namely yp = 0.2).
Fig. 13 shows the waveforms of simulation results. The first
four outputs are 8141205BC01A35BC, FEB20EB14DDF3E
BD, 052DA43AAC78C(C92, and 1444D03558F1D437, and
their corresponding decimal values are 0.504900000000000,
0.994904440200000, 0.020227684330595, and 0.079175007
843282, respectively.

Fig. 14 plots the outputs of the TCL map under the soft-
ware and hardware environments, which use the MATLAB and
PFGA to implement, respectively. As can be seen in Fig. 14(c),
under the same initial values and parameter, the TCL outputs
in both implementations are almost the same at the beginning.
When iteration n increases, the differences between their out-
puts become bigger. This is because the data precisions in the
MATLAB and FPGA implementations are different and the
TCL map is extremely sensitive to the changes of its initial
settings.

VI. PRNG

The PRNGs are widely used in art, statistics, modern cryp-
tographic systems, and many other scientific areas [49]. The
random numbers are usually generated in two ways [50]:
one corresponds to the nondeterministic and stochastic phys-
ical phenomena [51] while the other generates pseudo-
random numbers from the deterministic but chaotic dynamic
systems [52]. Because the initial states sensitivity, unpre-
dictability, and ergodicity of chaotic system are analogous to
the unpreditability and randomness of pseudo-random num-
bers [5], [53], the quality of the chaos-based PRNGs is highly
dependent on the chaos performance of chaotic systems. As
verified in Section IV-B, the new chaotic systems generated by
DPCCS have better chaos performance than their seed maps,
and thus more appropriate for designing PRNGs. Using the
TCL map as an example, this section proposes a chaos-based
PRNG, called TCL-PRNG.

A. TCL-PRNG
Suppose {X!|xl,i=1,2,...N}and {X"xI,i=1,2, ..., N}
are two chaotic sequences generated by the TCL map with

different initial values and parameters. Z is the addition of X/
and X", {Z|z; = xI + x!I}. TCL-PRNG is then defined as

k
Qi=ZMi mod 2 Q1)
i=1
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Fig. 12. FPGA circuit diagram of the TCL map.
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Fig. 13.  Waveforms of TCL map in the FPGA implementation.
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Fig. 14.  Outputs of the TCL map with the first 50 iterations in the

(a) MATLAB and (b) FPGA implementations using parameter u = 0.25
and initial values xg = 0.15, yg = 0.2. (c¢) Differences between (a) and (b).

where

k=LZix23J+2

M =T|ziTik (22)

where T|m]. is a truncation function to fetch the decimal
numbers from the Ist to kth decimal positions in a float
number m.

B. Performance Evaluation

A PRNG should have the ability to generate long pseudo-
random numbers with good randomness. Here, we analyze the
periodicity of TCL-PRNG and use four test suits, the NIST
SP800-22 [54], TestUO1 [55], Diehard statistical [56], and
FIPS PUB 140-2 [57] tests to evaluate its randomness.

l Chaotic orbit Cycle length

x1 121212121212 2
X1 123123123123 3
Z=XT4+XxX1|2 4 43 352443375 6

1) Periodicity: When a chaotic map is directly used as
a PRNG, its output sequences are usually used as the
pseudo-random numbers. Due to the limited computing pre-
cision of the computer and the digitalization of the output
chaotic sequence, the generated numbers of a PRNG may
loss their randomness and become cyclic [30]. The proposed
TCL-PRNG generates the pseudo-random numbers by adding
two chaotic sequences of the TCL map with different settings
of initial values and parameters. This significantly enlarges the
cycle length of the output sequence and increases the random-
ness of TCL-PRNG. A straightforward example is shown in
Table IV. As can be seen, the cycle lengths of two sequences
X! and X are 2 and 3, respectively. However, the period of
Z = X'+X" is 6, which is much larger than those of sequences
X! and X". Thus, the pseudo-random numbers generated by
TCL-PRNG have a significantly large cycle length and high
quality of randomness.

2) NIST SP800-22 Test Suit: Among all test standards, the
NIST Statistical Test Suite, SP 800-22 [54], is a cogent and
all-sided method to test the randomness of a binary sequence.
It has 15 subtests that are designed to find the nonrandom area
in a binary sequence in all aspects. The length of the testing
binary sequence is suggested as 10°.

The significance level in the NIST SP800-22 Test Suit is
preset as o = 0.01 and the sample size of binary sequences
should be not less than the inverse of the significance
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Fig. 15. Randomness test results of TCL-PRNG using the NIST SP800-22
Test Suite. (a) P-value interpretation. (b) Pass rate interpretation. (c) P-value
interpretation.

TABLE V
P-VALUET RESULTS OF DIFFERENT PRNGS

l PRNGs l Pass No. | Pass rate
New CI [39] (m™ = y™ mod N) 15/15 100.00%
New CI [39] (no mark) 8/15 53.33%
Ole CI [39] 11/15 73.33%
New CI [39] (g1) 15/15 100.00%
New CI [39] (g2) 15/15 100.00%
DWSCS-PRNG [39] 15/15 100.00%
TCL-PRNG 15/15 100.00%

level («~'). In our experiments, 120 binary sequences with
10 bits are generated by TCL-PRNG. Each subtest will
generate a P-value.

The test results can be interpreted in three ways. They are
P-value, pass rate and P-valuer interpretations. The P-value
interpretation is to test whether the generated P-values are
within [0.01, 1]. A PRNG passes the test if the P-values are
in this range. The pass rate interpretation is to calculate the
pass rate of P-value that indicates the proportion of sequences
passing the P-value test among all testing sequences. In our
experiments, the proportion of a subtest falling into range of
[0.9628, 1] is considered to pass the test. Each subtest will also
generate a P-value for each binary sequence. The P-valuer
interpretation is a statistic of the distribution of these P-values
and its calculation method is mentioned in [54]. P-valuer >
0.0001 means that the sample sequences are uniform to pass
the corresponding subtest.

Fig. 15 shows the test results of each subtest for these three
interpretations. As can be seen, 120 binary sequences gener-
ated by TCL-PRNG can pass all the P-value, pass rate and
P-valuer interpretations of all subtests.

Table V compares the P-valuer interpretation results of
TCL-PRNG with other PRNGs reported in [39]. The results
show that TCL-PRNG and several existing PRNGs can pass
all 15 subtests.

3) TestUOI Test: The TestUO1 [55] is a widely accepted
standard that also offers a collection of utilities for the empir-
ical statistical tests of a PRNG. There are six predefined
batteries of tests in the TestUOl and our experiments select
three binary sequence test batteries, the Rabbit, Alphabit,
and BlockAlphabit, to test the quality of TCL-PRNG.
The Rabbit applies 38 different statistical tests while the
Alphabit and BlockAlphabit apply 17 different statistical tests.
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TABLE VI
TESTUO1 RESULTS OF BINARY SEQUENCES GENERATED BY TCL-PRNG

Length
: B 1 920 pits | 225 bits | 230 bits
Test batteries
Rabbit 38/38 38/38 38/38
Alphabit 17/17 17/17 17/17
Block Alphabit 17/17 17/17 17/17
1
0.9
0.8
0.7
§ 0.6 /
I§ 05 j.-"
R 04 /1
0.3
0.2
ol - Test results
: —— Uniform distribution line
% 40 80 120 160 200 240
Sorted P—value number
Fig. 16. Diehard statistical test results of TCL-PRNG.

In each statistical test, the generated P-value within range of
[0.001, 0.999] is considered to pass the tests.

The software package in our experiment is TestUO1-1.2.3.
Three binary sequences that are generated by TCL-PRNG
with lengths of 220, 2% and 230 bits are applied with the
tests. The results are shown in Table VI. As can be seen,
all binary sequences generated by TCL-PRNG with different
lengths can pass all subtests. This means that TCL-PRNG is
able to generate pseudo-random numbers with high quality of
randomness.

4) Diehard Statistical Test Suit: Diehard statistical suit [56]
is one classical and powerful test suit that includes 15 statis-
tical subtests for number sequences. It can satisfy the testing
requirements for a big-size random sequence and have the abil-
ity to detect the defects. A total number of 234 P-values will
be generated in the Diehard test. The testing sequence will
be considered to be truly independent and random to pass the
test if all these P-values are uniformly distributed in range of
[0, 1). If a testing sequence obtains six or more P-values of
0 or 1, the sequence is considered to fail the test. The testing
sequence is with size 11468 800 byte.

In our test, a sequence of 11468800 byte is generated by
the proposed TCL-PRNG and then measured by the Diehard
statistical test. The 234 generated P-values are sorted in an
increasing order and then plotted in Fig. 16. As can be
seen, the red straight line is the uniform distribution line on
[0, 1) and all sorted P-values are distributed on or nearby
this red line. This means that the random sequence generated
by TCL-PRNG is a truly random sequence that can pass the
Diehard statistical test.

5) FIPS PUB 140-2 Test: FIPS PUB 140-2 test [57] is a
practical and widely accepted test standard that was also devel-
oped by NIST to test the randomness of binary sequences.
It uses 20 000-bit sequences as the input and includes four
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have introduced a TCL-PRNG. Performance evaluations have
been conducted using the NIST SP800-22, TestUO1, Diehard
statistical, and FIPS PUB 140-2 tests. The experiment results
have shown that the proposed TCL-PRNG has high quality of
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TABLE VII
FIPS PUB 140-2 TEST RESULTS OF TCL-PRNG
Sub-tests [ Accepted intervals [ Test Results
M onobit (9725, 10275) 10002
Poker (2.16, 46.17) 12.8960
Runs All zeros | All ones
Run =1 (2315, 2685) 2505 2509
Run =2 (1114, 1386) 1216 1201
Run =3 (527, 723) 632 656
Run =4 (240, 384) 324 299
Run =5 (103, 209) 165 167
Run > 6 (103, 209) 147 158
Long run [0, 0] 0 0

subtests, namely the Monobit, Poker, Runs, and Long run
tests. The Monobit test counts the number of ones in the
20000-bit sequence and the number must be in the range of
(9725, 10275) to pass the test. The Poker test first divides
the 20 000-bit sequence into 5000 continuous 4-bit segments.
A 4-bit segment can be 16 possible values and f (i) is used to
represent the number of i (0 < i < 15) in the 5000 continuous
4-bit segments. An evaluation value W can be calculated as

16

15
- N2
W=cos ;[ §10) 5000

W within (2.16, 46.17) is considered to pass the test. A run is
defined as the maximum number of continuous bits of all ones
or zeros in the 20 000-bit sequence. The Runs test considers
that different lengths of runs for either continuous ones or
zeros should be within the corresponding intervals specified
in the third column of Table VII. The Long run test thinks
that a run of length 26 or more for the continuous zeros or
ones should be 0.

Table VII shows the test results of the pseudo-random num-
bers generated by TCL-PRNG. As can be see, all the test
results are within the corresponding accepted intervals to pass
the tests.

VII. CONCLUSION

This paper has introduced a general framework of pro-
ducing 1-D chaotic maps called DPCCS. It uses a chaotic
map (control map) to dynamically control the parameter of
another chaotic map (seed map). The seed map generates out-
put chaotic values with a fixed or dynamic parameter setting in
each iteration. Any chaotic map can be used as the control/seed
map (or both) in DPCCS. Using different chaotic maps as
the control and seed maps, DPCCS is able to yield a com-
pletely different chaotic map. To demonstrate the feasibility
of DPCCS, we have provided nine chaotic maps generated
by DPCCS. The performance analysis and comparison results
have shown that these nine chaotic maps are sensitive to their
initial states, and they have wider chaotic ranges and more
complex chaotic behaviors, and are more unpredictable than
their seed maps.

To show the simplicity of the proposed DPCCS in hardware
implementation, we have introduced an FPGA implementation
of the TCL map. To show the applications of DPCCS, we

randomness.
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