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Abstract—This paper introduces a new two-dimensional
Logistic-Sine map (2D-LSM). It has excellent chaotic performance
and its outputs are difficult to predict. Using 2D-LSM, this paper
proposes a new image encryption algorithm. Simulation results
and security analysis demonstrate that the proposed algorithm
is able to protect different kinds of images with a high security
level.
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I. INTRODUCTION

With the fast development of the computer network and
digital technology, digital images become more and more
important information carriers in recent years. So image se-
curity attracts increasing researchers’ attentions. The image
encryption is a straightforward technology of image security
that can transform a digital image into an unrecognized noise
image.

In the research of image encryption technologies, one
feasible way is to treat digital image as a binary stream and
then use the data encryption technology to encrypt it. But a
digital image with pixels usually represented as a few binary
bits, high correlations and data redundancy exist between
neighboring pixels. This results in the fact that traditional
digital data encryption algorithms may not be suitable for
image encryption. Thus, many image encryption algorithms
considering the properties of image were developed. These
algorithms include the P-Fibonacci-based algorithm [1], wave
transform-based algorithm [2], chaos-based algorithm [3], and
SO on.

Among all image encryption algorithms, chaos-based al-
gorithms show high encryption performance because chaot-
ic maps have properties of unpredictability, ergodicity and
can generate different random outputs with specific initial
conditions. In recent years, many new chaotic maps have
been proposed [4, 5] and many chaos-based image encryption
algorithms have been developed successfully [6]. When chaotic
maps are used for image encryption, their chaotic orbits
are usually used to obtain random-like encrypted images.
However, with the development of computational ability of
computers and chaos discern theory, chaotic orbits with simple
structures could be predicted [7, 8] and the encryption keys
can be estimated. Thus, some chaos-based image encryption
algorithms can be broken [9, 10].

To develop a secure chaos-based image encryption al-
gorithm, this paper proposes a new 2D-LSM with complex
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chaotic behaviors and good chaotic performance. We then
propose a new image encryption algorithm using the 2D-LSM.
Simulations and several security evaluations are provided. The
results show that the proposed algorithm can protect different
types of images with a high security level.

The rest of paper is organized as follows: Section II will
introduce 2D-L.SM and analyze its chaotic performance; Sec-
tion IIT will introduce the new image encryption algorithm. Its
simulation results and security analysis will be demonstrated
in Section IV; Section V will give a conclusion.

II. THE 2D LOGISTIC-SINE MAP (2D-LSM)

The 2D Logistic-Sine map (2D-LSM) is defined by E-
qn. (1)

{$n,+1 = sin(ra(y, + 3)z, (1 — x,)) 0

Yn+1 = Sin(ﬂ'a(anrl + 3),%(1 - yn))

where « is a control parameter and a € [0, 1], x,,, y,, are output
values.

2D-LSM is derived from two 1D chaotic maps: the Sine
and Logistic maps. We use the output of the Logistic map as
the input of the Sine map, and then extend to 2D. 2D-LSM
has good chaotic behaviors. Here, we use the trajectory and
Shannon entropy [11] to estimate the chaotic performance of
2D-LSM.
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Fig. 1. The trajectory of 2D-LSM with the initial values (0.3,0.3) and
parameter a = 0.93.
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Fig. 1 shows the trajectory of 2D-LSM. As can be seen, the
points (x;,y;) randomly distribute in the whole phase plane.
This means that the outputs of 2D-LSM has good properties
of randomness and ergodicity.

Shannon entropy is a test standard to evaluate the random-
ness of a collection of data or a signal. It can be used to
describe the distribution of a chaotic signal. Mathematically,
Shannon entropy is defined as Eqn. (2)

n
H(Z) == Pr(z)log, Pr(z) 2
i=1
where Z is a collection of data or a signal, z; is the ¢-th
possible value in Z and Pr(z;) is the probability of z;. A
bigger Shannon entropy value means better randomness, and
the maximum of Shannon entropy value H(Z)nq: = logy W,
where W is the number of possible values in Z.
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Fig. 2. The Shannon entropy distributions of the output sequences generated
by 2D-LSM with different parameter settings.

To evaluate 2D-LSM using Shannon entropy, we first
divide its outputs into 256 different levels, and calculate their
Shannon entropy values. Fig. 2 plots the Shannon entropy dis-
tributions of the output sequences generated by 2D-LSM with
different parameter settings. As can be seen, when parameter
a € [0.35,0.9] (approximately), the output sequences of 2D-
LSM have large Shannon entropy values. This means that 2D-
LSM has good randomness in this range.

III. NEW IMAGE ENCRYPTION ALGORITHM

Using the proposed 2D-LSM, this section introduces a new
image encryption algorithm. The structure of the algorithm is
shown in Fig. 3. The initial conditions of 2D-LSM are generat-
ed by the encryption key and original image P. The decryption
key is a combination of the encryption key and some features
of the original image P. The pixel shuffling process is to
randomly change pixel positions within the image while the
pixel substitution process is to randomly change pixel values.
The iteration number R defined in Eqn. (3) is determined by
the original image P. The entire image encryption process
is described as C' = En(P,K.) while the corresponding
decryption process is represented by P = De(C, K ).
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Fig. 3. The structure of the proposed image encryption algorithm.

A. Security key design

The encryption key K. = {zo, yo, a}, in which three
components are in the range of [0,1]. To enhance security
of the proposed algorithm, information of the original image
P is combined with the encryption key to generate initial
conditions for 2D-LSM in each iteration. First, we define a
control parameter 7" and iteration number R in Eqn. (3)

M N
T=> > P(i,j) mod 128

i=1 j=1
M N S

R=(>_> P(i,j) mod 3)+2

i=1 j=1

In each iteration, the initial values and parameter of 2D-
LSM can be generated from the control parameter 7', iteration
number R and encryption key K., as defined by Eqn. (4)
mod 1
Yoi =1 xixyo mod 1 “4)
a; = (T xixa mod 0.5)40.4

xo; =1 X1 Xz

where a;, xo; and yo; are the parameter and initial values of
2D-LSM in the ¢-th iteration, 1 < i < R.

In each iteration, 2D-LSM uses the initial conditions
(z0i, Yoi, a;) to generate a chaotic matrix with the same size
of the original image P. The chaotic matrix is used for the
pixel shuffling and substitution processes for image encryption.
The decryption key consists the control parameter 7, iteration
value R, and encryption key, K, = {xo, yo, a, T, R}.

B. Pixel shuffling

Pixel shuffling is designed to change both the row and
column positions of all pixels within an image. Because the
permutation results are determined by the chaotic matrix, a
pixel has the probability to be moved to any location within
the image. Pixel shuffling is to break high correlations between
neighboring pixels in the original image. It is described in
Algorithm 1.



Algorithm 1.
Input: The original image P and chaotic matrix S with the

size of M x N.
1: S(i,5) = floor(S(i,j) x 22°) mod 2'2, where i €
[1,M] and j € [1, N]

Pixel shuffling

2: Initialize four empty matrixes Te, I, IR and IC' with the
size of M x N

3: Convert S(4,7) into a 12-bit stream

4: for m =1to M do

5: forn=1to N do

6: Convert n into a 20-bit stream D,

7: Add D,, to the rear of S(m,n) to get a 32-bit stream
IR(m,n)

8: Convert m into a 20-bit stream D,,

9: Add D,, to the rear of S(m,n) to get a 32-bit stream
IC(m,n)

10:  end for

11: end for

12: Sort each row of IR, and get IR’

13: Sort each column of IC and get IC’

14: For IR'(i,7) and IC’(i,7), truncate their last 20 bits to
make them as 20-bit streams. Then convert all the values
into decimal integers

15: Te(i,j) = P(i, IR (i, 7))

t6: 1(i, ) = Te(IC'(i, ), )

Output: The shuffled image [

C. Pixel substitution

For an ideally encrypted image, its pixels distribute u-
niformly to resist the statistical attacks. Pixel substitution
changes all pixel values randomly such that the numbers of
pixels in each intensity levels are approximately equal. The
attackers is unable to use statistical methods to obtain any
useful information from the encrypted image. Pixel substitution
is defined by Eqn. (5)

C(i,g) = (1S, 5) x 2°2] +1(i,j)) mod F (5

where ¢ € [1, M], j € [1, N], |-| is the floor operation. S is the
chaotic matrix with the same size of the input image I, C'is the
substitution result, and F' is the maximum number of possible
pixel values in the original image. For example, F' = 256
if the original image pixels are represented by 8 bits. The
decryption procedure performs the inverse pixel substitution
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operation using the same chaotic matrix S.

After R rounds of pixel shuffling and substitution op-
erations using different chaotic matrices in each round, the
proposed algorithm can encrypt a digital image into a random-
like one. Because the iteration number R is determined by the
original image, different original images may require different
iterations in the encryption process. This further enhances the
security level of the encrypted image.

IV. SIMULATIONS AND SECURITY ANALYSIS

This section provides several simulation results to show the
encryption performance of the proposed algorithm, and then
analyzes its security performance.

A. Simulation results

The encryption results of binary and grayscale images
are shown in Figs. 4 and 5, respectively. The binary image
is an all-zero image. As can be seen, the encrypted images
are noise-like and the reconstructed images are the same as
the original images. The histograms of the encrypted images
distribute uniformly. This ensures the attackers’ difficulty of
using statistics methods to obtain useful information from the
encrypted images. The proposed algorithm shows the excellent

encryption performance.
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Fig. 4. Encryption of an all-zero image. (a) The original all-zero image with
its histogram; (b) the encrypted image with its histogram; (c) the reconstructed
image with its histogram.

(b)

B. Security analysis

An encryption algorithm is required to have excellent
security performance such that it can resist different security
attacks. Here, we use several security analysis methods to
evaluate the proposed image encryption algorithm.

1) Key sensitivity: An encryption algorithm should be
sensitive to its security keys [12]. The key sensitivity includes
the encryption key sensitivity and decryption key sensitivity.
The encryption key sensitivity means that a slight change in the
encryption key will result in a completely different encrypted
image. The decryption key sensitivity means that two slightly
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Fig. 5. Grayscale image encryption. (a) The original image with its histogram;
(b) the encrypted image with its histogram; (c) the reconstructed image with
its histogram.

different decryption keys yield two totally different decryption
results.

Fig. 6 shows the results of the encryption key sensitivity
analysis. As can be seen, two encryption keys K.; and Ko
are of only one bit difference. When the original image P
is encrypted by the proposed algorithm with K. and Ko
individually, the encrypted results C'; and C5 are totally
different, as shown in their difference in Fig. 6(d). This means
that the proposed image encryption algorithm is sensitive to
its encryption key.
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Fig. 6.  Encryption key sensitivity analysis. (a) The original image P;
(b) the encrypted result C7 = En(P,Ke1); (c) the encrypted result
Co = En(P, Ke2); (d) the difference between C and Ca, |C1 — Ca|.

The decryption key sensitivity analysis is shown in Fig. 7.
We use Fig. 6(a) as the original image. K.; is an encryption
key and Ky is its corresponding decryption key. K4o and
K43 are two decryption keys different from Ky4; with only
one bit. From the results, we can see that the original image
can be correctly reconstructed only by the corresponding
decryption key as shown in Fig. 6(b). When the encrypted
image (Fig. 7(a)) is decrypted by two decryption keys with
only one bit difference from Ky;, the decrypted results in
Figs. 7(c) and (d) are noise images. They are totally different
as shown in Fig. 7(e). Therefore, the proposed algorithm is
sensitive to its decryption key.
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Fig. 7. Decryption key sensitivity analysis. The original image is Fig. 6(a).
(a) The encrypted image Ciy = En(P,Kc1); (b) the decryption result
D; = De(Ci,Kg1); (c) the decryption result Dy = De(C1, Kg2); (c)
the decryption result D3 = De(C1, K43); (d) the difference between Do
and D3, |D2 — D3|.

2) Correlation analysis: For a natural image, high corre-
lations may exist between its neighboring pixels. In image
encryption, one important principle is to break this high corre-
lations. Mathematically, the pixel correlation can be described
by Eqn. (6)

El(X = px)(Y = py)]
Ox0y

Co= (6)
where X and Y are collections of pixels. u is the mean value
and o is the standard derivation. When X and Y have high
correlations, the test value is close to 1; when they have low
correlations, the test value is close to 0.

Fig. 8.

Distributions of neighboring pixel pairs of (a) the original image
and its encryption result at the (b) horizontal, (c) vertical and (d) diagonal
directions, respectively.

TABLE 1. NEIGHBORING PIXELS CORRELATION VALUES AT

DIFFERENT DIRECTIONS.

Horizontal ~ Vertical Diagonal
Original image in Fig. 8(a) 0.945633 0952352  0.925432
Encrypted image in Fig. 8(a)  0.001353 -0.007542  0.013453

Fig. 8 shows the distributions of neighboring pixel pairs
of the original image and its encrypted result by the proposed
algorithm. As can be seen, in the original image, the neighbor-
ing pixel pairs at different directions are distributed on or close
to the diagonal axis in the coordinate system. This means that
their values are close or equal and that the pixel pairs have



high correlations. However, in its encrypted result, the pairs
of neighboring pixels are randomly distributed in the entire
data range. This means they have extremely low correlations.
Table. I shows the quantitative results of correlation analysis.
The correlations of the original image are close to 1 while
those of the encrypted image are close to 0. Therefore, the
neighboring pixels have high correlations in the original image
and low correlations in the encrypted image.

3) Differential attack: The differential attack is a common-
ly used and effective cryptanalysis method. The encryption
algorithm with an excellent diffusion property can resist the
differential attack. The diffusion property is described as fol-
lows: when two images with a slight difference are encrypted
by an encryption algorithm with the same encryption key, two
encryption results are totally different. The diffusion property
can be tested by the number of pixel change rate (NPCR) and
unified averaged changed intensity (UACI). The NPCR and
UACT are defined by Eqns. (7) and (8) [13]

M N

NPCR(Cy, 0 =33 2 9) x100%  (7)
i=1 j=1
vACI(CrCy) — 33 1A D= D 00% @)
=1 j=1
0, i Cg) = Cali )
D(Z’”‘{l, if C1(i,) # Ca(i. ) ©

where L is the total number of pixels and B is the largest
allowed pixel value in the image. C; and C5 are two encrypted
images.

The straightforward results of the differential attack are
shown in Fig. 9. Two original images in Figs. 9(a) and (b) are
of one pixel difference, which is shown in Fig. 9(c). When
they are encrypted by the proposed algorithm with the same
encryption key, the two encryption results in Figs. 9(d) and
(e) are totally different, as shown in Fig. 9(f). The NPCR and
UACI test results are 99.5956% and 33.4477%, respectively.
They are close to the theoretically ideal values of NPCR and
UACI (99.609% and 33.464%) reported in [13]. These show
that the proposed algorithm has good diffusion property to
resist the differential attack.

V. CONCLUSION

To overcome the weaknesses of existing 1D chaotic maps
in being simple structures and easy to be predicted, this paper
has proposed a new 2D Logistic-Sine map (2D-LSM). It is
able to generate random and unpredictable chaotic sequences.
The analysis results of trajectory and Shannon entropy have
demonstrated its good randomness and ergodicity properties.

Based on the 2D-LSM, a new image encryption algorithm
has been proposed. Simulation results and several security e-
valuations have shown that the proposed algorithm can encrypt
different types of images with a high security level.
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(d) (e) (f)

Fig. 9. Differential attack. (a) the original image P1; (b) the original image
P>, which is obtained by randomly setting one pixel of P; as 255; (c) the
difference between Py and P>, |P1 — Pa|; (d) the encrypted image C1 =
En(P1, Ke¢); (e) the encrypted image Cy = En(Pa, K.); () the difference
between C1 and Co, |C1 — Ca.
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