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Abstract—Traditional schemes for reversible data hiding in encrypted images (RDH-EI) focus on one data hider and cannot resist the

single point of failure. Besides, the image security is determined by one party, rather than multiple parties. Thus, it is valuable to design

RDH-EI schemes with multiple data hiders for stronger security. In this article, we propose a multiple data hiders-based RDH-EI

scheme using a new secret sharing technique. First, we devise an ðr; nÞ-threshold ðr � nÞmatrix-based secret sharing (MSS) using

matrix theory, and theoretically verify its efficacy and security properties. Then, using the MSS, we propose an ðr; nÞ-threshold RDH-EI

scheme called MSS-RDHEI. The content owner encrypts an image to be n encrypted images using the MSS with an encryption key,

and outsources these encrypted images to n data hiders. Each data hider can embed some data, e.g., copyright and identification

information, into the encrypted image for the purposes of storage, management, or other processing, and these data can also be

losslessly extracted. An authorized receiver can recover the confidential image from r encrypted images. By designing, our MSS-

RDHEI scheme can withstand n� r points of failure. Experimental results show that it ensures the image content confidentiality and

achieves a much larger embedding capacity than state-of-the-art schemes.

Index Terms—Encrypted image, information processing in encrypted domain, multiple data-hiders, reversible data hiding, secret sharing

Ç

1 INTRODUCTION

DATA hiding in images is an active research topic in multi-
media security area [1], [2], [3]. Reversible data hiding

(RDH) is a data hiding technique that allows user to embed
additional messages into cover media [4], [5]. In the last two
decades, many RDH schemes have been developed using dif-
ferent techniques such as the difference expansion [6], histo-
gram shifting [7], and prediction error expansion [8]. Recently,
due to the fast development of cloud computing, RDH in
encrypted images (RDH-EI) has attracted increasing attention.

Different from the steganography [3] that hides data into plain-
image, RDH-EI techniques have recently emerged to hide
secret data into encrypted image and thus can protect both the
cover image and secret data [2]. For instance, consider an appli-
cation of remote medical consultation as shown in Fig. 1. The
IoT device generates medical images which are to be out-
sourced to the cloud for storage and management. For privacy
protection, the generated images are first encrypted to be
encrypted images by the IoT gateway (e.g., operated by medi-
cal center), and then outsourced to the cloud server. The cloud
server can embed some data, e.g., time stamps, remarks and
copyright data, into the encrypted image for authentication
management, copyright protection, or other processing [9],
[10], [11], while the embedded data can be completely
extracted. The authorized hospital, doctor or patient can
recover themedical image using the secret key.

The first RDH-EI scheme was proposed by Puech et al. in
2008 and it uses the Advanced Encryption Standard (AES) to
encrypt the original image [12]. Afterwords, many RDH-EI
schemesusing other encryption strategieswere proposed [13].
These early RDH-EI schemes have weaknesses in embedding
capacity. To improve this, many new RDH-EI schemes have
been developed so far [14], [15], [16], [17] and these works can
be divided into two categories: reserving room before encryp-
tion (RRBE) [18], [19], [20] and vacating room after encryption
(VRAE) [9], [21], [22], [23]. The RRBE strategy vacates room
for data embedding before encryption and the room reserva-
tion is performed by image owner. For example, Yin et al. pro-
posed an RRBE-based RDH-EI scheme by compressing the
prediction errors of pixels in plain-images and the scheme
has a high embedding capacity [2]. This strategy can fully
exploit the pixel correlations in the plain-image and thus
obtain relatively large embedding capacity [24], [25]. How-
ever, since the room reservation is performed by the image
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owner, it may cause heavy computation cost to the image
owner, especially for some performance-limited terminal
devices. On the other hand, the VRAE strategy directly
encrypts the original image. The data are embedded into the
encrypted image and the room vacation is performed by data
hider. This strategy can greatly reduce the computation cost
to the image owner, and ismore suitable for cloud services, in
which the data hider is the cloud server that has large compu-
tation resource. But its embedding capacity is usually smaller
than the RRBE strategy.

To retain the pixel redundancy for data embedding in the
encrypted domain, most VRAE-based RDH-EI schemes
encrypt images using some lightweight encryption strate-
gies such as exclusive-or (XOR) operation [26], [27], and
combination of block permutation and block co-modula-
tion [28], [29] (block co-XOR [30], [31]). However, the
authors in [32] pointed out that the XOR stream cipher is
insecure under ciphertext-only-attack, and the combination
of block permutation and block co-modulation is also inse-
cure. To address the security issue, some VRAE-based
RDH-EI schemes using homomorphic encryption have been
developed [33], [34], [35]. They encrypt the original images
using some homomorphic encryption algorithms and the
additional data are embedded into the encrypted images
using homomorphic property. Since the homomorphic
encryption algorithms follow the strict security require-
ments, the encrypted images can achieve a high security.
However, these homomorphic encryption algorithms
encrypt data by heavy cryptographic operations, and this
causes significant computation cost and data expansion.

These traditional RDH-EI schemes all focus on one data
hider and cannot resist the single point of failure. Besides,
the image security is determined by one party, rather than
multiple parties. To improve the security, recently some
VRAE-based RDH-EI schemes using secret sharing techni-
ques have been proposed [36], [37], [38], [39] and some of
them can send encrypted images to multiple data hiders. In
2018, Wu et al. designed an RDH-EI scheme using secret
sharing technique [36]. It encrypts an original image into
multiple encrypted images and sends each encrypted image
to one data hider. With a pre-set number of marked
encrypted images and the key, a receiver can recover the
original image. Afterwards, to improve the embedding
capacity, Chen et al. designed an RDH-EI scheme with mul-
tiple data hiders using secret sharing technique as well [38].
However, some schemes process each pixel independently
and there isn’t any random number involved, resulting in
limited security [37]. Besides, these schemes don’t make full
use of pixel redundancy and thus may still result in a rela-
tively low embedding capacity.

In this paper, we propose a new RDH-EI scheme with
multiple data hiders using a new secret sharing technique.
It is a VRAE-based RDH-EI scheme. First, we devise a new
ðr; nÞ-threshold matrix-based secret sharing (MSS) scheme

using matrix theory. The MSS can encrypt an original image
into n encrypted images and the security is dependent on
the secret sharing structure. Using the MSS, we propose an
ðr; nÞ-threshold ðr � nÞ RDH-EI scheme called MSS-RDHEI,
in which a block error mixture encoding (BEME) method is
developed to encode images in the encrypted domain. Dif-
ferent from existing RDH-EI schemes [36], [37], [38] that
independently share pixels using polynomial operations,
the MSS-RDHEI shares pixels using matrix operations with
cipher-feedback mechanism. It allows content owner to
encrypt an original image to n encrypted images for n data
hiders. Each data hider can embed some additional data,
e.g., copyright and identification information, into the
encrypted image for the purposes of storage, management,
or other processing, and the encrypted image with data
embedded is called marked encrypted image. Since the
developed BEME can fully exploit the high data redun-
dancy, a large room can be vacated for data embedding. An
authorized receiver can extract the embedded data of each
marked encrypted image, and recover the confidential
image from r marked encrypted images using related secret
keys. By designing, our MSS-RDHEI scheme can withstand
n� r points of failure, and well balance the embedding
capacity and image security. Performance evaluations dem-
onstrate that it can protect the image content confidentiality
while achieving a much larger embedding capacity than
state-of-the-art schemes.

The remainder of the paper is organized as follows. Sec-
tion 2 introduces the MSS and analyzes its security. Section 3
presents the MSS-RDHEI scheme and Section 4 simulates it
and discusses its properties. Section 5 evaluates the perfor-
mance of the MSS-RDHEI scheme and compares it with
existing schemes. Section 6 concludes the paper.

2 MSS

In this section, we devise a new ðr; nÞ-threshold ðr � nÞ
matrix-based secret sharing (MSS) scheme using matrix the-
ory and the cipher-feedback mechanism of AES.

2.1 Construction of MSS

First, we present Theorem 1 [40] to indicate the sufficient
condition of matrix inverse operation in the finite field.

Theorem 1. For an r� r square matrix A and a prime number
F , the matrix multiplication

m ¼ A� nmodF

is reversible and its inversed operation is

n ¼ A�1 �mmodF

if detðAÞ is coprime with F .

From Theorem 1, we can deduce that the key point of
ðr; nÞ-threshold MSS is to construct an n� r coefficient
matrix, in which the determinant of its any r� r sub-matrix
is coprime with a prime F . Inspired by this, we propose a
matrix generation method described as follows.

� Step 1: Generate n positive integers q1; q2; . . . ; qn by a
pseudorandom number generator (PRNG), where qk
(1 � k � n) is smaller than a prime number F .

Fig. 1. Secure storage and management of medical images in remote
medical consultation.
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� Step 2: Generate n different positive integers p1; p2;
. . . ; pn using the PRNG, where pk (1 � k � n) is
smaller than F .

� Step 3: Initialize an n� r matrix and its first column
consists of the n integers in qk.

� Step 4: The elements in the 2-nd to r-th columns of
the matrix are generated by xði; jÞ ¼ xði; j� 1Þ �
ðpi þ j� 2Þ.

Algorithm 1 presents the pseudocode of generating the
coefficient matrix X using 2n random integers generated by
a PRNG.

Algorithm 1. Generation of the Coefficient Matrix

Input: Random integer sequences p and q, where p ¼ fpkgnk¼1

with n different elements and q ¼ fqkgnk¼1. Besides, 0 <
qk; pk < F , and F is a prime number.

1: Initialize an n� rmatrix X 2 Rn�r.
2: Set the first column of X using fq1; q2; . . . ; qng.
3: for j ¼ 2 to r do
4: for i ¼ 1 to n do
5: xði; jÞ ¼ xði; j� 1Þ � ðpi þ j� 2Þ.
6: end for
7: end for
Output: Coefficient matrix X.

Then we propose Lemma 1 to state that the determinant
of any r� r sub-matrix of the coefficient matrix generated
by Algorithm 1 is coprime with F .

Lemma 1. For the n� r matrix generated by Algorithm 1, the
determinant of any r� r sub-matrix is coprime with F .

Proof. Assume that the i1-th, i2-th, � � � , ir-th rows are
selected from the n� r matrix X generated by Algo-
rithm 1. Then an r� r sub-matrix Xr can be constructed as

Xr ¼

qi1 qi1pi1 � � � qi1pi1 � � � ðpi1 þ r� 2Þ
qi2 qi2pi2 � � � qi2pi2 � � � ðpi2 þ r� 2Þ
..
. ..

. . .
. ..

.

qir qirpir � � � qirpir � � � ðpir þ r� 2Þ

2
66664

3
77775:

Now we calculate its determinant. First, extract all the qk
from every row, and we can get the determinant of Xr as

detðXrÞ ¼ qi1qi2 � � � qir�
1 pi1 � � � pi1ðpi1 þ 1Þ � � � ðpi1 þ r� 2Þ
1 pi2 � � � pi2ðpi2 þ 1Þ � � � ðpi2 þ r� 2Þ
..
. ..

. . .
. ..

.

1 pir � � � pirðpir þ 1Þ � � � ðpir þ r� 2Þ

����������

����������
:

Then, for the j-th (2 � j � r) column, subtract the multi-
plication of its previous column with ðpi1 þ j� 2Þ, the
determinant becomes

detðXrÞ ¼ qi1qi2 � � � qir�
1 0 � � � 0

1 pi2 � pi1 � � � pi2ðpi2 þ 1Þ � � � ðpi2 þ r� 3Þðpi2 � pi1Þ
..
. ..

. . .
. ..

.

1 pir � pi1 � � � pirðpir þ 1Þ � � � ðpir þ r� 3Þðpir � pi1Þ

����������

����������
:

Using the Laplace expansion along the first row to the
matrix, we obtain that

detðXrÞ ¼ qi1qi2 � � � qir�
pi2 � pi1 � � � pi2ðpi2 þ 1Þ � � � ðpi2 þ r� 3Þðpi2 � pi1Þ
pi3 � pi1 � � � pi3ðpi3 þ 1Þ � � � ðpi3 þ r� 3Þðpi3 � pi1Þ

..

. . .
. ..

.

pir � pi1 � � � pirðpir þ 1Þ � � � ðpir þ r� 3Þðpir � pi1Þ

����������

����������
:

It can be observed that all entries in the h-th (1 � h � r� 1)
row have a factor of ðpihþ1

� pi1Þ. After extracting these fac-
tors, one can obtain that

detðXrÞ ¼
Yr
k¼1

qik

Y
2�k�r

ðpik � pi1Þ�
1 pi2 � � � pi2ðpi2 þ 1Þ � � � ðpi2 þ r� 3Þ
1 pi3 � � � pi3ðpi3 þ 1Þ � � � ðpi3 þ r� 3Þ
..
. ..

. . .
. ..

.

1 pir � � � pirðpir þ 1Þ � � � ðpir þ r� 3Þ

���������

���������
:

Repeat the above subtraction, expansion, and factor
extraction steps, one can eventually obtain that

detðXrÞ ¼
Yr
k¼1

qik

Y
2�k�r

ðpik � pi1Þ � � �
Y

r�1�k�r

ðpik � pir�2
Þ

� 1 pir�1

1 pir

����
����:

¼
Yr
k¼1

qik

Y
1�j< k�r

ðpik � pijÞ:

According to Algorithm 1, all the parameters satisfy that 0 <
qk; pk < F; ðk ¼ 1; 2; . . . ; nÞ and all pk are different from
each other. Since F is a prime number, all factors of detðXrÞ
are coprime with F . Thus, detðXrÞ is coprime with F .
Because the i1-th, i2-th, � � � , ir-th rows are any r rows of X,
the determinant of any r� r submatrix is coprime with F . tu
Using the coefficient matrix generated by Algorithm 1

and a prime number F , an ðr; nÞ-threshold MSS scheme can
be designed and Fig. 2 shows its structure. As can be seen,
the vector for the j-th sharing operation is a ¼ ½sðjÞ; a1ðjÞ;
. . . ; ar�1ðjÞ�T , in which sðjÞ is the j-th element of the secret
S, a2ðjÞ; . . . ; ar�1ðjÞ are the r� 2 random values for the cur-
rent section, and a1ðjÞ ¼ fdðj� 1Þ is randomly selected from
the previous sharing result ðd 2 f1; 2 � � � ; ngÞ and for the first
section j ¼ 1, fdð0Þ can be any random integer. The gener-
ated fðjÞ ¼ ½f1ðjÞ; f2ðjÞ; . . . ; fnðjÞ�T contains the j-th element
of the n share results. With this cipher-feedback mechanism,
a tiny change in the secret can cause complete difference in
the sharing results even if the a2; . . . ; ar�1 are the same. The

Fig. 2. Schematic structure of the proposed MSS.
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detailed operation of the ðr; nÞ-threshold MSS scheme is
described as follows. (1) Generate an n� r coefficient matrix
X using Algorithm 1; (2) The sharing operation for the j-th
element of the secret S is performed as

fðjÞ ¼ X� amodF: (1)

Then a party Pi holds the share ði; fiÞ, where i is the identity.
When r shares ði1; fi1Þ; ði2; fi2Þ; . . . ; ðir; firÞ have been col-

lected, a same n� r coefficient matrix X is first generated
using Algorithm 1 with the same random values. Then an
r� r matrix Xr is constructed using the i1-th, i2-th, � � � , ir-th
rows of X. According to Lemma 1, detðXrÞ and F are
coprime. According to Theorem 1, the element of the j-th
section, sðjÞ, can be recovered by

a ¼ X�1
r � fðrÞðjÞmodF; (2)

where fðrÞðjÞ ¼ ½fi1ðjÞ; fi2ðjÞ; . . . ; firðjÞ�T is the j-th elements
of the r shares.

2.2 Security Analysis

We now analyze the security of the proposed MSS, and dis-
cuss its property. First, we give the definition of secrecy of an
ðr; nÞ-threshold secret sharing scheme as Definition 1 [41].

Definition 1. The secrecy of an ðr; nÞ-threshold secret sharing is
defined as that any t ðt < rÞ shares with their identities can’t
reveal anything about the original secret [41].

From the aspect of information theory, Definition 1 can
be described as that an ðr; nÞ-threshold secret sharing over
F is secure if for all s 2 ZF , we have P ½S ¼ s� ¼ P ½S ¼
sjSi1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �, where t < r and fi1 ; fi2 ;
. . . ; fit are the shares of parties i1; i2; . . . ; it.

The proposed MSS scheme shares secret using matrix
multiplication. However, under some conditions, it can also
be written as an ðr� 1Þ-degree polynomial, which has simi-
lar property with the Shamir’s secret sharing.

Lemma 2. The MSS scheme over F is secure if q1 ¼ q2 ¼ � � � ¼
qn and the distributions of ak ð1 � k � r� 1Þ are random.

Proof. Suppose that q1 ¼ q2 ¼ � � � ¼ qn ¼ q. Then an
ðr� 1Þ-degree polynomial can be constructed for the
sharing operation as

fðXÞ ¼ s� q þ
Xr�1

k¼1

ðak � q �X � � � ðX þ k� 1ÞÞ
 !

modF:

(3)
When any r shares with their identities have been collected
(e.g. fi1 ; fi2 ; . . . ; fir ), one can reconstruct the ðr� 1Þ-degree
polynomial f using the Lagrange interpolation as

fðXÞ ¼
Xr
j¼1

fij �
Y

0<k�rk 6¼j

X � pik
pij � pik

 !
mod F; (4)

whereX 2 fp1; p2; . . . ; png.
Since the distributions of ak ð1 � k � r� 1Þ are ran-

dom, fðXÞ is a random polynomial that passes the point
ð0; s� qÞ. In the finite field ZF , the total number of
ðr� 1Þ-degree polynomials is Fr. According to the
Lagrange interpolation, the number of ðr� 1Þ-degree

polynomials that pass through t different points is Fr�t

(see Corollary 3.10 on Page 57 of [42]). Thus, the numbers
of ðr� 1Þ-degree polynomials that pass through tþ 1 dif-
ferent points fð0; s� qÞ; ðpi1 ; fi1Þ; ðpi2 ; fi2Þ; . . . ; ðpit ; fitÞg, t
different points fðpi1 ; fi1Þ; ðpi2 ; fi2Þ; . . . ; ðpit ; fitÞg, and one
point ð0; s� qÞ are Fr�ðtþ1Þ, Fr�t and Fr�1, respectively.
Then we can obtain

P ½Si1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �
¼ P ½fðpi1Þ ¼ fi1 ; fðpi2Þ ¼ fi2 ; . . . ; fðpitÞ ¼ fit �

¼ #polynomials s.t. fðpi1Þ ¼ fi1 ; . . . ; fðpitÞ ¼ fit
Total number of polynomials

¼ Fr�t

F r
¼ F�t: (5)

The constant item s� q can be obtained as fð0Þ ¼
s� qmodF . Since q is coprime with F , the operation
fð0Þ ¼ s� qmodF is reversible and thus the secret s can
be obtained when X ¼ 0. So P ½fð0Þ ¼ sq� is identical to
the probability P ½S ¼ s�. Then

P ½S ¼ s; Si1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �

¼ P ½S ¼ s�P ½fð0Þ ¼ sq; fðpi1Þ ¼ fi1 ; . . . ; fðpitÞ ¼ fit �
P ½fð0Þ ¼ sq�

¼ P ½S ¼ s�
#polynomials s.t. fð0Þ¼sq;fðpi1 Þ¼fi1 ;...;fðpit Þ¼fit

Total number of polynomials
#polynomials s.t. fð0Þ¼sq

Total number of polynomials

¼ P ½S ¼ s�F
r�ðtþ1Þ

Fr�1

¼ P ½S ¼ s�F�t: (6)

From Eqs. (5) and (6), we can obtain that

P ½S ¼ sjSi1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �

¼ P ½S ¼ s; Si1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �
P ½Si1 ¼ fi1 ; Si2 ¼ fi2 ; . . . ; Sit ¼ fit �

¼ P ½S ¼ s�F�t

F�t
¼ P ½S ¼ s�: (7)

Thus, nothing about the original secret can be obtained
from the t shares with their identities. Then Definition 1
is satisfied and this completes the proof. tu
From Lemma 2, the ðr; nÞ-threshold MSS scheme can

share a secret S to be n shares. To recover the original secret,
at least r shares are required. Assume that the secret S has l
elements and an attacker has collected t ðt < rÞ shares.
Each section in the original secret contains one element and
generates one element for every share. Each element in the
shares has F possibilities. Thus, when one has t shares, the
possibility of correctly recovering one section is ð1=F Þr�t.
Then the probability of correctly recovering the original
secret is ð1=F Þðr�tÞ�l.

2.3 Comparisons With Prior Secret
Sharing Schemes

Some secret sharing schemes based on matrix have been
developed and used in image applications. We compare our
MSS with these secret sharing schemes from the aspects of
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efficacy guarantee, image format, recovery quality and secu-
rity, and Table 1 lists the results. For the scheme of
Yu et al. [43], it shares an image by multiplying image pixel
with a coefficient matrix, and the coefficient matrix is con-
structed using the linearly independent property of vectors.
However, the success of this method depends on probabil-
ity and does not have theory to guarantee its efficacy. For
the ðr; nÞ-threshold scheme, construct an n� r coefficient
matrix K and check whether K satisfies the two conditions.
1) Any r row vectors of K are linearly independent; 2) The
determinant of any r� r submatrix of K is coprime with
256. If any of the two conditions is unsatisfied, the coeffi-
cient matrix construction is unsuccessful and one should
repeat the construction process until a coefficient matrix sat-
isfying the two conditions is obtained. In addition, its secu-
rity hasn’t been analyzed and cannot be guaranteed.

The scheme of Ding et al. [44] is very similar with that of
Yu et al. [43]. The difference is that the modular coefficient
in the scheme of Yu et al. [43] is 256, however, it is a prime
integer in the scheme of Ding et al. [44]. Its success also
relies on experiment trying and does not have theory to
guarantee its efficacy. But it can satisfy the security require-
ment, because its modular coefficient is a prime integer.

The schemes of Liu et al. [45] and Cheng et al. [46] are
visual secret sharing schemes, which can only work on
binary images. When using these schemes to share a grey-
scale image, one should first decompose the image into bit
planes, share these bit planes one-by-one, and finally com-
bine the shared bit planes to obtain a greyscale image.
Besides, the scheme of Liu et al. [45] is a lossy method.

For the schemes of Chen et al. [47] and Bao et al. [48], the
sharing process is to divide an image into several parts
according to a generated matrix with elements 0 and 1.
These schemes have efficacy guarantee, can be applied to
any image format, and can completely recover the original
image. However, they directly divide an image into several
parts without encrypting image pixels. To protect image
confidentiality, they should be combined with a secure
stream cipher [48].

For our proposed MSS design, its efficacy and security
have theoretical guarantee. Its efficacy property has been the-
oretically analyzed in the last paragraph of Section 2.1 and its
security property has been proved in Lemma 2. It can be
applied to image with any format and the sharing process is
lossless. In addition, it can preserve some pixel redundancy in
the generated secret shares while simultaneously protecting
image confidentiality, whichwill be discussed in Section 4.2.

3 PROPOSED MSS-RDHEI

In this section, we introduce a new ðr; nÞ-threshold ðr � nÞ
RDH-EI scheme using the MSS called MSS-RDHEI and
Fig. 3 shows its structure. The content owner can encrypt
the original image block-by-block to generate n encrypted
images. After sending the n encrypted images to n data
hiders, a block error mixture encoding (BEME) method is
proposed to encode the encrypted images and then each
data hider can independently embed additional data into
one encrypted image to obtain marked encrypted image.
Finally, a receiver who has collected r marked encrypted
images and the corresponding keys can losslessly recover
the original image and embedded messages.

3.1 Content Owner

The content owner encrypts the original image to generate n
encrypted images using an encryption key. The encryption
is performed block-by-block. Suppose that the original
image I is of size M �N . First, divide the image into non-
overlapping blocks with block size B�B. Then, perform a
block-based scrambling to I to obtain the scrambled image
I0. The scrambling operation is based on the encryption key.
Afterwards, directly encrypt the scrambled image I0 using
the ðr; nÞ-threshold MSS to obtain n image shares. Finally, a
post-processing operation is done to these encrypted images
to process the overflow information and generate n final
encrypted images.

A simple block-based scrambling operation is used here.
Since each block in the scrambling operation should have
the same size, then bðM �NÞ=ðB�BÞc image blocks are
scrambled. Specifically, the scrambled image is obtained by
first generating a random number sequence using the
encryption key, and then sorting the random number
sequence to get an index vector, and finally scrambling the
image blocks using the index vector.

3.1.1 ðr; nÞ-Threshold MSS

For an ðr; nÞ-threshold MSS scheme, an n� r coefficient
matrix X is required in each sharing operation and it is gen-
erated using Algorithm 1 with the encryption key. Any
pseudorandom number generator (PRNG) can be used to
generate the pseudorandom integers for the coefficient
matrix X. Here, the enhanced 2D-SLM map presented
in [49] is used to generate these pseudorandom integers,
since it has a high efficiency. Its definition is shown as

xnþ1 ¼ sin ðpâð sin ðpynÞ þ b̂Þxnð1� xnÞÞ
ynþ1 ¼ sin ðpâð sin ðpxnþ1Þ þ b̂Þynð1� ynÞÞ;

(
(8)

where â and b̂ are two control parameters, and the xn and yn
are two iteration variables. The encryption key is to generate
the initial state of the enhanced 2D-SLM map. The prime
number in the MSS-RDHEI is set as F ¼ 257. Then, n ran-
dom integers z1; z2; . . . ; zn are generated by

zi ¼ ðbðxi þ yiÞ � 232cmod 256Þ þ 1; (9)

where bxc indicates the largest integer that is smaller than or
equal to x. Then parameter p can be obtained as p ¼
fz1; z2; . . . ; zng. Note that when any two elements of p have

TABLE 1
Comparisons of Different Matrix-Based Secret Sharing

Schemes on Image Applications

Methods Efficacy
guarantee

Image
format

Lossless
recovery

Security
guarantee

Yu et al. [43] No Any Yes No
Ding et al. [44] No Any Yes Yes
Liu et al. [45] Yes Binary No Yes
Cheng et al. [46] Yes Binary Yes Yes
Chen et al. [47] Yes Any Yes No
Bao et al. [48] Yes Any Yes No
Our MSS Yes Any Yes Yes
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the same value, generate another random number using the
above Eq. (9) until all the elements in p are different. Using
the parameters p, q ¼ 1n�1 and prime number F ¼ 257, an
n� r coefficient matrix X can be generated using
Algorithm 1.

The image sharing is performed block-by-block. To pre-
serve redundancy for data hiding in encrypted domain, the
coefficient matrix X for sharing the pixels of each block is
the same. Then a total number of dðM �NÞ=ðB�BÞe coeffi-
cient matrix Xs are generated using the encryption key. For
an image block IB, it is encrypted into n shares with the
same size using the constructed coefficient matrix X. For the
j-th pixel IBðjÞ, the ðr; nÞ-threshold sharing operation is
f ¼ X� amod 257, which is expressed as

f1ðjÞ
f2ðjÞ
..
.

fnðjÞ

2
66664

3
77775 ¼

x11 x12 � � � x1r

x21 x22 � � � x2r

..

. ..
. . .

. ..
.

xn1 xn2 � � � xnr

2
66664

3
77775�

IBðjÞ
a1ðjÞ
..
.

ar�1ðjÞ

2
66664

3
77775mod257;

(10)

where a2; a3; . . . ; ar�1 are r� 2 random integers, and a1ðjÞ ¼
fdðj� 1Þ is a randomly selected shared result from the pre-
vious sharing. When sharing the first section, fdð0Þ can be
set as any random integer. Notice that the a1; a2; . . . ; ar�1

should also be the same when sharing all pixels of each
block. Note that only the pixels with value 256 are required
to be post-processed when setting the modular coefficient
as 257. However, the pixels with values 251, 252, 253, 254
and 255 should be pre-processed when setting the modular
coefficient as 251. Thus, the modular coefficient in our
scheme is set as 257, rather than 251.

After sharing all the dðM �NÞ=ðB�BÞe blocks, n
image shares can be generated. Because the modular coef-
ficient F ¼ 257, the elements with value 256 may exist in
these image shares. Thus, to get 8-bit grayscale encrypted
images, these elements with value 256 should be specially
processed.

3.1.2 Post-Processing

Before sending the encrypted images to data hiders, these
pixels with value 256 should be processed. Besides, the
block size B, parameter r and identity of each encrypted
image should be stored in the fixed positions of the
encrypted images such that both the data hider and receiver
can extract these information from the encrypted images
and marked encrypted images. To solve these problems, a
post-processing operation is designed as follows.

� Step 1: Process the pixels with value 256. For a pixel
with value 256, if it is the first pixel, change its value
to 255. Otherwise, change its value to be the same as
its previous pixel. A bitmap BM is generated to
record the locations of these overflow pixels by:

BM ¼ BMjj1; for Etði; jÞ ¼ 256;

BMjj0; otherwise:

�
(11)

where Etði; jÞ is a pixel of the encrypted image Et

before post-processing. Since only a few pixels are
overflow pixels, the BM is quite sparse and we com-
press it using the arithmetic coding. Then the num-
ber of ’0’s in the BM and the length of the
compressed bitmap CBM should be stored. They are
encoded using log 2ðMNÞd e bits and log 2ðMNÞd e
bits, respectively.

� Step 2: Three 8-bit streams are used to encode the
block size B, parameter r and identity of each
encrypted image. We embed these 2� log 2ðMNÞd e þ
24 bits into the last 2� log 2ðMNÞd e þ 24 pixels of the
encrypted image by least significant bit (LSB)
replacement. The original 2� log 2ðMNÞd e þ 24 LSBs
are extracted in advance and combined with the
compressed bitmap CBM to construct the overflow
informationO.

� Step 3: For each encrypted image, embed its O into it
by a simple conventional difference expansion-based

Fig. 3. Overview of the proposed MSS-RDHEI.
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reversible data hiding [6]. Finally, the n final
encrypted images can be generated.

Fig. 4 shows the illustration of the post-processing for
each encrypted image. The black pixels indicate the pixels
with value 256. First, find their positions to generate a bit-
map and change their values within range [0,255]. Then,
these side information are embedded into the last pixels by
LSB replacement and the original LSBs of these last pixels
are combined with the compressed bitmap. Finally, the
compressed bitmap and LSBs are embedded to the front
pixels of the encrypted image using difference expansion-
based reversible data hiding.

Since the pixels with value 256 are only a small propor-
tion of the whole image, about 1=257 in an encrypted image,
the compressed bitmap CBM is very short. Besides, when
using the same coefficient matrix X and parameters in the
MSS, the data redundancy in each block can be well pre-
served. The post-processing has less computation cost and
only cause few effects to the embedding performance of the
encrypted images. After the post-processing, all pixels in
the n encrypted images are constrained within the range
½0; 255�. Thus, each encrypted image can be saved as an 8-bit
grayscale image and sent to a data hider.

3.2 Data Hider

When a data hider receives an encrypted image, he/she can
embed additional data into the encrypted image to obtain the
marked encrypted image. The data hider first vacates embed-
ding room, and then embeds data into the vacated room. To
improve the embedding capacity, a new block error mixture
encoding (BEME) method is developed to encode image
block. First, the pixel errors of each block are calculated. To
better utilize the pixel correlation, the BEME method first
divides all the pixel errors into different classes, and then
mixedly encodes the bits of pixel errors and their classes.

3.2.1 Errors Calculation

Themedian edge detector (MED) [50] is an efficient predictor
and an improvedMED is used here. For an encrypted image,
first extract the LSBs of the last 24 pixels to obtain the block
size B, parameter r and identity of encrypted image. For an
8-bit image block IBwith size B�B, the prediction value of
its pixel pði; jÞ using the improvedMED is calculated as

~pði; jÞ ¼

a; for i ¼ 1; j 6¼ 1;

b; for i 6¼ 1; j ¼ 1;

maxðb; aÞ; for c � minðb; aÞ;
minðb; aÞ; for c � maxðb; aÞ;
bþ a� c; Otherwise

8>>>>>><
>>>>>>:

(12)

where a ¼ pði; j� 1Þ, b ¼ pði� 1; jÞ and c ¼ pði� 1; j� 1Þ,
and they are the adjacent pixels of the current pixel pði; jÞ in
the left, upper and upper-left directions. Then the error
eði; jÞ is calculated as

eði; jÞ ¼ pði; jÞ � ~pði; jÞ: (13)

Then the image block IB can be represented by the first pixel
and the B�B� 1 pixel errors.

According to the range of jeði; jÞj, all the prediction errors
can be divided into different classes. Since the eði; jÞ may be
positive or negative, its sign should be stored and a sign
sequence SN is used to store the signs of all the prediction
errors, which is generated as

SN ¼
SNjj1; for eði; jÞ < 0;

SNjj0; for eði; jÞ > 0;

SN; otherwise:

8><
>: (14)

The sign sequence SN has smaller size than the original
image block, because the sign of a prediction error doesn’t
need to be stored if eði; jÞ ¼ 0. We use log 2ðMNÞd e bits to
encode the length of the SN for all the image blocks and put
it at the front of the SN of all the image blocks.

For an 8-bit grayscale image, its absolute prediction
errors jeði; jÞjs are within the range [0,256). After obtaining
the prediction errors, one possible strategy is to directly
compress the 8 bit planes of these prediction errors. How-
ever, this strategy doesn’t separate the encodable bits from
the un-encodable bits, and thus cannot obtain a high com-
pression efficiency. To obtain a high compression efficiency,
we separate these encodable bits and un-encodable bits,
and only encode the encodable bits.

3.2.2 BEME

Recently, some prediction error encoding methods have
been developed according to the range of the prediction
errors [51], [52], [53]. These methods separate a pixel or its
prediction error into l most significant bits and ð8� lÞ least
significant bits according to the range of the prediction error
e, and then encode the l most significant bits to reverse
room for data embedding, while remaining the ð8� lÞ least
significant bits. The l in the method [51] is calculate as

l ¼
7; e ¼ 0;

7� n; jej ¼ 2n�1;

8� n; 2n�1 < jej < 2n:

8><
>: ð1 � n � 7Þ (15)

The methods in [52], [53] have the same dividing operation
and the l is calculated as

l ¼ 8; e ¼ 0;

7� n; 2n�1 � jej < 2n:

�
ð1 � n � 7Þ (16)

The encoding method can reserve more room for data
embedding if a larger l is obtained from a same prediction
error. These previous methods cannot sufficiently separate
the encodable bits and un-encodable bits. Here, we propose
a new method, called BEME, in which the l is calculated as

l ¼ 8; e ¼ 0;

9� n; 2n�1 � jej < 2n:

�
ð1 � n � 8Þ (17)

Fig. 4. Illustration of the post-processing.
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It is obvious that our method can obtain a larger l than the
methods in [51], [52], [53] for a same prediction error.
Besides, when jej 2 ½128; 255�, our BEME method can obtain
l ¼ 1, however, the methods in [51], [52], [53] cannot work
and thus l ¼ 0.

In our BEME method, all the jeði; jÞjs can be classified
into nine classes and Table 2 displays the classification
details. For each prediction error jeði; jÞj in an 8-bit gray-
scale image block, it can be represented as an 8-bit stream
‘e8e7e6e5 e4e3e2e1,’ in which ’e8’ is the most significant bit
and ‘e1’ is the least significant bit. As can be seen from
Table 2, the class of prediction error only tells the l-most sig-
nificant bit(s) of a pixel. Thus, the ð8� lÞ-least significant bit
(s) of the prediction errors should be reserved. Then each
prediction error can be represented by eight bits, including
the class code of jeði; jÞj and its reserved bit(s). All these bits
are represented by eight error class sequences fEC8;EC7;
. . . ;EC1g and a reserved bit sequence RB, which are gener-
ated as follows.

� Step 1: For the class plane index l ¼ 8, when a predic-
tion error satisfies that jeði; jÞj 2 ½2l�1; 2lÞ, append ‘1’
to the sequence ECl. When jeði; jÞj < 2l�1, append
‘0’ to the sequence ECl. Otherwise, keep the
sequence ECl unchanged.

� Step 2: Repeat Step 1 for l ¼ 8; 7; . . . ; 1 to obtain the
eight sequences fEC8;EC7; . . . ;EC1g.

� Step 3: Store all the reserved bits in RB by

RB ¼

RB; for jeði; jÞj � 1;

RBjje1; for jeði; jÞj 2 ½2; 4Þ;
RBjje2e1; for jeði; jÞj 2 ½4; 8Þ;
RBjje3e2e1; for jeði; jÞj 2 ½8; 16Þ;
RBjje4e3e2e1; for jeði; jÞj 2 ½16; 32Þ;
RBjje5e4e3e2e1; for jeði; jÞj 2 ½32; 64Þ;
RBjje6e5e4e3e2e1; for jeði; jÞj 2 ½64; 128Þ;
RBjje7e6e5e4e3e2e1; for jeði; jÞj 2 ½128; 256Þ:

8>>>>>>>>>>>>><
>>>>>>>>>>>>>:

(18)

Using the sign sequence SN, eight error class sequences
fEC8, EC7, � � � , EC1g, and the reserved bit sequence RB, one
can completely recover the original image block except for
the first pixel.

First, the class code for each pixel is recovered. Specifi-
cally, by scanning EC8;EC7; . . . ;EC1 sequentially, we can
get the class code for each pixel. For each pixel, if a ‘0’ is
found in EC8, we get an element ‘0’ and go on to retrieve an

element from EC7. If the retrieved element is ‘0,’ we get a
stream ‘00’ and go on to retrieve an element from the EC6.
Repeat this until an element ‘1’ is retrieved in ECi. Then the
class code of the current pixel is obtained and the class code
of the next pixel is also generated beginning from the EC8.
For example, if the element ‘1’ is retrieved in the EC6, the
class code for the current pixel is ‘001’ and its prediction
error is jeði; jÞj 2 ½32; 64Þ.

After obtaining the class code, the prediction value ~pði; jÞ
of the pixel is calculated. Using the class code and predic-
tion value ~pði; jÞ, the decoding process can be classified as
the following situations.

� For jeði; jÞj ¼ 0, the pixel value pði; jÞ ¼ ~pði; jÞ.
� For jeði; jÞj 2 ½2l; 2lþ1Þ ðl ¼ 0; 1; . . . ; 7Þ, l bits are

retrieved from the reserved bit sequence RB and
these l bits are the l-least significant bits of the pre-
diction error ðel � � � e1Þ2. The sign of the current eði; jÞ
is retrieved from sign sequence SN. If the sign is 0,
which indicates that the eði; jÞ is positive, the predic-
tion error can be obtained as eði; jÞ ¼ ðel � � � e1Þ2 þ 2l:
If the sign is 1, which indicates that the eði; jÞ is nega-
tive, the prediction error can be obtained as eði; jÞ ¼
�ðel � � � e1Þ2 � 2l: Finally, the pixel value pði; jÞ ¼
~pði; jÞ þ eði; jÞ.

To better demonstrate the pixel decoding process, we
provide a numeral example and shows the details in Fig. 5.
Suppose that pði; jÞ ¼ 129 and its prediction value is
~pði; jÞ ¼ 160. Then its prediction error is eði; jÞ ¼ �31,
namely �ð00011111Þ2. Thus, the current sign SNðkÞ ¼ 1, the
class code is ‘0001’ and the 4-least significant bits ‘1111’ of
the prediction error are reserved. In the decoding phase, we
first calculate its prediction value ~pði; jÞ ¼ 160, and obtain
the current sign SNðkÞ ¼ 1 and the class code of its predic-
tion error ‘0001’. According to Table 2, we can get that its
prediction error jeði; jÞj 2 ½24; 25Þ, and the 4-least significant
bits of the prediction error are retried as ð1111Þ2. Then the
prediction error eði; jÞ ¼ �ð1111Þ2 � 24 ¼ �31. Then we cal-
culate the pixel value

pði; jÞ ¼ ~pði; jÞ þ eði; jÞ ¼ 160� 31 ¼ 129:

TABLE 2
Classifications of the Absolute Prediction Errors jei;jj

Class jei;jj Class code Reserved bit(s)

1 jei;jj ¼ 0 0000 0000 *
2 jei;jj ¼ 1 0000 0001 *
3 jei;jj 2 ½2; 4Þ 0000 001 e1
4 jei;jj 2 ½4; 8Þ 0000 01 e2e1
5 jei;jj 2 ½8; 16Þ 0000 1 e3e2e1
6 jei;jj 2 ½16; 32Þ 0001 e4e3e2e1
7 jei;jj 2 ½32; 64Þ 001 e5 e4e3e2e1
8 jei;jj 2 ½64; 128Þ 01 e6e5 e4e3e2e1
9 jei;jj 2 ½128; 256Þ 1 e7e6e5 c4e3e2e1

Fig. 5. An illustrative example of the BEME.
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After encoding all the dðM �NÞ=ðB�BÞe blocks, the
eight error class sequences fEC8, EC7, � � � , EC1g and the
reserved bit sequence RB for each block can be generated.
Combine the error class sequences of all image blocks to
obtain eight error class sequences fC8, C7, � � � , C1g for the
whole image. Then combine the reserved bit sequence of all
image blocks to obtain the whole reserved bits RB. Since a
natural image has high pixel correlations, the elements in
fC8;C7; . . . ;C1g are sparse. Thus, we compress these eight
sequences using the arithmetic coding to obtain fCC8;CC7;
. . . ;CC1g.

To totally recover the original bit sequences, the side
information SI should be stored and it contains the numbers
of ‘0’ in Ci, the lengths of CCi, the length of RB, and the sign
sequence SN of all the image blocks. The numbers of ‘0’ in
the eight sequences Ci are represented using eight integers
fL8; L7; . . . ; L1g, and each integer can be encoded using
log 2ðMNÞd e bits. The lengths of the eight compressed
sequences CCi are represented by eight integers
fLC8; LC7; . . . ; LC1g, and each integer is encoded using
log 2ðMNÞd e bits. The length of the reserved bit sequence
RB is represented by LB and it is encoded using
log 2ð8MNÞd e ¼ 3þ log 2ðMNÞÞd e bits.
Finally, the block size B, parameter r and identity of

encrypted image are embedded into the last 24 pixels by
LSB replacement. The SI, eight compressed error class
sequences fCC8;CC7; . . . ;CC1g and reserved bit sequence
RB should be embedded into each image block except for
the first pixel.

3.2.3 Data Hiding

The embedding space is the pixels of all the image block
except for the first pixel. From the side information SI of
the whole image, the data hider can find out the position
of the first available space, and can thus embed the mes-
sages into these space. To enhance the security level, the
additional data to be embedded are first encrypted using
an existing cryptographic algorithm (e.g. AES) with a data
hiding key KKKKKKKd.

3.3 Receiver

A receiver with r marked encrypted images can reconstruct
the original image. According to whether the receiver has
the encryption key used in the image encryption phase and
the data hiding key used in the data embedding phase, he/
she can reconstruct the original image and the embedded
data, respectively.

3.3.1 Data Extraction With Data Hiding Key

For each marked encrypted image, if the receiver has the
related data hiding key, he/she can extract the embedded
data. The receiver should also first extract the block size B
from the LSB of the last 8 pixels, and then find out the posi-
tion of the first available space in the marked encrypted
image. After finding out this position, he/she can extract all
the embedded data from every block except for the first
pixel. Finally, the additional data can be obtained by
decrypting the extracted data using the corresponding data
hiding key.

3.3.2 Image Reconstruction With Encryption Key

A receiver collecting r marked encrypted images and the
encryption key can recover the original image using the fol-
lowing steps.

� Step 1: For each marked encrypted image, obtain the
block size B, parameter r and the identity of the cur-
rent marked encrypted image from the LSB of the
last 24 pixels. Then for each block, all the pixels
except for the first pixel are extracted, and then
extract the side information SI, eight compressed
sequences fCC8;CC7; . . . ;CC1g and the reserved bit
sequence RB for the encrypted image.

� Step 2: From the side information SI, we can extract
fL8; L7; . . . ; L1g, fLC8; LC7; . . . ; LC1g, LB, and the
sign sequence SN.

� Step 3: From the fL8; L7; . . . ; L1g and fCC8;CC7;
. . . ;CC1g, the eight error class sequences fC8;C7;
. . . ;C1g can be obtained using the decoding process
of arithmetic coding. The fC8;C7; . . . ;C1g contain
the eight error class sequences fEC8, EC7, � � � , EC1g
of all the image blocks, while the RB contains the
reserved bits RB of all the image blocks.

� Step 4: Recover the encrypted image Et by perform-
ing the inversed BEME to each image block using
the sign sequence SN, error class sequences fEC8;
EC7; . . . ;EC1g and reserved bit sequence RB.

� Step 5: Suppose that the identities of the r collected
marked encrypted images are i1; i2; . . . ; ir. Perform
Step 1 and Step 4 to the r marked encrypted images
to obtain the r encrypted image Ei1 ;Ei2 ; . . . ;Eir . Then
perform the inversed operation of the post-process-
ing in Section 3.1.2 to recover the original r
encrypted images that may exist value 256.

� Step 6: Generate the same coefficient matrix X using
Algorithm 1 with the encryption key for each image
block. Then an r� r matrix Xr is constructed using
the i1-th, i2-th, � � � , ir-th rows of X. The inverse of
matrix is

X�1
r ¼ X	

r

detðXrÞmod 257; (19)

where X	
r is the adjoint matrix of Xr.

� Step 7: For the k-th image block of the scrambled
image, its j-th pixel can be recovered using the j-th
pixels of the k-th image block of the r encrypted
images, namely fi1ðjÞ; fi2ðjÞ; . . . ; firðjÞ. The recon-
struction process is presented as

IBðjÞ
a1ðjÞ
..
.

ar�1ðjÞ

2
6664

3
7775 ¼ X�1

r �
fi1ðjÞ
fi2ðjÞ

..

.

firðjÞ

2
6664

3
7775mod 257; (20)

Once all pixels have been recovered, the k-th image
block can be obtained. After all the image blocks
have been recovered, the scrambled image I0 is
obtained.

� Step 8: Perform the inversed scrambling operation
using the same encryption key, and the original
image I can be recovered.
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When a receiver has r marked encrypted images and the
data hiding and encryption keys, he/she can simulta-
neously recover the embedded data and original image.

4 SIMULATION RESULTS

This section simulates the MSS-RDHEI and analyzes the
data hiding performance in the encrypted images. Eight
standard grayscale images with size 512� 512 are used as
the test images and they are shown in Fig. 6. The embedded
data are randomly generated binary bits and encrypted by
AES before embedding.

4.1 Experimental Results

These are three parameters in our proposed ðr; nÞ-threshold
MSS-RDHEI scheme, namely the parameters r, n and block
size B. The n and r indicate the total number of encrypted
images and required number of encrypted images to
recover the original image. The block size B determines the
visual effect of the encrypted images and the data embed-
ding performance of the encrypted images.

Since the settings of r and n have few influences to the
performance of each encrypted image, our experiment
investigates the MSS-RDHEI scheme under different block
sizes. Figs. 7, 8, and 9 show the simulation results of the
(3,3)-threshold MSS-RDHEI scheme under block size B ¼ 2,
B ¼ 4 and B ¼ 8, respectively. As can be seen, the MSS-
RDHEI scheme can encrypt meaningful images into unrec-
ognized encrypted images. Since the encryption is block-by-
block, some data redundancy still exists within each block.
Thus, the visual effect is better with smaller block size,
which can be seen from the encrypted results in Figs. 7, 8,
and 9. However, even if block artifact exists when the block
size is large, all the pixels in the encrypted images can still
be distributed uniformly, which can be seen from their his-
tograms. Besides, Table 3 lists the Shannon entropies of
these encrypted images in Figs. 7, 8, and 9. As can be seen,
all the encrypted images encrypted by our MSS-RDHEI
with different block sizes can achieve very large Shannon
entries, which are very close the theoretical maximum value
8. This further indicates the uniform distribution of these
encrypted images. When embedding additional encrypted
data into these encrypted images, the obtained marked
encrypted images have good visual effects.

4.2 Redundancy Preservation Within Block

First, we analyze that some data redundancy remains
within each block in the encrypted images when the sharing
parameters are kept same. When sharing an image, we use
q ¼ 1n�1 to generate the coefficient matrix X. Then the shar-
ing operation for the j-th pixel of the k-th block IBðjÞ
described in Eq. (10) becomes

Fig. 6. Eight test images: (a) Lena; (b) Baboon; (c) Jetplane; (d)Man; (e)
Airplane; (f)Goldhill; (g) Peppers; (h) Boat.

Fig. 7. Simulation results of the (3,3)-threshold MSS-RDHEI with
block size B ¼ 2: (a) original image Goldhill; (b)-(d) three encrypted
images; (e)-(g) three marked encrypted images with data embedded;
(h) reconstructed image Goldhill from the marked encrypted images
(e), (f), and (g).

Fig. 8. Simulation results of the (3,3)-threshold MSS-RDHEI with
block size B ¼ 4: (a) original image Peppers; (b)-(d) three encrypted
images; (e)-(g) three marked encrypted images with data embedded;
(h) reconstructed image Peppers from the marked encrypted images
(e), (f), and (g).
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f1ðjÞ
f2ðjÞ
..
.

fnðjÞ

2
66664

3
77775 ¼

1 x12 � � � x1r

1 x22 � � � x2r

..

. ..
. . .

. ..
.

1 xn2 � � � xnr

2
66664

3
77775�

IBðjÞ
a1

..

.

ar�1

2
66664

3
77775mod 257: (21)

Suppose that Ai ¼
Pr

p¼2ðxip � ap�1Þmod 257. Then the gen-
erated shares can be rewritten as

fiðjÞ ¼ Ai þ IBðjÞmod 257; (22)

where i ¼ 1; 2; . . . ; n. For two pixels IBðj1Þ and IBðj2Þ of the
k-th block, their i-th shares using the same parameters are
expressed as

fiðj1Þ ¼ IBðj1Þ þAi � a� 257;

fiðj2Þ ¼ IBðj2Þ þAi � b� 257;

�
(23)

where a and b are the two integers. Since fiðj1Þ; Ai; IBðj1Þ 2
½0; 256�, a ¼ 0 or 1. Similarity, it is also that b ¼ 0 or 1. Then,
the difference between fiðj1Þ and fiðj2Þ is given by:

Dfi ¼
IBðj1Þ � IBðj2Þ; for a ¼ b;

IBðj1Þ � IBðj2Þ � 257; for a ¼ 1;b ¼ 0;

IBðj1Þ � IBðj2Þ þ 257; for a ¼ 0;b ¼ 1:

8><
>: (24)

Owing to the high pixel correlation within original image
blocks, a ¼ b is highly possible. When a ¼ b, Dfi ¼ IBðj1Þ�
IBðj2Þ, which means that the difference of the two pixels in
the i-th share is equal to the difference of the two pixels
in the original image. Then the high pixel correlation within
each original image block can be well-preserved and our
BEME method can vacate room for data embedding using
the pixel redundancy caused by the pixel correlation. For

each generated share, the pixel redundancy only exists
within each block and the pixels of different blocks have no
pixel redundancy, since the sharing parameters for different
blocks are completely different.

Our MSS-RDHEI scheme can well balance the trade-off
between image confidentiality and embedding capacity.
The space of the brute-force attack indeed reduces, due to
the inner-pixel redundancy in each block. However, with
small block size, the encrypted images can still achieve a
large space for brute-force attack, which is detailed dis-
cussed in Section 5.3. Besides, we encrypt the pixels from
different blocks using different and random parameters.
Then the obtained results are random and do not retain
any information of the original pixels. We have theoreti-
cally discussed and proved this security property in
Lemma 2 of Section 2.2. Thus, our MSS-RDHEI scheme can
well protect the image contents, compared with existing
VRAE-based RDH-EI schemes using lightweight encryp-
tion strategies.

4.3 Data Embedding Performance

The data embedding performance of the encrypted image is
another important indicator of an RDH-EI scheme. In our
MSS-RDHEI scheme, the embedding performance is deter-
mined by the developed BEME encoding method and block
size. This section investigates the embedding performance
of our MSS-RDHEI scheme with different block sizes.

The effective embedding capacity (EC) indicates the max-
imum bit number that can be embedded into a cover image
by a data hider. It can be evaluated using the embedding
rate as bits per pixel (bpp), which is calculated as

ER ¼ Total embedding capacity - Payload

Total number of pixels
: (25)

The total embeddable capacity is the capacity that vacated
by the BEME method in the encrypted domain, which indi-
cates that the total number of image bits minus the left bits
after BEME. The payload includes the side information SI
of the encrypted image, and 24 bits to encode the parame-
ters B, r and the identity of the encrypted image.

An RDH-EI scheme is expected to have a larger embed-
ding rate so that a cover image can be embedded more addi-
tional data. There are three parameters in our ðr; nÞ-threshold
MSS-RDHEI scheme, namely the parameters r, n and the
block size B. The proposed MSS encrypts an image to be n
encrypted images with the same size. Then the parameters r
and n have slight influences to the EC. Since the proposed
BEME method encodes the encrypted image block-by-block,
the EC is greatly affected by the block size B. Our proposed
BEME method can make full use of the pixel redundancy,
and it thus can achieve a high encoding efficiency and thus

Fig. 9. Simulation results of the (3,3)-threshold MSS-RDHEI with block
size B ¼ 8: (a) original image Boat; (b)-(d) three encrypted images; (e)-
(g) three marked encrypted images with data embedded; (h) recon-
structed image Boat from the marked encrypted images (e), (f), and (g).

TABLE 3
Shannon Entropies of the Encrypted Images in Figs. 7, 8 and 9

Images B Original
image

Encrypted
image 1

Encrypted
image 2

Encrypted
image 3

Goldhill 2 7.4777 7.9993 7.9992 7.9991
Peppers 4 7.5715 7.9986 7.9983 7.9985
Boat 8 7.1237 7.9960 7.9952 7.9972
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vacates a large embedding capacity. Table 4 lists the embed-
ding rates of the (3,3)-threshold MSS-RDHEI scheme for dif-
ferent images under block size B ¼ 2, B ¼ 4 and B ¼ 8,
respectively. It is obvious that the embedding rates signifi-
cantly improve with the increment of block size B. Besides,
an image with higher smoothness usually has higher encod-
ing efficiency, which means a larger embedding rate. Obvi-
ously, the image Airplane has much larger embedding rates
than other images with the same block size. Fig. 10 shows the
embedding rates of the eight test images with the increment
of block size. When the block size is small, the embedding
rates quickly increase with the increment of the block size.
However, when the block size increases to be large, the
embedding rates stay almost the same. One has great flexibil-
ity to select a proper block size according to different situa-
tions. It is obvious that different images have different
embedding rates under the same block size. This is because
the embedding capacity is vacated by compressing the pixel
redundancy in each block. An image can achieve larger
embedding rates if it has more pixel redundancy. Usually, a
smooth image hasmore pixel redundancy. Thus, the smooth-
ness of an image highly determines its final embedding rates.
We only list the embedding rates of our MSS-RDHEI scheme
under (3,3)-threshold. This is because the settings of r and n
cause slight change to the embedding rates. With different
ðr; nÞ-thresholds, our MSS-RDHEI can achieve almost the
same embedding rates.

5 PERFORMANCE ANALYSIS

This section analyzes the performance of our MSS-RDHEI
scheme and compares it with other secret sharing-based
RDH-EI schemes.

5.1 Data Expansion

In an RDH-EI scheme, data expansion happens when the
total size of the marked encrypted image is larger than that
of the original image [36]. The expansion rate is introduced

TABLE 4
Embedding Rates of the (3,3)-Threshold MSS-RDHEI for Eight Test Images of Size 512� 512 Under Different Block Sizes B

Images Encrypted Total EC Payload ER (bpp) Total EC Payload ER (bpp) Total EC Payload ER (bpp)

images B ¼ 2 B ¼ 4 B ¼ 8

Lena 1st 746775 176622 2.1750 957709 220205 2.8134 1020096 230610 3.0117
2nd 748146 176598 2.1803 958234 220192 2.8154 1022174 230550 3.0198
3rd 746518 176634 2.1739 957885 220282 2.8137 1023792 230608 3.0258

Baboon 1st 384841 190977 0.7395 502041 238371 1.0058 538411 250188 1.0995
2nd 386083 190990 0.7442 501496 238363 1.0038 536863 250236 1.0934
3rd 386266 190987 0.7449 503176 238425 1.0099 539559 250253 1.1036

Jetplane 1st 799240 166082 2.4153 1034904 206182 3.1613 1103380 215693 3.3863
2nd 800937 166047 2.4219 1034759 206073 3.1612 1109645 215441 3.4111
3rd 801422 166083 2.4236 1036994 206159 3.1694 1107678 215445 3.4036

Man 1st 607812 181633 1.6257 782459 226772 2.1198 835798 237972 2.2805
2nd 608084 181666 1.6267 785402 226794 2.1309 834430 238007 2.2752
3rd 607726 181685 1.6252 783473 226752 2.1237 832607 238017 2.2682

Airplane 1st 1001166 122145 3.3532 1257350 153179 4.2121 1328004 160631 4.4532
2nd 993267 122666 3.3211 1258010 152996 4.2153 1316669 161767 4.4056
3rd 997740 122214 3.3399 1253769 153338 4.1978 1323549 160938 4.4350

Goldhill 1st 665444 183413 1.8388 864846 228262 2.4284 926126 239518 2.6192
2nd 667345 183412 1.8461 862966 228392 2.4207 925922 239445 2.6187
3rd 666275 183440 1.8419 863298 228299 2.4223 924804 239425 2.6145

Peppers 1st 707477 181883 2.0050 898190 227453 2.5587 952015 238843 2.7205
2nd 707833 181887 2.0063 901830 227463 2.5725 950474 238770 2.7149
3rd 708506 181908 2.0088 901566 227506 2.5713 954882 238854 2.7314

Boat 1st 711913 178186 2.0360 925809 221902 2.6852 990160 232620 2.8898
2nd 712325 178157 2.0377 925166 221806 2.6831 993051 232676 2.9006
3rd 713524 178093 2.0425 923992 221901 2.6783 992337 232673 2.8979

Fig. 10. Embedding rates of eight test images under different block sizes.
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to quantitatively measure the data expansion and it is
defined as the ratio between the total bits of the marked
encrypted image and the total bits of the original image. Here,
we only compare the data expansion of homomorphic encryp-
tion-based and secret sharing-based RDH-EI schemes, because
these two types of schemes are both vacating room after
encryption (VRAE) methods. Most traditional VRAE methods
do not cause data expansion. However, they have limited
security level [32], [54], since they usually use some light-
weight encryption methods to keep data redundant in the
encrypted domain.

Our ðr; nÞ-threshold MSS-RDHEI encrypts an original
image into n encrypted images and each one owns the same
size with the original image. These encrypted images are
individually sent to n different data hiders for data embed-
ding. Table 5 lists the data expansion comparison of homo-
morphic encryption-based and secret sharing-based RDH-EI
schemes. It can be seen that data expansion occurs seriously
in these schemes that apply homomorphic encryption [33],
[34], [35]. Compared to the homomorphic encryption-based
schemes, the secret sharing-based schemes in [36], [37], [38],
[39] and the proposed MSS-RDHEI scheme have much less
expansion rates and their expansion rates are acceptable. For
all the secret sharing-based schemes, their expansion rate is
n for the whole scheme. However, for each data hider, the
expansion rate is 1 and there is no data expansion. Note that
for the scheme in [37], there is only one encrypted image,
whichmeans that n ¼ 1.

5.2 Embedding Capacity

Since the usedMED predictor has high performance and the
developed BEME is a high-efficiency encoding method, our
MSS-RDHEI can achieve very high embedding rates. Firstly,
we design experiments to test the effect of our used MED
predictor. Specifically, we compare the embedding rates of
ourMSS-RDHEI scheme using different predictors including
the MED predictor used in our scheme, gradient-adjusted
prediction (GAP) [31], chess-board prediction (CBP) (also
called rhombus predictor) [31], local difference prediction
(LDP) [53], L predictor (LP) [53] and adaptive L predictor
(ALP) [53]. Table 6 shows the test results of (2,2)-threshold
under different images with block size B ¼ 4. We use the
same experiment settings for all the predictors to provide a
fair comparison. It shows that our MSS-RDHEI scheme has
the smallest embedding rates using the ALP, because a coef-
ficient should be stored for each block in the ALP. Our MSS-

RDHEI can achieve the largest embedding rates when using
theMED predictor. This is because the prediction operations
are performed block-by-block, and the MED predictor needs
less edge pixels, compared to other predictors.

Then we test the effect of our developed BEME by com-
paring the embedding rates of our MSS-RDHEI scheme
using different encoding methods including our developed
BEME method, the Yu et al. [51] and Mohammadi et al. [52],
[53] encoding methods. Table 7 shows the test results of
(2,2)-threshold under different images. To provide a fair
comparison, we use the same experiment settings for all the
encoding methods. It shows that our MSS-RDHEI can
achieve the largest embedding rates when using our BEME
method. This is because our BEMEmethod can better utilize
the data redundancy of the prediction errors, which has
been theoretically discussed in Section 3.2.2.

Finally, we compare our MSS-RDHEI scheme with exist-
ing secret sharing-based RDH-EI schemes. The block size in
our MSS-RDHEI scheme is set as 4. The embedding rate of
the scheme of Chen et al. [38] is 7=n. Thus, its embedding
rate reduces when n increases and is not applicable when
n > 7. The scheme of Chen et al. [37] is not applicable
when r is odd. For the scheme of Wu et al. [36], it contains
two methods with different embedding rates. We use the
larger one as the competing method. The scheme of
Qin et al. [39] also contains two methods and the one with
larger embedding rate is used as the competing method as
well. Fig. 11 shows the embedding rates of different secret
sharing-based RDH-EI schemes with different settings of r
and n. The schemes of Chen et al. [37], Wu et al. [36],
Qin et al. [39] and our MSS-RDHEI can achieve almost the
same embedding rates with different settings of r and n.
Since the embedding rate of the scheme of Chen et al. [38] is
7=n, which is determined only by the parameter n. It can

TABLE 5
Data Expansion Rates of the Homomorphic
Encryption-Based and Secret Sharing-Based

RDH-EI Schemes

Methods Total Each data hider

Ke et al. [33] 256 256
Chen et al. [34] 128 128
Li et al. [35] 128 128
Wu et al. [36] n 1
Chen et al. [37] n 1
Chen et al. [38] n 1
Qin et al. [39] n 1
MSS-RDHEI n 1

TABLE 6
Embedding Rates of Our MSS-RDHEI Scheme Using Different

Predictors With (2,2)-Threshold

Predictors

Images GAP CBP LDP LP ALP MED

Lena 1st 2.7164 2.6439 1.9324 2.7439 1.6492 2.8093
2nd 2.7319 2.6700 1.9529 2.7642 1.6605 2.8275

Baboon 1st 0.9500 0.8194 0.4711 0.9069 0.1536 1.0094
2nd 0.9495 0.8206 0.4680 0.9086 0.1479 1.0093

Jetplane 1st 3.0029 2.8869 2.1336 3.0017 1.8287 3.1591
2nd 3.0062 2.8977 2.1408 3.0098 1.8308 3.1648

Man 1st 2.0392 1.9099 1.3053 2.0381 1.1163 2.1249
2nd 2.0450 1.9252 1.3154 2.0514 1.1195 2.1331

Airplane 1st 4.1162 3.7573 3.7226 3.8736 2.5842 4.2097
2nd 4.1254 3.7733 3.7324 3.8858 2.5933 4.2176

Goldhill 1st 2.2769 2.1354 1.5435 2.2736 1.2782 2.4250
2nd 2.2761 2.1351 1.5476 2.2746 1.2853 2.4259

Peppers 1st 2.5498 2.5220 1.9052 2.5304 1.5098 2.5738
2nd 2.5437 2.5107 1.8950 2.5225 1.5163 2.5644

Boat 1st 2.5172 2.3484 1.7621 2.5185 1.5018 2.6785
2nd 2.5191 2.3555 1.7663 2.5230 1.5139 2.6822
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achieve the largest embedding rates for most images when
n ¼ 2. With the increment of n, our MSS-RDHEI scheme can
achieve the largest embedding rates than other secret shar-
ing based-methods for most images. Thus, our MSS-RDHEI
scheme shows a good performance in embedding capacity.

5.3 Security Evaluation

Since the embedded data in many RDH-EI schemes are
encrypted using some encryption standards such as the
AES and DES before being embedded, they can well protect

the embedded data. However, most existing RDH-EI
schemes cannot well protect the original images. In our
MSS-RDHEI scheme, the image is encrypted by the MSS
scheme, whose security is dependent on the proposed MSS
scheme. As analyzed in Section 2.2, the MSS scheme is
secure. Thus, the image contents can be well protected. In
this section, we further statistically evaluate the security of
the MSS-RDHEI from several aspects of protecting image.

When sharing an image, the pixels are encrypted block-
by-block and each block uses the same sharing parameters.
Thus, our scheme can preserve some pixel redundancy of

Fig. 11. Embedding rates of different secret sharing-based RDH-EI schemes with different ðr; nÞ-thresholds.

TABLE 7
Embedding Rates of Our MSS-RDHEI Scheme Using Different Encoding Methods With (2,2)-Threshold

Yu et al. [51] Mohammadi et al. [52],
[53]

Our BEME

Images 1st 2nd 1st 2nd 1st 2nd

Lena 2.4745 2.4826 2.4101 2.4123 2.8119 2.8204
Baboon 0.7931 0.7932 0.8415 0.8457 1.0082 1.0088
Jetplane 2.6575 2.6578 2.7421 2.7486 3.1616 3.1619
Man 1.7772 1.7822 1.7267 1.7304 2.1221 2.1275
Airplane 3.7034 3.6817 3.2913 3.2826 4.2151 4.1957
Goldhill 2.0898 2.1052 1.9293 1.9377 2.4218 2.4372
Peppers 2.2536 2.2463 2.1665 2.1563 2.5758 2.5690
Boat 2.3162 2.3092 2.2653 2.2641 2.6792 2.6722
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the original image within each block, as discussed in Sec-
tion 4.2. However, the sharing parameters for different
blocks are completely different and random. When embed-
ding data into each share, we keep the first pixel of each
block unchanged and calculate the prediction errors of the
rest pixels using the first pixel of the related block. Fig. 12
shows the distribution of the prediction errors. Note that for
all the prediction error-based RDH-EI schemes (e.g., those
schemes in [21], [28], [29], [31], [39]), their prediction errors
aren’t distributed uniformly. This is because to vacate room
for data embedding, all the prediction errors are generated
using some predictors and have very small values. How-
ever, in our scheme, the first pixel of each block is encrypted
using different and random parameters. When sharing two
pixels using different and random parameters, the results
are random and do not retain any information of the two
pixels. We have theoretically discussed and proved this
security property in Lemma 2 of Section 2.2. Thus, the first
pixels of all the blocks are protected, and the prediction
errors are generated from the first pixel of each block. Sup-
pose that the original image size is M �N and the block
size is B�B. Since the security of a block is dependent on
its first pixel and the sharing result is within [0,256], the
space of the sharing operation is 257dðM�NÞ=ðB�BÞe. Besides, a
block-based scrambling operation is performed to the origi-
nal image. Then the space of the block-based scrambling is
bðM �NÞ=ðB�BÞc!. Then the whole space for the brute-
force analysis is 257dðM�NÞ=ðB�BÞe � bðM �NÞ=ðB�BÞc!.

The proposed MSS scheme used in the MSS-RDHEI is a
non-deterministic and randomized encryption strategy.
Encrypting an image several times using a same encryption
key, the generated encrypted images are totally different.
This is because some random numbers a1; . . . ; ar�1 shown
in Eq. (1) are used and these random numbers are different
in each encryption. Fig. 13 shows the encrypted results of
image Lena by (3,3)-threshold MSS for block size B ¼ 4
using a same encryption key in two executions. As can be
seen, the encrypted images generated in the two executions
using the same key are completely different (see Figs. 13c,
13f, and 13i). A non-deterministic and randomized encryp-
tion system has ability to resist many potential attacks [55].

We also statistically evaluate the performance of the
scheme for differential attack using the number of pixel
change rate (NPCR) and the uniform average change inten-
sity (UACI) [56]. The NPCR and UACI measure how the dif-
ference in the plaintext can spread to the ciphertext.
According to the discussions in [56], an encryption algo-
rithm is expected to have a NPCR score 99.609% and a
UACI score 33.464%. Table 8 shows the NPCR and UACI

scores of the MSS-RDHEI scheme for different test images
at (6,6)-threshold and block size B ¼ 4. As can be seen, the
NPCR and UACI scores of our MSS-RDHEI scheme are
close to 99.609% and 33.464%, respectively. Thus, our MSS-
RDHEI scheme shows good performance in terms of resist-
ing the differential attack.

5.4 Comparisons With Prior Works

Finally, we compare the features of different RDH-EI
schemes from the aspects of the separability, recovery qual-
ity and security, and Table 9 lists the results. It can be seen
that the schemes in [35], [37], [57] aren’t separable, which
means that the embedded data can only be extracted after
the marked encrypted images have been decrypted. The
other schemes are separable, which means that the embed-
ded data extraction is independent of the image decryption.
The scheme in [57] is a lossy method, which means that the
original images cannot be recovered completely. The other
schemes are lossless. For the RDH-EI schemes in [28], [57],
to keep data redundant in the encrypted domain, they usu-
ally use some lightweight encryption methods such as block
permutation, co-modulation and XOR with a fixed encryp-
tion key. These encryption strategies can only achieve lim-
ited security strengths [32], [54]. The homomorphic
encryption-based schemes in [33], [34], [35] can achieve a
high security level. However, they have quite high compu-
tation cost and large data expansion, due to the heavy cryp-
togtraphic operations. The secret sharing-based schemes
have no data expansion for each data hider. The scheme of
Chen et al. [37] can also achieve a lightweight security with

Fig. 13. Encrypted results of image Lena by (3,3)-threshold MSS using a
same encryption key in two executions: (a) the first encrypted image in
the first execution; (b) the first encrypted image in the second execution;
(c) difference of (a) and (b); (d) the second encrypted image in the first
execution; (e) the second encrypted image in the second execution;
(f) difference of (d) and (e); (g) the third encrypted image in the first exe-
cution; (h) the third encrypted image in the second execution; (i) differ-
ence of (g) and (h).

Fig. 12. Prediction errors of the encrypted image using MED predictor:
(a) the image Lena; (b) prediction errors of the encrypted image; (c) his-
togram of the prediction errors.
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a proper setting of parameter t, according to the discussions
in the original literature [37]. This is because all the sharing
parameters are generated from the encryption key and no
random integers are used in the encryption process. The
other secret sharing-based RDH-EI schemes in [36], [38],
[39] and our MSS-RDHEI scheme can well ensure the image
content confidentiality.

6 CONCLUSION

In this paper, we propose a new VRAE-based RDH-EI
scheme using a new secret sharing technique with multi-
ple data hiders. First, we devised an ðr; nÞ-threshold
matrix-based secret sharing (MSS) technique using the
matrix theory and the cipher-feedback mechanism. It can
securely encrypt an original image into several encrypted
images using matrix multiplication. Using the MSS, we
further proposed an ðr; nÞ-threshold ðr � nÞ RDH-EI
scheme called MSS-RDHEI, in which a block error mixture
encoding (BEME) method with high efficiency is devel-
oped to encode encrypted images. The MSS-RDHEI allows
a content owner to encrypt an original image to be n
encrypted images, and then outsource these n encrypted
images to n data hiders. Each data hider can embed some
additional data, e.g., copyright and identification informa-
tion, into the encrypted image for the purposes of storage,
management, or other processing, and the encrypted
image with data embedded is called marked encrypted
image. Since the developed BEME can make full use of
pixel redundancy in the encrypted images, a large room
can be vacated for data embedding. A receiver can extract

the embedded data of a marked encrypted image, or
reconstruct the original image from r marked encrypted
images using related secret keys. Experiment results show
that the MSS-RDHEI can well protect the image contents
and achieves a much larger embedding capacity than
existing secret sharing-based schemes.
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