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Abstract—Memristor is a special nonlinear circuit com-
ponent with internal state and can lead to excellent chaos
complexity in its constructed discrete system. To enhance
the chaos complexity of a memristor-based discrete sys-
tem, this article proposes a 2-D sine-transform-based (STB)
memristive model. The model has line fixed point and its
stability is dependent on memristor initial state. Complex
dynamics with quasi-periodic bifurcation and multistability
are demonstrated using numerical methods. For different
control parameters, chaotic and hyperchaotic attractors are
emerged and their complicated fractal structures and out-
standing performance indicators are exhibited. A hardware
prototype is developed and these attractors are experimen-
tally captured therein. Besides, six pseudorandom num-
ber generators (PRNGs) are designed using the proposed
model under different control parameters and the test re-
sults by the TestU01 standard show that these PRNGs have
high randomness without chaos degradation. In brief, the
proposed 2-D STB memristive model is flexible to generate
chaos and hyperchaos with high performance.

Index Terms—Chaos, chaos degradation, control param-
eter, hyperchaos, line fixed point, memristor, pseudoran-
dom number generator (PRNG), sine transform.

I. INTRODUCTION

C haos is a kind of nonlinear phenomenon and some chaos
phenomena can be described by definite mathematical

models. A chaotic system can generate bounded chaos and has
many excellent characteristics, such as initial sensitivity, random
similarity, and track ergodicity [1]. With these characteristics,
chaotic systems are widely used in many industrial applications
[2]–[4]. To produce chaos, at least one nonlinear term is required
in a dynamical system. The widely used nonlinear term include
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polynomial function, trigonometric function, hyperbolic tangent
function, exponential function, etc. These nonlinear terms can
be realized using some commercial circuit components [5].
However, they do not involve any internal states. With internal
state, memristor is a special nonlinear circuit component and
is different from these widely used nonlinear terms in nature
[6]. This special nonlinearity makes memristors popularly used
for designing chaotic oscillation circuits and neuromorphic
networks [7]–[10].

Recently, chaos estimation technology has been rapidly de-
veloped with the fast improvement of computing ability. Due to
the limited performance, many chaotic systems were demon-
strated to be inadequate in some practical applications [11].
Using artificial intelligence technologies, the chaotic behav-
iors of some chaotic systems can be effectively predicated by
directly predicting the chaotic sequences, or estimating the
control parameters and initial states [12]–[14]. On the other
hand, many chaotic systems show weak chaos, which indicates
that the chaotic behaviors are not robust and small changes
in the control parameters may lead to chaos degradation [15].
Furthermore, with simple algebraic structures and dynamical
behaviors, the dynamical degradation is often encountered in
many chaotic systems, resulting in serious security issues [16],
[17]. Therefore, it is of great significance to develop chaotic
systems with strong ability to avoid chaos degradation.

Hyperchaos is a more complex dynamical behavior than
chaos, since it has at least two positive Lyapunov exponents
(LEs). Thus, hyperchaotic sequences show high security level
for many practical applications, such as secure video/RM-DCSK
communication [18], [19]. To acquire hyperchaos, a continuous
system requires at least four dimensions, whereas a discrete sys-
tem requires only two. For example, discrete memristor-coupled
Logistic map [20], nonautonomous memristor-based map [21],
and sine chaotification map [22] are all 2-D discrete systems and
they can display hyperchaos. By introducing memristor nonlin-
earities or chaotification schemes, several discrete hyperchaotic
systems have been presented in recent years [23]–[26]. On the
one hand, a 2-D sine chaotification discrete system was proposed
in [22] to improve the chaos complexity of existing 2-D discrete
chaotic systems. On the other hand, a general framework for
2-D memristive hyperchaotic systems was constructed in [19] by
coupling discrete memristor with cosine memductance to some
1-D discrete systems, and a general 3-D memristor mapping
model was proposed in [23] by coupling this discrete memristor
to four 2-D discrete maps. The analysis results show that the
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memristor can greatly enhance the chaos complexity of these
existing discrete systems. Meanwhile, a memristive Rulkov
neuron model was established successfully in [24] by importing
discrete memristor with hyperbolic tangent memductance into
a 2-D Rulkov neuron model. The memristive Rulkov neuron
model showed the memristor-induced magnetic induction effect
and memristor initial state-dependent extreme multistability. In
addition, because of simple algebraic structures, the computa-
tional efficiency of the discrete systems is much higher than that
of the continuous systems in practical applications [22]. Then,
designing discrete hyperchaotic systems with simple algebraic
structures is also an interesting topic. Thus, it is of great interest
to design discrete hyperchaotic systems owing outstanding per-
formance without chaos degradation by combining memristor
nonlinearity with simple chaotification scheme.

By combining the memristor nonlinearity with the sine trans-
form scheme used in [22], this article proposes a novel 2-D sine-
transform-based (STB) memristive model to generate chaotic
and hyperchaotic attractors. The novelty and main contributions
of this article are summarized as follows.

1) We propose a novel 2-D STB memristive model with line
fixed point and explore its complex dynamical behaviors
with quasi-periodic bifurcation and muiltistability.

2) Using different control parameters, different chaotic and
hyperchaotic attractors are emerged from the memristive
model and they are experimentally captured by a digital
hardware prototype.

3) Performance analyses show that these chaotic and hyper-
chaotic attractors have complicated fractal structures and
outstanding performance indicators.

4) Six pseudorandom number generators (PRNGs) are de-
signed using the proposed model under different control
parameters and the test results by the TestU01 show their
high randomness without chaos degradation.

The rest of this article is organized as follows. Section II
proposes a 2-D STB memristive model. Section III studies
the control parameter-related dynamical behaviors and dis-
plays the chaotic and hyperchaotic attractors. The generated
chaotic/hyperchaotic sequences are evaluated and compared in
Section IV. The hardware experiments are carried out and the
designed PRNGs are tested by the TestU01 in Section V. Finally,
Section VI concludes this article.

II. 2-D STB MEMRISTIVE MODEL

This section presents the 2-D STB memristive model, and
discusses its line fixed point and stability dependent on the
memristor initial state.

A. Schematic Structure and Mathematical Model

Memristor is a special nonlinear circuit component with inter-
nal state. According to the discrete mathematical representation
of memristor in [25], an ideal charge-controlled memristor can
be described by

vn = M(qn)in

qn+1 = qn + in (1)

Fig. 1. Schematic structure of the general STB memristive model.

where vn, in, and qn are the values of output v(t), input i(t), and
internal state q(t) at the nth iteration, respectively, and M(qn) is
the value of memristance M(q) at the nth iteration.

Using the discrete memristor in (1), a simple implementa-
tion approach of generating 2-D discrete memristor maps was
proposed in [25] and four 2-D discrete memristor hyperchaotic
maps were provided. However, these discrete memristor maps
have simple algebraic structures and their short-term behaviors
may be estimated using some artificial intelligence techniques
[1]. Chaotification schemes can be used to further increase the
chaos complexity of these discrete memristor maps. To this end,
a simple chaotification scheme is used as a nonlinear function to
transform the output of discrete memristor for further improving
their chaos performance.

The schematic structure of a general STB memristive model
is shown in Fig. 1. The input xn is fed into the memristor, and
then nonlinear transformation is implemented for the memristor
output by sine transformation. The general STB memristive
model can be mathematically described as{

xn+1 = xn + a sin[πM(qn)xn]
qn+1 = xn + qn

(2)

where a is a positive control parameter.
The quadratic memductance nonlinearity reported in [25] is

taken as an example and it is expressed as

M(qn) = q2
n − b (3)

where b is another positive control parameter.
Substituting (3) into (2), a specific STB memristive model is

thereby yielded as{
xn+1 = xn + a sin[π(y2

n − b)xn]
yn+1 = xn + yn

(4)

where a linear transformation q → y is used. Thus, the STB
memristive model in (4) is a 2-D discrete system with two control
parameters a and b, and its dynamical behaviors are determined
by the two control parameters.

The STB memristive model in (4) contains an STB memristor,
which is described by

vn = sin[π(q2
n − b)in]

qn+1 = qn + in. (5)

Thus, the STB memristor is a generalized memristor and it
is different from the ideal memristor described in (1). When
applying in = 0.04sin(ωn) A (ω is radian frequency) to the
STB memristor, the pinched hysteresis loops are generated, as
depicted in Fig. 2. Consequently, the STB memristor can show
the radian frequency/initial state-dependent pinched hysteresis
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Fig. 2. Pinched hysteresis loops of the STB memristor when apply-
ing in = 0.04sin(ωn) A. (a) Radian frequency-dependent fingerprints
for fixed q0 = 0.2 C. (b) Initial state-dependent fingerprints for fixed
ω = 0.1 rad/s.

loops, demonstrating that it can also satisfy the fingerprints of
generalized memristor [6].

B. Line Fixed Point and Stability

A fixed point of a mapping model is an element of the model’s
domain that maps to itself. The fixed point of the 2-D STB
memristive model can be obtained by solving the following
equations: {

X = X + a sin[πX(Y 2 − b)]
Y = X + Y

. (6)

Obviously, the proposed model has a line fixed point and the
line fixed point is described by

S = (X,Y ) = (0, μ) (7)

where μ is an arbitrary constant, representing the initial state of
the memristor.

The fixed point is stable or unstable and its stability is charac-
terized by the eigenvalues of the model’s Jacobian matrix at that
point. The Jacobian matrix of the 2-D STB memristive model at
S is given by

JS =

[
1 + πa(μ2 − b) 0

1 1

]
. (8)

Correspondingly, the characteristic polynomial equation is
calculated as

P (λ) = (λ − 1)[λ − 1 − πa(μ2 − b)] (9)

and two eigenvalues λ1 and λ2 are calculated as

λ1 = 1, λ2 = 1 + πa(μ2 − b). (10)

If λ1 and λ2 are both inside the unit circle, the proposed model
is stable; otherwise, it is unstable. It can be observed from (10)
that λ1 is always on the unit circle, i.e., λ1 is critically stable,
whereas λ2 could be outside or inside the unit circle, i.e., the
proposed model can be unstable or critically stable, depending
on the control parameters a and b as well as the memristor initial
state μ. When a and b are specified, the critically stable interval
of μ can be derived from (10) as

μ ∈
(
−
√
b,
√
b
)

(11)

Fig. 3. 2-D mixed bifurcation plot in the a − b parameter plane under
the initial states (x0, y0) = (0.1, 0.1).

for b < 2/(πa) or

μ ∈
(
−
√
b,−

√
b− 2/(πa)

)
∪
(√

b− 2/(πa),
√
b
)

(12)

for b > 2/(πa). This implies that the 2-D STB memristive
model may be critically stable when the memristor initial state
μ satisfies the critically stable condition given in (11) or (12).

In summary, the proposed 2-D STB memristive model has
line fixed point and its stability depends on the control param-
eters and memristor initial state. Therefore, the proposed 2-D
STB memristive model is prone to multistability owning to the
memristor initial state-dependent stability [19].

III. DYNAMICAL BEHAVIORS AND STRANGE ATTRACTORS

This section studies control parameter-related dynamical be-
haviors of the 2-D STB memristive model in terms of mixed
bifurcation plots, phase plane attractors, and basins of attraction.
The initial states of the proposed model are set as fixed values,
i.e., (x0, y0) = (0.1, 0.1).

A. Dynamical Behaviors Depicted by Bifurcation Plots

By measuring the iterative periodicities and LEs of a discrete
map, a colorful 2-D mixed bifurcation plot can be depicted
in the parameter plane. The LEs are computed using Wolf’s
Jacobian-based method. Fig. 3 shows the 2-D mixed bifurcation
plot of the 2-D STB memristive model with a � [0.2, 2] and b
� [0.2, 2]. The parameter plane regions triggering the motion
trajectories with different iterative periodicities are pained using
different colors. The yellow, red, and pink areas represent hy-
perchaos (labeled HC), chaos (labeled CH), and quasi-period
(labeled QP), respectively; the black, cyan, and white areas
represent stable point (labeled SP), multiperiod (labeled MP),
and unbounded behavior, respectively; other color areas repre-
sent period-2 to period-8 (labeled P2 to P8). It is clear that the
colors have the transition from blue (period-2) to pink (quasi-
period), leading to the quasi-periodic bifurcation route to chaos
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Fig. 4. 1-D mixed bifurcation plots consisting of bifurcation diagrams
of state variables x, y (bottom) and two LEs (top), where the control
parameters and initial states are marked in the figures. (a) Bifurcation
plot for fixed b = 0.6. (b) Bifurcation plot for fixed a = 0.8.

in the 2-D STB memristive model. Consequently, the 2-D STB
memristive model demonstrates complex dynamical behaviors,
including stable point, period, multiperiod, quasi-period, chaos,
hyperchaos, periodic window, and unbounded behavior.

Particularly, according to the critically stable interval of μ
given in (11) and (12), we can roughly estimate the instability
boundary in the a − b parameter plane and derive the instability
boundary equation as

L : b− 2/(πa) = 0. (13)

This indicates that the motion trajectory initiated from (x0,
y0) = (0.1, 0.1) is stable if the condition b − 2/(πa) < 0 (i.e.,
b < 2/(πa)) is satisfied, resulting in the emergence of the stable
point. The instability boundary described by (13) is also plotted
in Fig. 3 using a white dotted curve, which almost overlaps the
dividing line of the black and blue regions. The slight difference
is caused by the critical eigenvalue λ1 = 1 in (10).

To further exhibit the dynamical behaviors of the 2-D STB
memristive model, we investigate its bifurcation behaviors re-
lated to the two control parameters.

When investigating the bifurcation behaviors of the 2-D STB
memristive model, we set one of the control parameters a, b
as a fixed value and set the other one as an alterable value.
Fig. 4 shows the 1-D mixed bifurcation plots consisting of the
bifurcation diagrams of state variables x, y and the two LE
spectra. As illustrated in Fig. 4(a), when increasing a in the

Fig. 5. Numerically simulated phase plane attractors of the 2-D STB
memristive model under six sets of control parameters with fixed initial
states (x0, y0) = (0.1, 0.1). (a) (a, b) = (0.8, 1.8). (b) (a, b) = (1.0, 1.4).
(c) (a, b) = (1.3, 1.0). (d) (a, b) = (1.6, 0.8). (e) (a, b) = (1.9, 0.6). (f) (a,
b) = (2.0, 0.5).

region [1.44, 1.94] and fixing b = 0.6, the 2-D STB memris-
tive model shows the quasi-periodic bifurcation scenario and it
displays hyperchaos within a wide parameter interval. As the
control parameter a increases, the motion trajectory starts from
period with two negative LEs, goes into quasi-period with zero
maximal LE, turns into multiperiod with two negative LEs, then
steps into chaos with one positive LE, and finally settles down
hyperchaos with two positive LEs. As illustrated in Fig. 4(b),
when increasing b in the region [1.02, 1.82] and fixing a = 0.8,
the 2-D STB memristive model exhibits the same quasi-periodic
bifurcation scenario but it only displays chaos within a wide
parameter interval. As the control parameter b increases, the
motion trajectory begins from period with two negative LEs,
then enters into quasi-period with zero maximal LE, and directly
settles down chaos with positive maximal LE. Besides, several
narrow periodic windows with two negative LEs can be observed
in the parameter intervals appearing chaos and hyperchaos.

B. Strange Attractors and Basins of Attraction

Six sets of control parameters are selected from different
chaotic and hyperchaotic regions in Fig. 3. The phase plane
attractors of the 2-D STB memristive model under these control
parameter settings are obtained and the results in the x − y plane
are shown in Fig. 5. As can be viewed, these strange attractors
have different complicated fractal structures, among which the
strange attractors of Fig. 5(c), (d), and (f) have left/right fractal
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TABLE I
LES AND ATTRACTOR TYPES FOR SIX SETS OF CONTROL PARAMETERS

Fig. 6. Basins of attraction for two sets of control parameters. (a) Basin
of attraction for (a, b) = (1.9, 0.6). (b) Basin of attraction for (a, b) =
(0.8, 1.8).

structures. In addition, for these six control parameter settings,
the two LEs and attractor types obtained from the 2-D STB
memristive model are listed in Table I. As a result, the 2-D STB
memristive model can exhibit various fantastic chaotic and hy-
perchaotic attractors related to these control parameter settings.
In particular, for small control parameter a and large control
parameter b, the proposed model is more likely to generate chaos
with large maximal LE. However, for large a and small b, the
memristive model is easier to generate hyperchaos with two
positive LEs.

As demonstrated in Section II-B, the line fixed point appears
in the 2-D STB memristive model and its stability depends on
the control parameters and memristor initial state. Thus, the
proposed memristive model can readily emerge the interesting
phenomenon of multistability. To detect this phenomenon, we
use a basin of attraction for the determined control parameters.
The basin of attraction is painted by different colors to divide the
initial state plane following the long-term motion trajectories of
the proposed model.

For two control parameter settings, i.e., (a, b) = (1.9, 0.6) and
(0.8, 1.8), the basins of attraction are drawn by detecting every
initial state in the x0 – y0 plane, and the results are depicted in
Fig. 6(a) and (b). The yellow, red, and black regions represent hy-
perchaos (HC), chaos (CH), and stable point (SP), respectively.
As can be seen, a hyperchaotic or chaotic attractor is coexisted
with several stable points locating at different positions in the
2-D STB memristive model. According to the critically stable
interval given in (12), there should be two stable point regions
in the initial state plane for each control parameter setting. Since
the two control parameter settings satisfy the condition that b >
2/(πa), the critically stable intervals can be obtained from (12)
as

μ ∈ (−0.7746,−0.5147) ∪ (0.5147, 0.7746) (14)

TABLE II
PERFORMANCE OF CHAOTIC AND HYPERCHAOTIC SEQUENCES UNDER SIX

CONTROL PARAMETER SETTINGS

The bold fonts indicate the best result among the column.

for (a, b) = (1.9, 0.6) and

μ ∈ (−1.3416,−1.0021) ∪ (1.0021, 1.3416) (15)

for (a, b)= (0.8, 1.8). So, there are two large stable point regions
that are symmetrical about the origin in each figure of Fig. 6.
These numerical results basically accord with the theoretical
expectations and their differences are caused by the critical
eigenvalue λ1 = 1 in (10).

Therefore, the phenomenon of multistability can be revealed
in the 2-D STB memristive model. Besides, it can also be seen
from Fig. 6 that the 2-D STB memristive model only presents
hyperchaos or chaos in a relatively large region centered on the
origin, indicating that the hyperchaos and chaos in these regions
are robust about the initial states and have good ergodicity.

IV. PERFORMANCE ANALYSES FOR CHAOTIC/HYPERCHAOTIC

SEQUENCES

This section evaluates the performance indicators of the
chaotic/hyperchaotic sequences generated by the 2-D STB mem-
ristive model and compares them with the iterative sequences
generated by six existing 2-D chaotic maps.

A. Chaotic/Hyperchaotic Sequences

From the generated chaotic/hyperchaotic attractors in Fig. 5,
the corresponding iterative sequences can be generated. Using
these control parameter settings in Fig. 5, six chaotic and hy-
perchaotic sequences with state variable x are generated and
plotted in Fig. 7. All these iterative sequences are irregular and
aperiodic. Thus, the proposed 2-D STB memristive model can be
used to generate pseudorandom numbers (PRNs) for engineering
applications.

B. Performance Evaluations

Using the control parameter settings given in Fig. 5, the
chaotic/hyperchaotic sequences can be generated from the 2-D
STB memristive model and their performance are evaluated us-
ing Shannon entropy (ShanEn), permutation entropy (PermEn),
sample entropy (SampEn), correlation dimension (CorDim), and
Kaplan–Yorke dimension (DKY). The calculated performance
indicators are listed in Table II, where the lengths of all these
iterative sequences are set as 105. Note that the PermEn and DKY

indicators are calculated using the methods referring in [25].
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Fig. 7. Chaotic and hyperchaotic sequences generated from the 2-D
STB memristive model under six sets of control parameters with fixed
initial states (x0, y0) = (0.1, 0.1). (a) (a, b) = (0.8, 1.8). (b) (a, b) = (1.0,
1.4). (c) (a, b) = (1.3, 1.0). (d) (a, b) = (1.6, 0.8). (e) (a, b) = (1.9, 0.6).
(f) (a, b) = (2.0, 0.5).

The ShanEn is a widely used performance indicator to mea-
sure the random distribution of a signal [27]. To test the ShanEn
of the chaotic sequences generated by different discrete maps,
we design the experiments as follows for each map. First, a
chaotic sequence of length 105 is generated. Second, the interval
(0, 1) is equally divided into 210 subintervals and the occurrence
frequency of the chaotic sequence in each subinterval is counted.
Finally, the ShanEn of the chaotic sequence is calculated. As can
be seen from Table II, all the chaotic/hyperchaotic sequences
generated by the 2-D STB memristive model have large ShanEn
values. This illustrates that the 2-D STB memristive model
has excellent ergodicity and its generated chaotic/hyperchaotic
sequences are randomly distributed.

The SampEn is a performance indicator that can be used to
evaluate the regularity of a chaotic sequence [28]. When using
the SampEn to evaluate the regularity of a chaotic sequence,
a larger SampEn indicates lower regularity of the chaotic se-
quence, and further means higher complexity of the related
chaotic map. As can be seen from Table II, all the gener-
ated chaotic/hyperchaotic sequences have large SampEn values.
This demonstrates the low regularity of chaotic/hyperchaotic
sequences and the high complexity of the 2-D STB memristive
model.

TABLE III
PERFORMANCE COMPARISONS FOR SOME 2-D MAP-BASED CHAOTIC

SEQUENCES UNDER TYPICAL CONTROL PARAMETERS

The bold fonts indicate the best result among the column.

The CorDim is a class of fractal dimensions and depicts
the dimensionality of the phase space occupied by a series
of points [29]. It can be used to test the strangeness of
a chaotic attractor. We calculate the CorDim values of the
generated chaotic/hyperchaotic attractors using the calculation
method in [29]. The results in Table II show that the generated
chaotic/hyperchaotic attractors can achieve large CorDim values
and, thus, occupy a high dimensionality in the phase space.

As a conclusion, the results in Table II show that all these
generated chaotic/hyperchaotic sequences have excellent perfor-
mance indicators. Obviously, with the control parameter setting
(a, b) = (1.9, 0.6), the 2-D STB memristive model has more
excellent performance indicators than other control parameter
settings.

C. Performance Comparisons

To compare the performance indicators of different 2-D
chaotic maps, we take (a, b) = (1.9, 0.6) as an example of
control parameter setting for the 2-D STB memristive model,
and set the control parameters of the six competing 2-D chaotic
maps as the typical values reported in the original literature.
These competing 2-D chaotic maps include the Q-DM map [25],
Hénon map [30], Lozi map [31], hidden NFIa map [32], NEM1

quadratic map [33], and CFa map with curve fixed points [34].
The initial state values of these 2-D chaotic maps are referenced
to the settings given in [25].

Table III compares the ShanEn, PermEn, SampEn, CorDim,
and DKY of these 2-D chaotic maps. Note that from the per-
spective of the original literature, the performance indicators of
the six competing 2-D chaotic maps can be considered optimal.
Referring to Bao et al. [25] and Table III, it can be seen that
only the 2-D STB memristive model and 2-D Q-DM map have
two positive LEs, and thus they show hyperchaotic attractors
with DKY = 2. As a comparison, the other five 2-D chaotic
maps have only one positive LE, and thus they display chaotic
attractors with DKY < 2. Similarly, the 2-D STB memristive
model can achieve higher performance indicators than the six
2-D chaotic maps. This means that it has outstanding chaos
complexity. These comparison results further verify the high
randomness of the chaotic/hyperchaotic sequences generated by
the 2-D STB memristive model.
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Fig. 8. Microcontroller-based digital hardware prototype and captured
chaotic attractors generated by the 2-D STB memristive model.

V. HARDWARE IMPLEMENTATION AND APPLICATION IN PRNG

This section first develops a digital hardware prototype to
implement the chaotic/hyperchaotic attractors generated by the
2-D STB memristive model, and then designs several PRNGs
using the chaotic/hyperchaotic sequences acquired from the
proposed model, as well as tests the randomness of these PRNGs.

A. Microcontroller-Based Hardware Experiments

A discrete mapping model is more suitable for digital hard-
ware implementation than a continuous system model. To show
the simplicity of hardware implementation, a digital hardware
prototype of the 2-D STB memristive model is developed using a
high-performance microcontroller. The STM32F407VET6 chip
with ARM Cortex-M4 32-bit RISC core is selected as the
microcontroller and the DAC8563 chip is taken as the D/A
converter. The microcontroller is used for programming the
2-D STB memristive model and the D/A converter provides the
analog voltage sequences. And then a level conversion circuit is
designed to output the results to oscilloscope. Fig. 8 gives the
snapshot of the digital hardware prototype.

The 2-D STB memristive model with the preset control pa-
rameters and initial states is programmed using C language and
the software code is preloaded into the microcontroller. The six
control parameter settings in Table I are used and the initial
states are set as (x0, y0) = (0.1, 0.1). When running the software
code, the chaotic/hyperchaotic attractors under different control
parameter settings can be acquired by the oscilloscope.

Corresponding to the numerically simulated phase plane at-
tractors shown in Fig. 5, these chaotic/hyperchaotic attractors
are experimentally acquired from the digital hardware prototype
and their phase portraits are displayed in Fig. 9. In the acquired
phase portraits, Ch1 and Ch2 are the x-channel and y-channel,
respectively, and their labeled values are the scales of each
division. To get a better view, the iterations of the 2-D STB
memristive model are set to 2×105 and the time scale of the
oscilloscope is tuned to 10 s. This ensures that more points
can be acquired in each unit time. Afterward, following the

Fig. 9. Phase portraits of the chaotic/hyperchaotic attractors experi-
mentally acquired from the digital hardware prototype under different
control parameter settings. (a) (a, b) = (0.8, 1.8). (b) (a, b) = (1.0, 1.4).
(c) (a, b) = (1.3, 1.0). (d) (a, b) = (1.6, 0.8). (e) (a, b) = (1.9, 0.6). (f) (a,
b) = (2.0, 0.5).

Fig. 10. Two groups of three-channel voltage sequences acquired
from the digital hardware prototype under different control parameter
settings. (a) First group of three-channel voltage sequences under (a, b)
= (0.8, 1.8) (top), (1.0, 1.4) (middle), and (1.3, 1.0) (bottom). (b) Second
group of three-channel voltage sequences under (a, b) = (1.6, 0.8) (top),
(1.9, 0.6) (middle), and (2.0, 0.5) (bottom).

numerical chaotic/hyperchaotic sequences shown in Fig. 7, two
groups of three-channel voltage sequences are experimentally
obtained and shown in Fig. 10. Note that these experimental
sequences are synchronously acquired from the digital hardware
prototype of the 2-D STB memristive model under different
control parameter settings. Hence, the experimental results in
Figs. 9 and 10 are in accordance with the numerically simulated
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ones and indicate the feasibility of the microcontroller-based
hardware experiments.

B. Designed PRNGs and Randomness Analysis

Due to the characteristics of ergodicity, initial sensitivity, and
unpredictability, chaotic systems are extensively applied to de-
signing PRNGs [4]. In this section, we design six PRNGs using
the 2-D STB memristive model under six control parameter
settings and analyze the randomness of the generated PRNGs.

When designing a PRNG, the iterative sequence generated
by a chaotic system can be directly used as the PRN. Denote
{X(m)|m = 1, 2, ···} as an iterative sequence generated by the
2-D STB memristive model. Each of {X(m)|m = 1, 2, ···} is first
converted to a 52-bit binary stream {XB(m)|m = 1, 2, ···} using
IEEE 754 float standard. Thereafter, the digital numbers from
35th to 42th in {XB(m)|m = 1, 2, ···} are regarded as the PRNs.
Thus, the generated PRNGs can be designed as

PRNG = XB(m)35:42. (16)

Corresponding to the six chaotic/hyperchaotic sequences
given in Fig. 7, each output from the 2-D STB memristive model
can provide eight binary numbers. Therefore, six PRNGs are
simply generated using the 2-D STB memristive model.

The TestU01 test suite is a strict and frequently used test stan-
dard for testing the randomness of PRNs and it provides several
batteries of empirical statistical tests [35]. In our experiments,
the five batteries, Rabbit, Alphabit, BlockAlphabit, SmallCrush,
and Crush, are utilized to test the randomness of the designed
PRNGs. These five batteries take different lengths of PRNs as
inputs. The Rabbit, Alphabit, and BlockAlphabit can take 232 bits
as inputs and they contain 40, 17, and 102 empirical statistical
tests, respectively. The SmallCrush takes about 6 Gb as input
and has 15 empirical statistical tests. The Crush takes about
1 Tb as input and has 144 empirical statistical tests. To obtain
fair test results, an open-source software TestU011 is used in
experiments.

To prove the effectiveness of the generated PRNGs, the 2-D
STB memristive model under six control parameter settings is
separately used as the chaotic/hyperchaotic generators and the
generated PRNGs are tested using the TestU01. The initial states
for all the control parameter settings are set to (x0, y0) = (0.1,
0.1). Table IV shows the TestU01 results of these six PRNGs
using different lengths of PRNs as inputs. All these six PRNGs
can pass all the empirical statistical tests. This indicates that the
PRNGs generated by the 2-D STB memristive model have high
randomness without chaos degradation when generating 1 Tb of
PRNs.

To highlight the outstanding performance of the proposed 2-
D STB memristive model, we compare its generated PRNGs
with the PRNGs generated by the six competing 2-D chaotic
maps in Table III using the TestU01. The control parameters
and initial states for all the tested 2-D chaotic maps are set the
same as the values used in Table III. The TestU01 results of these
generated PRNGs with different lengths of PRNs are shown in
Table V. As can be observed, the PRNGs generated by the Hénon

1[Online]. Available: http://simul.iro.umontreal.ca/testu01/tu01.html

TABLE IV
TESTU01 RESULTS FOR DIFFERENT LENGTHS OF PRNS GENERATED BY

THE 2-D STB MEMRISTIVE MODEL WITH SIX CONTROL PARAMETER
SETTINGS

∗The more detailed results by TestU01 Standard Test Suites are given on https:// github.
com/ charlesbao/ STBMM_TestU01_Results

TABLE V
TESTU01 RESULTS FOR DIFFERENT LENGTHS OF PRNS GENERATED BY

SIX COMPETING 2-D CHAOTIC MAPS WITH TYPICAL CONTROL PARAMETERS

∗ The more detailed results by TestU01 Standard Test Suites are given on2.
The bold fonts indicate the best result among the column.

and CFa maps have relatively high randomness, but they fail to
pass some empirical statistical tests in Rabbit test suite when
the lengths of the tested PRNs reach to 232 bits and in Crush
test suite when the lengths reach to 1 Tb. However, the PRNGs
generated by other competing 2-D chaotic maps have relatively
low randomness and they fail to pass most empirical statistical
tests. It should be noticed in particular that although the Q-DM
map in [25] does have high conventional performance indicators,
its generated PRNGs is prone to chaos degradation, whereas the
newly proposed 2-D STB memristive model transformed from
the Q-DM map does not occur chaos degradation, indicating that
the proposed sine transform scheme is effective in enhancing
chaos complexity to avoid chaos degradation. Therefore, the
2-D STB memristive model has outstanding performance and is
more suitable for the application of PRNG.

VI. CONCLUSION

Both discrete memristor and sine transformation can enhance
the chaos complexity of some existing discrete systems. In this
article, we proposed a 2-D STB memristive model using the dis-
crete memristor and sine transform scheme. Due to the line fixed
point, the 2-D STB memristive model can demonstrate complex

2[Online]. Available: https://github.com/charlesbao/STBMM_TestU01_
Results
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dynamical behaviors with quasi-periodic bifurcation and multi-
stability. By setting different control parameters, the 2-D STB
memristive model can emerge various chaotic and hyperchaotic
attractors with complicated fractal structures and outstanding
performance indicators. These advantages allow it suitable for
chaos-based industrial applications. Furthermore, a digital hard-
ware prototype was developed and these strange attractors were
experimentally captured. Six PRNGs were designed using the
proposed memristive model under different control parameter
settings and the test results using the TestU01 showed that
the generated PRNGs have high randomness without chaos
degradation. In brief, the proposed 2-D STB memristive model
has high flexibility in generating chaos and hyperchaos with high
performance, and is suitable for many applications, such as se-
cure video/RM-DCSK communication [18], [19]. In particular,
the construction scheme for the 2-D STB memristive model can
also be extended to other discrete memristors, which deserves
further study.
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