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Abstract—Recently, designing hyperchaotic maps with
complex dynamics has attracted increasing attention from
various research fields. In this article, we propose a 2-D
exponential chaotic system (2D-ECS). The 2D-ECS can gen-
erate a large number of hyperchaotic maps by cascading
exponential nonlinearity with bounded functions. To show
the effectiveness of the 2D-ECS, we provide three hyper-
chaotic maps by cascading the exponential nonlinearity
with trigonometric functions. We first build state-mapping
networks with different fixed-point arithmetic precisions to
analyze the dynamic properties of the hyperchaotic maps
in digital domain, and then study their dynamic proper-
ties using several numerical measurements. Experimental
results show that the generated hyperchaotic maps show
better performance indicators than existing chaotic maps.
Moreover, a hardware platform is constructed to implement
the three hyperchaotic maps generated by the 2D-ECS,
and two-channel hyperchaotic sequences are experimen-
tally captured. A pseudorandom number generator is de-
signed to study the potential applications of our proposed
hyperchaotic maps. Finally, we apply the generated hyper-
chaotic maps to secure communication, and experimental
results show that these maps exhibit better performance in
contrast to existing chaotic maps.

Index Terms—Fixed-point arithmetic, hardware im-
plementation, hyperchaotic map, period distribution,
pseudorandom number generator (PRNG), state-mapping
network.
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I. INTRODUCTION

IN THE past few decades, nonlinear system has attracted
increasing attention of researchers from many disciplines [1],

[2] and has been extensively applied in various industrial
fields [3], [4]. Chaotic systems, as a class of nonlinear systems,
are mathematical models to describe chaotic behaviors [5].
When the initial value of a chaotic system is known, the sys-
tem is deterministic. On the contrary, if its initial value is
unknown, its trajectories cannot be accurately predicted. With
this characteristic, a chaotic system can achieve many unique
properties, such as the density of periodic orbits, track ergodicity,
and initial condition sensitivity [6]. Such valuable properties
make the chaotic systems suitable for many applications in the
fields of electrical engineering and computer science [7], [8].
Especially, chaotic systems exhibit outstanding performance in
secure communication and pseudorandom number generator
(PRNG) [9], [10], [11].

When applying a chaotic system to practical applications,
researchers discovered that chaotic systems without high com-
plexity may result in many serious problems [12]. First, chaotic
systems with low complexity can easily happen dynamic degra-
dation when they are simulated on a digitalized platform [13].
Once chaos degradation occurs, many chaos-based applications
become ineffective. For example, the chaos-based cryptosys-
tems are vulnerable to security attacks if their used chaotic
systems occur chaos degradation [14]. Second, with the rapid
development of artificial intelligence technologies, chaotic tra-
jectories of many existing chaotic systems can be exactly de-
duced from a little data [15]. The researchers may estimate the
chaotic behaviors of a chaotic system by directly predicting its
chaotic trajectories or estimating its control parameters [16]. If
the chaotic behaviors can be successfully detected, a chaotic
system loses the characteristic of unpredictability, and thereby
its corresponding applications may also become ineffective [17].
Therefore, it is of critical importance to design chaotic systems
owning complex behaviors to against chaos degradation and
chaotic behavior prediction.

A hyperchaotic system usually shows complex behaviors and,
thus, is more suitable for many chaos-based applications [18]. A
dynamic system with two or more positive Lyapunov exponents
(LEs) can produce hyperchaotic behaviors, whereas with one LE
can only produce normal chaotic behaviors. Generally speaking,
a chaotic system with more dimensions owns more complex
dynamic behaviors, and its trajectories are harder to predict, but
it also requires more time to implement [10]. Besides, to produce
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hyperchaotic behaviors, a continuous chaotic system requires at
least four dimensions, whereas a discrete chaotic map requires
only two [19]. When being simulated in a real system, a con-
tinuous system should be discretized using some discretization
algorithms, which may be time-consuming. In addition, when
applying a chaotic system to some practicalities, such as secure
communication, only one or two chaotic sequences are required.
Thus, these practicalities usually use low-dimensional chaotic
systems as chaos generators [20], because high-dimensional
(HD) chaotic systems can generate multiple chaotic sequences,
which is a waste of computation cost. Therefore, constructing
2-D discrete chaotic maps with complex hyperchaotic behaviors
is significant. However, except for a few specially designed
ones [12], [21], most 2-D discrete chaotic maps have only one
positive LE and cannot show hyperchaotic behaviors [22], [23].

In the past few years, researchers have developed some 2-D
hyperchaotic maps with complex dynamics properties. Several
representative examples are listed as follows. Kong et al. [21]
applied the trigonometric nonlinearity as a controller to a 2-
D discrete linear map and obtained a hyperchaotic map. Li
et al. [20] developed four 2-D memristive discrete maps by
coupling a discrete cosine memristor model into 1-D discrete
maps. Recently, a 2-D hyperchaotic map is proposed in [19]
to exhibit hyperchaotic behaviors by coupling the logistic map
with a special nonlinear term. Most of these methods generate
hyperchaotic maps by expanding the systems from 1-D to 2-D
using different nonlinearity, and this strategy may cause low
complexity to the generated hyperchaotic sequences. In addition,
many 2-D chaotic maps [19], [22], [24] have quite narrow and
discontinuous chaotic ranges because their phase planes will
become uncompacted as their control parameters increase. All
digital platforms have finite precision. When a chaotic system
is implemented on digital platforms, its digitalized parameter(s)
can only achieve approximate values. If the chaotic ranges are
discontinuous, a slight disturbance to the parameters may result
in the parameter(s) without chaotic ranges, leading to chaotic
behaviors degrading to regular behaviors. This also causes seri-
ous adverse effects in many chaos-based practical applications.
Consequently, designing new 2-D discrete hyperchaotic maps
with higher complexity and larger chaotic ranges is significant.

This article presents a 2-D exponential chaotic system (2D-
ECS) to generate 2-D hyperchaotic maps with complex chaotic
behaviors. 2D-ECS has a simple structure and can generate many
2-D discrete hyperchaotic maps by cascading exponential non-
linearity with some bounded functions. 2D-ECS uses a bounded
function to ensure that the phase plane of the system is always
compacted, and thus, the generated chaotic maps have large and
continuous chaotic ranges. The main contributions of this work
are summarized in the following.

1) We propose 2D-ECS, a general framework of producing
2-D hyperchaotic maps by cascading exponential non-
linearity with bounded functions. We also create three
examples of new 2-D hyperchaotic maps to show the
effectiveness of 2D-ECS.

2) We build state-mapping networks under different preci-
sions to show the dynamic properties of the new chaotic
maps in digital domain. We also evaluate the new chaotic

Fig. 1. Structure of the 2D-ECS.

maps using different indicators, and the results show
that they can achieve better performance indicators than
representative 2-D chaotic maps.

3) We simulate the new chaotic maps on a microcontroller-
based hardware platform and test their captured hyper-
chaotic sequences using a strict random number test
standard. The test results show that the new chaotic maps
can generate chaotic sequences with high randomness in
contrast to existing 2-D chaotic maps.

4) We apply the new chaotic maps to secure communication
to demonstrate its practicality. The experimental results
show that these chaotic maps exhibit better performance
in resisting transmission noise in this application than
existing chaotic maps.

The rest of this article is organized as follows. Section II
provides the 2D-ECS and its generated 2-D hyperchaotic maps.
Section III builds state-mapping networks to explore the dy-
namic behaviors of the generated 2-D hyperchaotic map in
digital domain. Section IV analyzes the chaotic behaviors of the
three 2-D hyperchaotic maps and compares their performance
indicators with other chaotic maps. Section V builds a hardware
experiment and applies the three 2-D hyperchaotic maps to
the applications of PRNG and secure communication. Finally,
Section VI concludes this article.

II. 2-D EXPONENTIAL CHAOTIC SYSTEM

This section presents the 2D-ECS. To show its effectiveness,
three examples of 2-D hyperchaotic maps are constructed and
the stability of their fixed points (FPs) is analyzed.

A. Definition of 2D-ECS

The 2D-ECS is designed by cascading exponential nonlinear-
ity with bounded functions, and its structure is shown in Fig. 1.
As can be seen, the top branch describes the iteration process, in
which the variable q1(j) is fed into the input of the exponential
function exp1(·), and then, the output of exp1(·) is fed into the
input of function f1(·). After multiplying with a parameter p1,
the obtained output is used as the input of the bottom branch,
where the bottom branch performs the same process with the top
branch. When the exponential functions exp1(·) and exp2(·) are
both set to exp(q2), the mathematical form of the 2D-ECS can
be described by

{
q1(j + 1) = p1f1

(
exp

(
q22(j)

))
q2(j + 1) = p2f2

(
exp

(
q21(j)

)) (1)
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where p1 and p2 are two control parameters, and f1 and f2 are
two bounded functions.

The output of an exponential function diverges and may tend
to infinity. However, a bounded function can ensure that the
output is within a fixed range. By cascading the exponential
function with bounded functions, the 2D-ECS can show the
chaos properties. The 2D-ECS provides users great flexibility
to produce a large number of hyperchaotic maps by using
different exponential functions and different bounded functions.
Moreover, each branch of the 2D-ECS structure in Fig. 1 can
be further expanded to cascade three or more functions. This
provides more flexibility for users to choose more functions
in the construction process. The generated hyperchaotic maps
may possess more control parameters and more hyperchaotic
behaviors, which can generate better hyperchaotic performance
indicators and unpredictable hyperchaotic sequences compared
with existing hyperchaotic maps. These will be verified by ex-
perimental analysis in Section IV. However, some chaos-based
applications need only one chaotic sequence while our 2-D
chaotic maps produce two chaotic sequences. This may lead
to an extra computation cost. Each output state of the new
hyperchaotic map is a floating-point number. When designing
PRNG using the output states, we use only several bits for each
output state and discard the rest bits. This may cause a reduction
of efficiency.

B. Examples of 2-D Hyperchaotic Maps

To show the effectiveness of the 2D-ECS, we provide three
examples of 2-D hyperchaotic maps by cascading exponen-
tial functions with the trigonometric functions. When the two
bounded functions f1 and f2 in (1) are set to the cosine and sine
functions, three 2-D hyperchaotic maps can be constructed as{

q1(j + 1) = a1 cos
(
exp

(
q22(j)

))
q2(j + 1) = a2 cos

(
exp

(
q21(j)

)) (2)

{
q1(j + 1) = b1 sin

(
exp

(
q22(j)

))
q2(j + 1) = b2 cos

(
exp

(
q21(j)

)) (3)

and {
q1(j + 1) = c1 sin

(
exp

(
q22(j)

))
q2(j + 1) = c2 sin

(
exp

(
q21(j)

)) (4)

where a1, a2, b1, b2, c1, and c2 are control parameters, respec-
tively. The three chaotic maps are called 2-D cosine–cosine
(2-D-CC) map, 2-D sine–cosine (2-D-SC) map, and 2-D sine–
sine (2-D-SS) map, respectively.

The cosine and sine functions are two elementary functions
with boundedness. Their outputs are within [−1, 1] and do not
need to be normalized, making their behaviors easily to be
controlled when used to construct chaotic maps. With these prop-
erties, the cosine and sine functions are selected as representative
examples to construct the three 2-D hyperchaotic maps. One has
flexibility to select other bounded functions to construct new 2-D
hyperchaotic maps.

C. Stability of FPs

The stability of a dynamic map can be reflected by its FPs.
An FP of a function is a point that maps to itself by the function,
namely q is an FP of f if f(q) = q. The FPs of the 2D-ECS,
denoted as (q̂1, q̂2), are the solutions of the 2-D equation as
follows: {

q̂1 = p1f1
(
exp

(
q̂22
))

q̂2 = p2f2
(
exp

(
q̂21
))
.

When setting the f1 and f2 as the cosine and sine functions, one
can calculate out all the FPs of the 2-D-CC map, 2-D-SC map,
and 2-D-SS map under some given parameter configurations.
An FP may be unstable or stable. With an unstable FP, the
map’s trajectories closing to the FP will be away from the FP
in the sequential movement. On the contrary, if the FP is stable,
the map’s trajectories closing to this FP will be attracted and
converge to the point. Furthermore, a locally unstable system is
considered to show chaotic behaviors if all FPs are unstable. The
stability of an FP can be determined by the eigenvalues of the
Jacobian matrix at the point. Let |γ1| and |γ2| be two eigenvalues
of the Jacobian matrix of a 2-D system. Then the FP is stable
if |γ1| < 1 and |γ2| < 1, and it is unstable if |γ1| > 1 or/and
|γ2| > 1. The Jacobian matrices of the 2-D-CC map, 2-D-SC
map, and 2-D-SS map can be derived as(

0 −2a1q2 exp
(
q22
)
sin

(
exp

(
q22
))

−2a2q1 exp
(
q21
)
sin

(
exp

(
q21
))

0

)
(

0 −2b1q2 exp(q
2
2) sin

(
exp

(
q22
))

2b2q1 exp(q
2
1) cos

(
exp

(
q21
))

0

)

and(
0 2c1q2 exp

(
q22
)
cos

(
exp

(
q22
))

2c2q1 exp
(
q21
)
cos

(
exp

(
q21
))

0

)

respectively.
Because the diagonal elements of these Jacobian matrices

are all zeros, the two absolute eigenvalues (AEs) |γ1| and |γ2|
of each Jacobian matrix are equal, according to the rules of
linear algebra. For the three maps under some parameter settings,
we have calculated all the FPs and their AEs of the Jacobian
matrices. Each map has many FPs and their corresponding AEs
are larger than one, which means that these FPs of the three
chaotic maps are unstable. Due to the space limitation, Table I
only tabulates two FPs and their corresponding AEs for each
map.

III. STATE-MAPPING NETWORKS

The chaos is defined in mathematical domain with infinite
precision. When a chaotic system is simulated in digital domain
with finite precision, chaos degradation inevitably occurs due to
the precision truncation. Since all chaos-based practical appli-
cations are implemented in digital platforms, it is necessary to
analyze the dynamic properties of the chaotic systems with FP
arithmetic precision. The state-mapping network is a useful tool
to investigate the properties of digitized chaotic maps [14], [25].
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TABLE I
FPS OF THE 2-D-CC MAP, 2-D-SC MAP AND 2-D-SS MAP, AND ABSOLUTE EIGENVALUES (AES) OF THE JACOBIAN MATRIX AT THESE FPS UNDER SOME

PARAMETER SETTINGS

In this section, we use the state-mapping network to investigate
the property of the generated 2-D hyperchaotic maps in digital
domain.

A state-mapping network can be generated by iterating a
chaotic map in digital domain. Each possible state of the phase
plane is considered as a node. The state-mapping network is
generated by connecting two nodes using a directed edge, in
which the former node is mapped to the latter one by the chaotic
map. A state-mapping network may contain many subgraphs,
and every node in the subgraph eventually converges to a cycle
or a self-loop along the directed edges. All cycles of a chaotic
map can be found when plotting out its related state-mapping
network, and then, the dynamic characteristics, including the
subgraph size and convergence time, can be presented. The
subgraph size s denotes the number of nodes that are included
in a subgraph, and the convergence time τ is the number of
iterations required to reach to the steady state.

A. State-Mapping Network With Low Precision

When implemented using low precision, a chaotic map has
a small state space, and thus, its related state-mapping network
can be directly presented.

Taking the 2-D-SS map with parameters c1 = 5 and c2 = −2
as an example to construct the state-mapping networks. Ob-
viously, its iterative value q1(j) ∈ [−5, 5] and q2(j) ∈ [−2, 2].
When setting the arithmetic precision as 1/p, the q1(j) has
10p possible states and the q2(j) has 4p possible states, which
means that the 2-D-SS map has 40× p2 possible states. To
draw the state-mapping network, we first convert each state
q = [q1(j), q2(j)] into an integer k. The conversion procedure
can be mathematically expressed as follows:

k = F (q) = (�q1(j)× p�+ 5p)× 4p+ (�q2(j)× p�+ 2p)

where �·� is the floor function that returns the greatest in-
teger that is less than or equal to “ · .” The possible state
can also be labeled using the ceil function or round function.
However, the quantized values are slightly different when us-
ing different quantization functions, as discussed in [14]. As
a result, only the floor quantization function is used in this
article. Suppose that q′ is the observation state outputted by
the 2-D-SS map with input q. Then, k = F (q) and l = F (q′).
Finally, a directed edge from node k to node l can be generated.

Fig. 2. State mapping networks of the 2-D-SS map under different
precisions. (a) p = 1. (b) p = 2. (c) p = 3.

After connecting every pair of the input with its correspond-
ing output, a state-mapping network of 2-D-SS map can be
constructed.

Fig. 2 shows the state-mapping networks of the 2-D-SS map
under three FP arithmetic precisions 1/p ∈ {1, 1/2, 1/3}. One
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can see that there are several evident characteristics in these
state-mapping networks.

1) The whole state-mapping networks are comprised of a lot
of nodes and associated weakly edges.

2) Each weakly connected node may possess multiple in-
degrees but only one out-degree.

3) Each weakly connected subgraph has only one self-loop
or cycle.

For each largest subgraph, there always exists an un-directed
path for any pair of nodes k and l. Moreover, it can be further
observed from Fig. 2(a)–(c) that the maximum convergence time
τmax are 2, 4, and 5, respectively, which means that the maxi-
mum convergence time increases as the FP arithmetic precision
increases. More precisely, all cycles or self-loops of the 2-D-SS
map under the three precisions are found. For the precision
p = 1, two self-loops “0 → 0” and “31 → 31” and one period-2
cycle “3 → 28 → 3” are found in Fig. 2(a). For the precision
p = 2, one period-4 cycle“0 → 1 → 73 → 72 → 0” is shown in
Fig. 2(b). One self-loop “119 → 119” is found in Fig. 2(c) under
the precision p = 3. These characteristics indicate the abundant
dynamic properties of the 2-D-SS map in the digital domain with
low precision.

B. State-Mapping Network With High Precision

When a chaotic map is studied in digital domain with rela-
tively high precision, it has a large state space, which makes its
state-mapping networks difficult to be exhibited directly. Here,
we apply a statistical approach [26] to present the dynamic
characteristics of the state-mapping networks generated by the
2-D-SS map with high precision. When a state-mapping network
is analyzed using statistical approach, we can obtain its cycle
number n, period per, subgraph size s, mean convergence time
τmean, and maximum convergence time τmax. We use the param-
eter r to denote the ratio between the nodes of the subgraph
with size s and all nodes of the network, which is equal to
the probability of a randomly selected node belonging to the
subgraph with size s.

In our experiment, we set the FP arithmetic precision 1/p
as 1/29, 1/210, and 1/211, respectively. For the three FP arith-
metic precisions, the numbers of possible states generated by
the proposed 2-D-SS map are 10 485 760, 41 943 040, and
167 772 160, respectively. Table II tabulates the results of the
state-mapping networks under different FP arithmetic preci-
sions. As can be seen, compared with low precision, more cycles
with different periods are generated by the 2-D-SS map under
high precisions. When setting the precision to 1/29, 1/210, and
1/211, the related state-mapping networks contain 18, 41, and 32
cycles, respectively. In particular, under the precision p = 211,
the subgraph with the maximum period cycle occupies more
than 40% of the whole network from the indicator r. Moreover,
for these subgraphs with the maximum period cycles, their mean
convergence time τmean, maximum convergence time τmax, and
maximum period per increase when the precision increases. This
demonstrates that the convergence time and maximum period of
the 2-D-SS map can be quite large for sufficiently high precision,
which is beneficial to design chaos-based industrial applications.

TABLE II
RESULTS OF STATE-MAPPING NETWORKS UNDER DIFFERENT PRECISIONS

Fig. 3. Bifurcation plots of the three hyperchaotic maps in the param-
eter plane. (a) 2-D-CC map. (b) 2-D-SC map. (c) 2-D-SS map.

IV. HYPERCHAOTIC BEHAVIORS ANALYSIS

This section analyzes the hyperchaotic behaviors of the 2-
D-CC map, 2-D-SC map and 2-D-SS map, and evaluates their
performance from various indicators.

A. Hyperchaotic Behaviors

The dynamic behaviors are evaluated using the bifurcation
plots. When calculating the periodicities and LEs of iterative
sequences of a 2-D discrete map, a 2-D bifurcation plot with
multiple colors can be portrayed in the parameter plane. Fig. 3
shows the bifurcation plots of the three maps with all parameters
varying in [−4, 4]. In the parameter plane, each color presents
each periodicity of the trajectory generated by each map with
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Fig. 4. Left column displays the LEs of the (a) 2-D-CC map, (b) 2-D-SC
map, and (c) 2-D-SS map under the parameter ranges a1, b1, c1 ∈ [2, 3]
and a2, b2, c2 = 6, whereas the middle and right columns display the
corresponding bifurcation diagrams.

corresponding parameters. The areas marked as orange and red
present the chaotic behavior (labeled as CH) and multiperiod
(labeled as MP), respectively, and the areas marked as other col-
ors denote period-1 (labeled as P1) to period-8 (labeled as P8).
As shown that the three maps exhibit rich dynamic behaviors,
including FPs, periods, multiperiod, and chaotic behavior. To
intuitively show the dynamic behaviors of the three maps, we
study their bifurcation behaviors with corresponding parame-
ters. The parameters a1, b1, and c1 in the three 2-D hyperchaotic
maps vary within the range [2–3], and the other parameters a2,
b2, and c2 are fixed as 6. Fig. 4 shows the LEs and bifurcation
diagrams of the three maps. As can be seen, they have wide
parameter intervals with two positive LEs, indicating a wide
hyperchaotic parameter interval. Besides, the iteration variable
q1 can visit larger ranges when the parameters increase.

We also analyze the hyperchaotic sequences of the three
2-D hyperchaotic maps. The initial value and control parameter
are set to (q1(0), q2(0)) = (0.9,−0.2) and (a1, a2) = (6,−6)
for the 2-D-CC map, (q1(0), q2(0)) = (0.7, 0.8) and (b1, b2) =
(2, 2) for the 2-D-SC map, and (q1(0), q2(0)) = (0.1, 0.2) and
(c1, c2) = (5,−2) for the 2-D-SS map. Under these settings,
the 2-D-CC map, 2-D-SC map and 2-D-SS map have two
positive LEs (LE1,LE2) = (19.383, 19.673), (LE1,LE2) =
(2.601, 2.610) and (LE1,LE2) = (9.838, 9.873), respectively,
which means that they have hyperchaotic behaviors. The trajec-
tories of the three hyperchaotic maps are shown in Fig. 5. As

Fig. 5. Trajectories of the three hyperchaotic maps with two positive
LEs the phase plane. (a) 2-D-CC map. (b) 2-D-SC map. (c) 2-D-SS map.

Fig. 6. Hyperchaotic sequences with 100 states. The sequences from
top to bottom are generated by the 2-D-CC map, 2-D-SC map, and 2-D-
SS map, respectively.

can be observed, the generated trajectories are distributed in the
whole phase plane. Besides, Fig. 6 shows the six hyperchaotic
sequences of these three chaotic maps. It can be seen that each
sequence of the maps oscillates randomly within a certain range.

B. Performance Evaluations

We analyze the performance of the three 2-D hyperchaotic
maps from the following several indicators:

1) the largest LE (LLE) [27],
2) permutation entropy (PE) [28],
3) correlation dimension (CD) [29],
4) information entropy (IE) [10], and
5) sample entropy (SE) [30].

The control parameter and initial value are set as the same
values with them in Section IV-A and the lengths of the tested
hyperchaotic sequences are set to 2× 104.

Table III tabulates the experimental results of the hyper-
chaotic sequences generated by the three new hyperchaotic
maps. As shown that the three maps have large LLE, PE,
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TABLE III
PERFORMANCE INDICATORS OF THE THREE 2-D HYPERCHAOTIC MAPS

TABLE IV
COMPARING RESULTS OF THE LLE, PE, CD, IE, AND SE OF DIFFERENT

2-D MAPS

CD, IE, and SE values, demonstrating the complex chaotic
behaviors of the proposed 2-D hyperchaotic maps. With com-
plex chaotic behaviors, they are suitable for many chaos-based
applications.

C. Performance Comparisons

To highlight the superior performance indicators of our newly
generated 2-D hyperchaotic chaotic maps, we compare the per-
formance indicators of the three 2-D chaotic maps with existing
2-D maps, including the Hénon map [22], Jiang et al. [24] map,
Li et al. [20] map, Kong et al. [21] map, and Bao et al. [31] map.
To provide a fair comparison, the parameters and initial values
of these maps are set as the values that can make them achieve
the best performance indicators.

Table IV tabulates the comparison results of the LLE, PE, CD,
IE, and SE for different 2-D maps. We only show the results
of our 2-D-CC map in Table IV, since the results of the other
two maps can be tabulated in Table III. As can be seen, the
2-D-CC map can achieve higher LLE, PE, CD, IE, and SE values
than other existing chaotic maps. The comparison results further
show the high performance indicators of the hyperchaotic maps
generated by our 2D-ECS.

V. HARDWARE IMPLEMENTATION AND APPLICATION

In this section, we first implement the three 2-D hyperchaotic
maps generated by the 2D-ECS on a digital hardware plat-
form, and then apply the three 2-D hyperchaotic maps to the
applications of PRNG and secure communication using the
hyperchaotic sequences generated by the three maps.

A. Hardware Experiment Verification

When a hyperchaotic map is applied to industrial applications,
it should be implemented on the hardware platform. Here,
to show the easy hardware implementation of the three 2-D
hyperchaotic maps generated by the 2D-ECS, we design a

Fig. 7. Microcontroller-based hardware platform and its generated hy-
perchaotic sequences for the 2-D-CC map.

microcontroller-based hardware platform and use it to imple-
ment the three 2-D hyperchaotic maps.

Since the microcontroller has many properties including low
cost, pony size, and ultralow power, it is widely employed in
industrial applications. In our designed experiments, the ex-
perimental devices mainly contain a 32-bit high-performance
microcontroller STM32F407VET6, two 12-bit D/A converters
DAC8563, an oscilloscope DSO6004 A, and some peripheral-
linked circuits. Fig. 7 shows the snapshot of the hardware
devices. The microcontroller is used to implement the hyper-
chaotic maps, the D/A converters output analog voltage signals,
and the oscilloscope displays the obtained results. According
to the mathematical expressions of the three chaotic maps in
(2)–(4), we first program the models using C language and then
download the programmed codes to the microcontroller. The
control parameters and initial values are set to the same values as
them in Section IV-A, and they are preloaded into the hardware
platform. When running the program in the microcontroller, the
two-channel hyperchaotic sequences of each 2-D chaotic map
can be synchronously outputted.

The outputted two-channel hyperchaotic signals of all the
chaotic maps are captured from the oscilloscope and shown in
Fig. 8. As shown that the three groups of two-channel chaotic
sequences oscillate randomly within certain amplitude ranges.
The simulation results indicate the effectiveness and feasibility
of the hardware implementation for the three 2-D hyperchaotic
maps.

B. Application in PRNG

Since a chaotic system has many properties, including initial
state sensitivity, aperiodicity, and ergodicity, it is widely applied
to PRNG. This section designs PRNGs using the three 2-D
hyperchaotic maps generated by the 2D-ECS, and then tests
their randomness.
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Fig. 8. Three groups of two-channel voltage sequences captured from the hardware platform for the (a) 2-D-CC map, (b) 2-D-SC map, and
(c) 2-D-SS map. The top sequence is the output of q1 and the bottom sequence is the output of q2 in each hyperchaotic map.

TABLE V
TESTU01 TEST RESULTS OF THE PRNS GENERATED BY DIFFERENT CHAOTIC MAPS WITH TYPICAL CONTROL PARAMETERS AND INITIAL VALUES

1) Design of PRNG: Suppose that Q1 = {q1(1), q1(2),
. . . , q1(j), · · · } and Q2 = {q2(1), q2(2), . . . , q2(j), · · · } are
two sets of chaotic sequences outputted by a 2-D chaotic map.
The pseudorandom numbers (PRNs) can be generated by

Q = �(q1(j) + q2(j))× 107� mod 28 (5)

where �·� is the function that returns the greatest integer that
is less than or equal to “ · .” It is obvious that an 8-bit stream
can be obtained from each pair of the elements in Q1 and Q2.
The designed PRNG uses two sequences as input and is suitable
for chaotic maps of any dimension. When a 1-D chaotic map is
used as the source chaotic map, one can use it to generate two
chaotic sequences with different initial values, and then use the
two chaotic sequences as the inputs of the PRNG. When an HD
chaotic map is used as the source chaotic map, one can directly
use its two chaotic sequences as inputs.

2) Randomness Test: Researchers developed many test
standards to test the randomness of PRNs, such as the NIST SP
800-22, DIEHARD, and TestU01. To the best of our knowledge,
the TestU01 standard is the strictest one and can test considerably
longer random sequences than other test standards. The largest
data that can be measured by the TestU01 can reach to 10 Tb. The
TestU01 provides eight batteries to test the empirical statistics
of the PRNs. These eight batteries are developed to find the
nonrandomness area of PRNs from various aspects. Each battery
is composed of a lot of statistical tests, and each statistical test
can obtain a p-value. According to the discussions in [32], the

tested PRNs are considered to pass the related statistical test if
the obtained p-value falls into the range [0.001,0.999].

In our experiments, the initial values and parameters of the
2-D-CC map, 2-D-SC map and 2-D-SS map are set the same
values as them in the performance evaluations in Section IV-A.
For each competing chaotic map, its control parameters and
initial values are set to the same values with them in Table IV.
Since the Rabbit, Alphabit, and BlockAlphabit batteries can
utilize different lengths of PRNs as input, the binary sequence
lengths in the three test suites are fixed as 128 Gb. The other five
batteries test the PRNs with default lengths, and the BigCrush
battery contains 160 statistical tests, and its test length can
approach to 10 Tb.

Table V tabulates the test results of the PRNGs using different
chaotic maps. As can be observed that the PRNs generated
from our 2-D hyperchaotic maps can successfully pass all the
statistical tests, while some other competing PRNGs fail to pass
some statistical tests. These results demonstrate that our 2-D
hyperchaotic maps can produce a large number of PRNs with
high randomness, which further indicates that the maps possess
high complexity to resist chaos degradation.

C. Secure Communication Application

Chaotic sequence is usually used to carry secret data, due to its
large bandwidth and low power density [33]. This section utilizes
the reference-shifted differential chaos shift keying (RS-DCSK)
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Fig. 9. Transmitter of the RS-DCSK.

proposed in [33] to test the performance of the three hyperchaotic
maps in secure communication application.

1) Scheme of RS-DCSK: The RS-DCSK includes the trans-
mitter and receiver components. The structure of the transmitter
is shown in Fig. 9. The chaos generator can generate chaotic
sequences with given initial conditions. The generated chaotic
sequence is transmitted directly as one reference signal and
its exact replica is used to modulate information bits. After
switching the time, the final transmitted signal is formed. For kth
frame, the reference signal Qk = {qi|2kM < i ≤ (2k + 1)M}
is anM−length chaotic sequence, whereM is the spread factor.
The mathematical expression of the kth frame in the transmitted
signal can be written as follows:

ti =⎧⎪⎪⎪⎨
⎪⎪⎪⎩
qi 2kM < i ≤ (2k + 1)M
√
2
2 (b2kqi−M+b2k+1qi−M

2
) (2k+1)M<i≤2kM+ 3

2M.
√
2
2 (b2kqi−M+b2k+1qi− 3M

2
) 2kM+ 3

2M<i≤2(k+1)M

(6)

The final transmitted signal contains two components. The first
component is the reference signal Qk, whereas the second
component is the sum of two parts. The first part is the product
of information bit b2k and reference signal Qk, and the second
part is the product of b2k+1 and Q∗

k, where Q∗
k is generated

by swapping the positions of the first and second halves of the
sequence Qk. Thus, one frame can carry two information bits.
Since the transmitter modulates the information in a continuous
way, three delay blocks are required when modulating two
information bits in one frame.

The receiver demodulates the transmitted signal from the
transmitter. Since many physical transmission channels are
noisy channels, the signal ri may be different with the trans-
mitted signal ti, and thus, ri = ti + ζi, where ζi denotes the
noise part. The correlators Z2k and Z2k+1 for the information
bits b2k and b2k+1 are calculated by adding the multiplication of
ri with its delay version ri−M and r∗i−M , respectively. Namely,
the correlators Z2k and Z2k+1 are written as

Z2k =

2(k+1)M∑
i=(2k+1)M+1

riri−M

=

√
2

2

2(k+1)M∑
i=(2k+1)M+1

b2kq
2
i−M + ψ (7)

Fig. 10. BERs of the RS-DCSK using various 2-D chaotic maps at the
spread factor M = 40 and SNR ∈ {1, 2, . . . , 28}.

Z2k+1 =

2(k+1)M∑
i=(2k+1)M+1

rir
∗
i−M

=

√
2

2

2(k+1)M∑
i=(2k+1)M+1

b2k+1q
2
i−M + η (8)

where ψ and η are noise parts. Since the noise has considerably
smaller energy than the information bits, the signs of Z2k and
Z2k+1 are determined by the signs of the data bits b2k and b2k+1,
respectively. Thus, despite the noise influences, the information
bits can be demodulated by

bn =

{
1, forZn > 0

−1, forZn < 0.

2) Simulation Results: Our experiments use the three new
hyperchaotic maps as chaotic generators to measure the perfor-
mance of the RS-DCSK in resisting transmitted noise. Since
the addition white Gaussian noise (AWGN) is one of the most
common noises in transmission channels, we simulate the RS-
DCSK in the AWGN environment, and calculate the bit error
rates (BERs) of the RS-DCSK. The parameters and initial values
of the proposed chaotic maps and other competing maps are set
to be the same as those in Tables III and IV, respectively.

The experiments are performed against various noise levels by
fixing the spread factor M = 40. For each 2-D chaotic map, we
randomly produce one 106-length bit binary, and then, calculate
the BERs between the decoded information bits and original in-
formation bits, respectively, with the signal–noise-ratios (SNRs)
SNR ∈ {1, 2, . . . , 28}. Fig. 10 shows the BERs of RS-DCSK
using different 2-D chaotic maps. As can be seen, when using
the new 2-D chaotic maps as chaos generators, the RS-DCSK
can always achieve smaller BERs than when using other 2-D
chaotic maps as chaos generators. This result demonstrates that
the chaotic maps produced by the 2D-ECS can show stronger
ability to resist the AWGN than existing maps in RS-DCSK
scheme.

Authorized licensed use limited to: University Town Library of Shenzhen. Downloaded on October 10,2023 at 14:10:32 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG et al.: 2-D EXPONENTIAL CHAOTIC SYSTEM WITH HARDWARE IMPLEMENTATION 9355

VI. CONCLUSION

In this article, we proposed a 2D-ECS. The 2D-ECS could
generate a large number of 2-D hyperchaotic maps by cascading
exponential nonlinearity with bounded functions. To demon-
strate the effects of the 2D-ECS, three 2-D hyperchaotic maps
were generated by cascading the exponential functions with
trigonometric functions. We analyzed the fundamental dynamic
characteristics of one 2-D hyperchaotic map as an example
using state-mapping networks. Property analysis disclosed that
these 2-D hyperchaotic maps possessed complex dynamics and
hyperchaotic behaviors. Performance evaluations showed that
they had better performance indicators than existing 2-D chaotic
maps. We simulated the three 2-D hyperchaotic in the hardware
platform and employed their hyperchaotic sequences to design
PRNGs. The test results indicated the high randomness of the
generated PRNs. Finally, we employed the three new chaotic
maps to secure communication, and the experimental results
showed that these maps exhibit better performance in withdraw-
ing channel noise than existing maps. Since the hyperchaotic
maps generated by our 2D-ECS had high complexity, and they
were suitable for many chaos-based applications. Our future
work will study the applications of these 2-D hyperchaotic maps
in secure video communication and image encryption.
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