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Abstract—Chaotic systems are widely employed in many
practical applications for their significant properties. Ex-
isting chaotic systems may suffer from the drawbacks of
discontinuous chaotic ranges and frail chaotic behaviors.
To solve this issue, this paper proposes a two-dimensional
(2D) sine chaotification system (2D-SCS). 2D-SCS can not
only significantly enhance the complexity of 2D chaotic
maps, but also greatly extend their chaotic ranges. As
examples, this paper applies 2D-SCS to two existing 2D
chaotic maps to obtain two enhanced chaotic maps. Perfor-
mance evaluations show that these two enhanced chaotic
maps have robust chaotic behaviors in much larger chaotic
ranges than existing 2D chaotic maps. A microcontroller-
based experiment platform is also designed to implement
these enhanced chaotic maps in hardware devices. Further-
more, to investigate the application of 2D-SCS, these two
enhanced chaotic maps are applied to design a pseudo-
random number generator. Experiment results show that
these enhanced chaotic maps can produce better random
sequences than the existing 2D and several state-of-the-art
one-dimensional (1D) chaotic maps.

Index Terms—Chaotic system, chaotification, hard-
ware implementation, nonlinear system, random number
generator.

[. INTRODUCTION

ONLINEAR system attracts increasing attention from var-
ious fields and has a wide body of researches in industrial
applications [1]-[3]. For example, a class of uncertain cascaded
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nonlinear systems was developed for motor-servo systems [4].
Chaos theory is a branch of nonlinear theory and it studies
chaotic behaviors that are sensitive to initial conditions [5]—[7].
According to the definition of R. L. Devaney in [8], a dynamical
system is considered to have chaotic behaviors if it is sensitive to
initial conditions and topological mixing, and has dense periodic
orbits. Thanks to these properties, chaotic systems have been
studied and applied to many industrial applications [9]-[12].
Particularly, they are widely used in pseudorandom number gen-
erators [13], [14], because chaotic systems and pseudorandom
number generators have the same properties of initial condition
sensitivity and unpredictability [15].

A chaotic system is a mathematical model to simulate chaotic
behaviors and many chaotic systems have been designed [16].
However, these chaotic systems may have some drawbacks
in various aspects. First, their chaotic ranges are small or
discontinuous [17]. When chaotic systems are simulated in
finite-precision platforms, their control parameters can only
approximate the real parameters, due to precision truncation.
Thus, if the chaotic ranges are too small or discontinuous, the
approximations of the control parameters may be within the
non-chaotic ranges. This leads the chaotic systems to lose chaos
properties [18]. Second, the trajectories of the existing chaotic
systems may visit only a small region of their phase planes.
This causes negative effects to many chaos-based applications.
For example, the chaos-based pseudorandom number generators
cannot produce uniformly distributed random sequences [13].
Besides, some existing chaotic systems have simple chaotic
behaviors and their chaotic signals can be deduced using some
technologies [19], [20]. Theoretically, the chaotic signals of a
chaotic system are deterministic only when knowing the initial
condition of the chaotic system. However, with simple chaotic
behaviors, the chaotic signals of some chaotic systems can be
directly estimated without knowing the initial conditions [21].
When this happens, the corresponding chaotic systems lose
unpredictability, which leads to failures of some applications
using chaos [22].

Recently, many research works have been devoted to over-
coming the drawbacks of existing chaotic systems [23], [24].
Some research works focus on enhancing the complexity of
chaotic signals. They either contaminate chaotic signals using
some noise [25], [26] or replace fixed control parameters of
chaotic systems using dynamical ones [27]. For example, Lan
et al. introduced a parameter-selection method to remove the
control parameters that result in weak chaotic behaviors [28].
By setting a predefined threshold, the control parameters with
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large Kolmogrov entropy are selected to generate chaotic sig-
nals. This can obviously enhance the complexity of chaotic
signals and have positive effects to some chaos-based appli-
cations [3]. However, it cannot change the complexity and
behaviors of chaotic systems, and thus, may not be suitable
for some applications such as nonlinear control and chaos
synchronization [16], [29].

Another effective strategy of overcoming the drawbacks of
existing chaotic systems is to enhance the dynamic complexity
of chaotic systems [17], [30]. This strategy either enhances the
complexity of existing chaotic systems or designs new chaotic
systems with more complex behaviors [31]. Currently, this
strategy focuses on one-dimensional (1D) chaotic systems. This
is because 1D chaotic systems have simple structures that need
low implementation costs [ 17]. However, the 1D chaotic systems
may have disadvantages such as easily predicted chaotic signals.
The high-dimensional chaotic systems, on the other hand, have
complicated structures and their chaotic signals are difficult to
predict. However, complicated structures also lead to expensive
implementation costs. Thus, this paper focuses on enhancing
the chaos complexity of two-dimensional (2D) chaotic systems
since the 2D chaotic systems can balance the tradeoff between
the implementation cost and chaotic performance.

To enhance the chaos complexity of 2D chaotic systems,
this paper proposes a 2D sine chaotification system (2D-SCS).
2D-SCS uses the sine transform as a chaotification framework
and applies it to each output of 2D chaotic systems. As the
sine transform is a bounded function for any input, 2D-SCS
can generate chaos in a large parameter range. Examples of
enhanced chaotic maps and application verify the effectiveness
of 2D-SCS. The main novelty and contributions of this paper
are summarized as follows.

1) We propose 2D-SCS as a universal chaotification frame-
work for enhancing chaos performance of 2D chaotic
maps. 2D-SCS is not only able to significantly enhance
the complexity of 2D chaotic maps, but also able to
greatly extend their chaotic ranges.

2) To demonstrate the effectiveness of 2D-SCS, two existing
2D chaotic maps are enhanced by 2D-SCS. Performance
evaluations show that these enhanced maps can achieve
considerably larger chaotic ranges and more complex
chaotic behaviors than the 2D chaotic maps before en-
hanced and some newly generated 1D chaotic maps.

3) A microcontroller-based experiment platform is devel-
oped to implement the enhanced chaotic maps of 2D-
SCS in hardware devices. The results indicate that
these enhanced chaotic maps have simple hardware
implementations.

4) To further investigate the application of 2D-SCS, these
enhanced chaotic maps are applied to the pseudorandom
number generator. Experiment results show that these
enhanced maps can generate more random sequences
than the 2D chaotic maps before enhanced and some
newly generated 1D chaotic maps.

The rest of this paper is organized as follows. Section II
presents two existing 2D chaotic maps and reviews the re-
lated works as background. Section III presents the proposed

2D-SCS and studies two examples of the enhanced chaotic
maps of 2D-SCS. Section IV evaluates the performance of the
two enhanced chaotic maps. Section V implements these two
enhanced chaotic maps in hardware devices and investigates
their application in pseudorandom number generator. Finally,
Section VI concludes this paper.

Il. PRELIMINARY KNOWLEDGE

This section presents two 2D chaotic maps, which are used
as examples to demonstrate the effectiveness of 2D-SCS in
Section III. The related works are also reviewed as a background.

A. Existing 2D Chaotic Maps

The Hénon map was developed by Michel Hénon and it is
one of the most studied examples of 2D chaotic systems [16].
The Hénon map is defined as

ey

Tpy1 = 1 - a’x%z + Yn
Yn+1 = by

where a and b are two control parameters. The Hénon map can
achieve excellent chaos dynamics when a = 1.4 and b = 0.3.

The 2D sine logistic modulation (2D-SLM) map is a recently
developed 2D chaotic system [32]. It is developed from the
1D sine and logistic maps. The mathematical equation of the
2D-SLM map is written as

Tnt+1 = a(Sin(ﬂ—yn) + b)xn (1 - xn) 2)
Ynr1 = a(sin(ma,11) + 0)yn (1 — y,)
The two control parameters a € [0, 1] and b € [0, 3]. The 2D-
SLM map shows classical chaotic behaviors when a = 1 and
b=3.

The bifurcation diagram of a chaotic system shows the visited
or approached values of one variable with the change of control
parameter(s), while the trajectory of a 2D chaotic system shows
the visited or approached points in the 2D phase plane. Thus,
bifurcation diagram and trajectory of a 2D chaotic system can
visually display the behaviors of the system. Fig. 1 shows the
bifurcation diagrams and trajectories of the Hénon and 2D-SLM
maps. To better show the observation results, their bifurcation
diagrams are plotted with the change of one parameter and
another parameter is set as a fixed value that can make the two
chaotic maps achieve complex chaotic behaviors. As can be
seen, the Hénon and 2D-SLM maps have small chaotic ranges
and their chaotic ranges are discontinuous. Meanwhile, their
trajectories visit only a small region of the phase plane.

The Hénon and 2D-SLM maps have simple structures that
can benefit their implementation costs. However, as shown
in Fig. 1, they also have various disadvantages. First, their
simple structures make their trajectories have some patterns
and they cannot distribute uniformly in the phase plane. Sec-
ond, they have small chaotic ranges, indicating that they have
chaotic behaviors in only few parameter settings. Moreover,
their chaotic ranges are discontinuous and even isolated. This
means that their chaotic behaviors are frail and a small change
to their control parameters may lead their parameters to enter
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Fig. 1. Bifurcation diagrams and trajectories of two 2D chaotic maps.
(a)-(b) Hénon map’s two bifurcation diagrams under b = 0.3 and a €
[0.6,2] and (c) its trajectory under (a,b) = (1.4,0.3). (d)-(e) 2D-SLM
map’s two bifurcation diagrams under b =1 and a € [0.6,1.2] and (f)
its trajectory under (a,b) = (1,3).

the nonchaotic ranges. This brings negative effects to some
chaos-based applications, because the parameters of chaotic
systems are easily perturbed by different kinds of noise when
chaotic systems are simulated in practical applications [33].

B. Related Works

One effective strategy of overcoming the drawbacks of exist-
ing chaotic maps is to develop new chaotic systems with com-
plex behaviors. At present, some efforts have been devoted to
addressing this and they can be classified into two cate-
gories [17], [34]-[37]. The first category of efforts designs
new chaotic systems with specific mathematical definitions.
In [35], Yu ef al. developed a simple fourth-order double-torus
chaotic circuit. Dynamical behavior investigation demonstrates
that the chaotic circuit can generate complex chaotic attractors
by switching and displacing a basic linear circuit. In [34],
Chen et al. constructed a chaotic system by controlling a
nominal system using a feedback controller. Theoretical analysis
demonstrates that the constructed chaotic system has complex
dynamic behaviors and is suitable for secure communication.

The second type of efforts is to design some general chaotic
frameworks. Using these frameworks, one can obtain many new
chaotic maps. In [17], Wu et al. proposed a wheel-switching
chaotic framework. Using a controlling sequence to determine
which chaotic map is selected, the chaotic framework is able
to generate a large number of new chaotic sequences. In [37],
Hua et al. introduced a parameter-control chaotic framework.
This framework can produce a large number of new chaotic maps
using the outputs of a chaotic map to dynamically control the
parameter of another chaotic map. Nine examples of new chaotic
maps are produced and evaluated. The results demonstrate
that these generated chaotic maps have more complex chaotic
behaviors than existing chaotic maps.

Compared with existing chaotic maps, these newly generated
chaotic maps have more control parameters and more com-
plex chaotic behaviors, and thus, can significantly promote the

chaos-based applications. However, these efforts still have some
disadvantages. The chaotic maps generated using these previous
works cannot achieve continuous chaotic ranges [35]-[37].
Besides, the outputs of these generated chaotic maps cannot
uniformly distribute in the entire phase plane [17], [34]-[36].

[ll. TwO-DIMENSIONAL SINE CHAOTIFICATION SYSTEM

This section introduces a 2D-SCS and studies two examples
of the enhanced chaotic maps of 2D-SCS.

A. Two-Dimensional Sine Chaotification System

To address the drawbacks of existing chaotic maps in discon-
tinuous chaotic ranges, frail chaotic behaviors, and incomplete
output distributions, this study proposes the 2D-SCS to enhance
the chaos complexity of existing 2D chaotic maps. 2D-SCS uses
a sine transform as a chaotification framework and applies it to
each output of existing 2D chaotic maps. The general form of
2D-SCS, denoted as S(z, y), can be represented as

S(z,y) = sin(7F(z,y)) ©)

where x and y are two variables, and F(z, y) is an existing 2D
chaotic map that can be represented as

Tp+1 = A(xnayn)
Yn+1 = B(xnyyn)

Then, the iterative form of 2D-SCS in (3) can be written as

Tp+1 = Sin(ﬂ'A(xn s yn)) (4)
Yn+1 = Sin(ﬂB(mny yn))

For many existing 2D chaotic maps, with the increment of
their control parameters, their phase planes become uncom-
pacted. This makes their output values diverge to infinity. Thus,
they cannot exhibit chaotic behaviors with the increment of
their control parameters and have small chaotic ranges. The sine
transform is a bounded function and its output range is [—1, 1]
for any input. According to [37], the sine map with parameter
equal to one can achieve complex nonlinear dynamics and its
outputs can uniformly distribute in its phase plane. Thus, the
sine transform is a natural candidate to enhance the complexity
of chaotic maps. Then, 2D-SCS has the following properties: 1)
it can significantly enhance the dynamic complexity of existing
2D chaotic maps in their chaotic ranges and 2) it is able to
produce chaos in the parameters where existing chaotic maps do
not have chaotic behaviors. This can greatly extend the chaotic
ranges of existing maps.

As mentioned in Section II-B, chaotic maps generated by
previous works cannot achieve continuous chaotic ranges, or
their outputs cannot uniformly distribute in the entire phase
plane, or neither. However, the enhanced chaotic maps of
2D-SCS can achieve robust chaotic behaviors in continuous
chaotic ranges and their outputs can distribute in the full region
of the phase plane. These properties are verified by performance
evaluation results in Section IV. To show the effectiveness of
2D-SCS, as examples, the two existing chaotic maps presented
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in Section II-A are enhanced by 2D-SCS and the chaotic
behaviors of the enhanced chaotic maps are studied.

B. Enhanced Hénon Map

1) Definition: When the Hénon map in (1) is used as the
existing 2D chaotic map F(x,y) in (3), the enhanced Hénon
map can be obtained and it is defined as

Tpy1 = sin(r(1 —ax? +y,))
Ynil = sin(wl;xn)

&)

where the two control parameters a, beR.

2) Stability: The stability of a dynamical system can be
deduced using its fixed points. A fixed point of a dynamical
system is an element of its domain that maps to itself. For
example, v is a fixed point of f(-) if f(f(---f(v)--+)) =w.
The fixed points of the enhanced Hénon map, denoted as (2, §),
are the solutions of the following 2D equation:

{i: = sin(m(1 — ai® + 7))
§ = sin(7bi)

The fixed points of a dynamical system may be stable or un-
stable. A stable fixed point indicates that the states approaching
the fixed point will be attracted and the system will become
stationary in the long-term evolution. An unstable fixed point
indicates that the close states will be rejected by the fixed point
and the system will oscillate. The gradient of a system can
indicate the stability of the fixed points. A 2D dynamical system
with two gradients can be reflected by the eigenvalues of its
Jacobian matrix. For a 2D dynamical system, suppose A and A,
are the two eigenvalues of the Jacobian matrix of the system, the
fixed point is stable if |A;| < 1 and |A,| < I, and it is unstable
if |A;| > 1 for j =1 or 2 [38]. The Jacobian matrix J of the
enhanced Hénon map can be calculated as

(6)

cos(m(1 — az? +y,)) cos(m(l — ax? + y,))m
w(—2ax,) G

cos(mbx, )b 0

Table I shows all the fixed points and related absolute eigen-
values of the Jacobian matrix of the enhanced Hénon map under
several parameter settings. One can observe that the enhanced
Hénon map has different numbers of fixed points under different
parameter settings. For all the fixed points, at least one absolute
eigenvalue is larger than one. This means that all these fixed
points are unstable.

Fig. 2(a) and (b) demonstrates the bifurcation diagrams of the
enhanced Hénon map with parameters @, b € [0, 1000] and its
trajectory under the fixed parameter setting (@, b) = (500, 500).
As can be observed, the outputs of the enhanced Hénon map
distribute in the whole phase plane.

C. Enhanced 2D-SLM Map

1) Definition: When applying 2D-SCS to the 2D-SLM map,
i.e., the existing 2D chaotic map, F(x,y) in (3) is set as the

TABLE |
FIXED POINTS AND THEIR ABSOLUTE EIGENVALUES OF THE JACOBIAN
MATRIX OF THE ENHANCED HENON MAP

Fixed points
(,9)
(—0.4150, —0.9640)
(—0.7500, —0.7070)

Absolute eigenvalues of
J@.9)
[A1] = 3.1295, |A2| = 0.7571
[A1] = 2.1502, |A2] = 2.1502

(1,1) (0,0) IA1| = 3.1416, |A| = 3.1416
(0.9250,0.2320) | |A1] = 1.9064, |A| = 1.9064
(0.8640,0.4140) | |A1| = 3.8873, |As| = 1.1606
(—0.8040,0.9440) | |A;] = 1.9753, [Ao| = 1.9753
(—0.5940,0.5560) | |A1| = 5.4248, | Ay = 2.4273
(1,2) (0,0) IA1| = 4.4429, [Ao| = 4.4429

(0.4880, 0.0760)
(0.5780, —0.4700)
(—0.3410, —0.8780)
(—0.6750, —0.8530)
(0,0)
(0.8020, 0.5830)
(0.7180, 0.7760)

IA1| = 5.6949, |As| = 3.0176
|A1| = 3.7709, |As| = 3.7709
|A1| = 4.9308, [A2| = 0.9015
|A1| = 6.8185, |Ay| = 0.5582
IA1| = 3.1416, |A| = 3.1416
IA1| = 5.0666, [As| = 0.9442
IA1| = 6.9069, |As| = 0.6289

3 1000 1000 a 3 1000 1000

®

B 1000 1000 5 5

(b) (d

1000 1000 F X,

Fig. 2. Bifurcation diagrams and trajectories of the (a)-(b) enhanced
Hénon, and (c)-(d) enhanced 2D-SLM maps, respectively.

2D-SLM map in (2), the enhanced 2D-SLM map is obtained
and it is defined as

Ty o1 = sin(ma(sin(my, ) + )z, (1 — z,)) @)
Ta

Yn+1 = Sin( (Sin(ﬂ—anrl) + E)yn(l - yn))

where the two control parameters of the enhanced 2D-SLM map
a,beR.

2) Stability: To obtain all the fixed points of the enhanced
2D-SLM map, let (2,11, Yn+1) = (Zn, yn ), and the fixed points
of the enhanced 2D-SLM map are the solutions of the following
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TABLE Il
FIXED POINTS AND THEIR ABSOLUTE EIGENVALUES OF THE JACOBIAN
MATRIX OF THE ENHANCED 2D-SLM MAP

Fixed points
(2,9)
(—0.2680, —0.7320)
(—0.2680, —0.2680)
(0.7780,0.2220)
(0.7780,0.7780)
(—0.5330, —0.5330)
(—0.5330, —0.4680)

Absolute eigenvalues of
J@.9)
[A\1] = 0.1732, |A\o| = 7.1148
[A1] = 0.2056, |A2] = 6.7904
[A1] = 2.1713, |Ag| = 1.4978
[A1] = 1.8034, |A2| = 1.8034
[A1] = 5.5090, |A2| = 5.5090
[A1] = 6.1328, |A2| = 3.1040

1,2
(1,2) (0.8460,0.1540) | |A1| = 3.0448, |2 = 2.6760
(0.8460,0.8460) | |A1| = 2.8545, |Ao| = 2.8545
(0.8640,0.1360) | |A1| = 3.8633, |2 = 2.7334
(2,1) (0.7040,0.2970) | |A1| = 2.0960, |2 = 5.1334
’ (0.7040,0.7030) | |A1| = 1.2941, |Ao| = 8.3145
(0.8640,0.8640) | |\] = | = 3.2496
2D equation:
& = sin(wa(sin(7g) + b)z(1 — 1)) ©)
§ = sin(ra(sin(r) + b)j(1 — )
The Jacobian matrix of the enhanced 2D-SLM map is
NN
J= ‘J3 A (10)
where
Ji = cos(M)ma(sin(my, ) + b)(1 — 2z, )
Jo = cos(M)ma cos(myy, )ma, (1 — )
( Y ) cos(msin(M)) . J

Jy = cos(N)mway, (1 —
)7

Js = cos(N)ma((sin(m sin(M)) + b)(1 — 2y,
+ yn (1 —y,) cos(mwsin(M))wJ,)

M = mé(sin(my,) + b)aa (1 - z,)

N = ma(sin(mz, 1) + )y (1 — yn ).

For the enhanced 2D-SLM map under several parameter set-
tings, Table I shows its fixed points and the absolute eigenvalues
of its Jacobian matrix at these fixed points. One can observe
that the enhanced 2D-SLM map has different numbers of fixed
points for different parameters. For each fixed point, at least one
absolute eigenvalue is larger than one. This implies that all these
fixed points of the enhanced 2D-SLM map are unstable.

Fig. 2(c) and (d) shows the bifurcation diagrams of the
enhanced 2D-SLM map with parameters @, b € [0, 1000], and its
trajectory under the fixed parameter setting (@, b) = (500, 500).
One can observe that the two variables x,, and vy, distribute
uniformly within the range [—1, 1], indicating that these outputs

can visit all the regions of the phase plane. Thus, the en-
hanced 2D-SLM map has complex chaotic behaviors from this
viewpoint.

The control parameters of the chaotic maps enhanced by
2D-SCS are from existing chaotic maps. Because the employed
sine transform in 2D-SCS is a bounded operation for any input,
the control parameters of the enhanced Hénon and enhanced
2D-SLM maps can be any large values. When setting their two
control parameters @ and b as different values, the two enhanced
chaotic maps can always achieve complex chaotic behaviors.
This is verified by their bifurcation diagrams in Fig. 2 and
performance evaluations in Section IV.

IV. PERFORMANCE EVALUATION

This section evaluates the performance of the two enhanced
chaotic maps of 2D-SCS using the Lyapunov exponent (LE),
Kolmogorov entropy (KE), and joint entropy.

A. Lyapunov Exponent

The LE describes the average separation rate of two tra-
jectories of a dynamical system beginning from close initial
points [39]. It is a widely accepted indicator for the existence of
chaos. For the n-D discrete-time differentiable chaotic map

xfllll = C’l(zgl]), e ,x%m)
C(x):4q:
xﬁﬁ)] = C’N (x£L1)7 v 733'£LN))

Its LEs can be calculated as [40]

where j = 1,2,...,N,and A, Xy, ..., Ay are the N eigenval-
ues of the matrix J = J(x1)J(x2) ... J(x;), where J(x,, ) is the
Jacobian matrix of C(x) at observation time n. A dynamical
system with a positive LE is considered to be chaotic if its
phase plane is compacted. A larger positive LE indicates that
the close trajectories diverge faster. If a dynamical system has
more than one positive LE, its trajectories will separate in
several directions. This makes the system achieve hyperchaotic
behaviors. The hyperchaotic behavior is more complicated than
chaotic behavior.

Our experiments use the toolbox LET! to calculate the LEs
of different 2D chaotic maps. A 2D chaotic map has two LEs
and Fig. 3 plots the two LEs of the Hénon, 2D-SLM, enhanced
Hénon, and enhanced 2D-SLM maps. One can see that the
Hénon and 2D-SLM maps have positive LEs in only small
parameter ranges. This means that their chaotic ranges are very
small. Besides, their chaotic ranges are discontinuous because
there exist many periodic windows where the two chaotic maps
exhibit regular behaviors. On the other hand, the two enhanced
chaotic maps of 2D-SCS have positive LEs in all the parameter
ranges and their LEs become larger with the increment of their

1 [Online]. Available: https://ww?2.mathworks.cn/matlabcentral/fileexchange/
233-let?requestedDomain=zh
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1000

B 1000 0

Fig. 3.
map; and (d) enhanced 2D-SLM map.

TABLE IlI
AVERAGE LES AND KES OF SEVERAL 2D AND LATEST 1D CHAOTIC MAPS
WITHIN THEIR RESPECTIVE CHAOTIC RANGES

LE KE

Chaotic maps LE; LE,

Hénon 0.2764 -2.1035 | 0.3153
2D-SLM 0.1750 -0.1299 | 0.3585
SS-SECS [30] 1.7237 1.5940
LS-STBCS [31] 1.3812 1.1276
LS-NCS [41] 0.6919 0.6127
DWSCS [17] 1.7460 0.2172
Enhanced Hénon 6.3766 0.4199 1.9717
Enhanced 2D-SLM 13.1422  11.2536 | 1.9710

control parameters. They also have two positive LEs in most
parameter ranges. This indicates that they have hyperchaotic
behaviors in these parameter settings. Notice that the LEs of the
two enhanced chaotic maps are plotted only within parameter
range [0,1000]. They can obtain positive LEs for any large
parameter values.

Table III compares the average LEs of these 2D and several
latest 1D chaotic maps within their respective chaotic ranges.
These 1D chaotic maps include the sine-sine map in [30]
(SS-SECS), logistic-sine map in [31] (LS-STBCS), logistic-sine
system in [41] (LS-NCS), and the generated chaotic map in [17]
(DWSCS). A 2D chaotic map has two LEs while a 1D chaotic
map has only one LE, and the largest LE (LLE) of a chaotic map
determines the chaotic behaviors of this chaotic map. One can
observe that the two enhanced chaotic maps of 2D-SCS have

LE2

(b)

1000 1000

B 1000 0

()

Two LEs of different 2D chaotic maps with the change of their control parameters: (a) Hénon map; (b) 2D-SLM map; (c) enhanced Hénon

considerably larger LLESs than these existing 2D and 1D chaotic
maps.

B. Kolmogorov Entropy

The KE is a type of entropy that can measure the long-term
unpredictability of a motion by testing the degree of information
loss in the motion [42]. Mathematically, KE is defined as

KE = lim 7 'lim lim K,, ,(¢) (12)

7—0 e—0m—o0

where m is the embedding dimension, and K, - (¢) is defined

by
Kps(e)== > Plir,...,im)log P(ir,. .. in)
i]7~<--,7:m <TL(E)
13)
where P(ij,...,4,) is the joint probability of successfully
predicting the orbit in the partition ¢;, at unit time 7, ..., in

the partition ¢;,, atunit time mr, and ¢;,, ..., ¢;, representm
nonoverlapping partitions of a dynamic system’s phase plane.
A KE value of zero means that a dynamical system has regular
behavior and its long-term motion can be estimated. A KE
value approaching oo means that the long-term motion of a
dynamical system is random. A positive KE indicates that a
dynamical system has chaotic behavior and its long-term motion
has information loss. Thus, the long-term motion of a dynamical
system is unpredictable if it has a positive KE and a larger KE
indicates faster information loss [42].

Our experiments use the method in [42] to calculate the KEs of
different chaotic maps and each calculation uses 12 000 adjacent
states truncated from a chaotic signal. Fig. 4 plots the KEs of
the Hénon, 2D-SLLM, enhanced Hénon, and enhanced 2D-SLM
maps. As can be observed, the enhanced Hénon and enhanced
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Fig. 4. KEs of the time series generated by different 2D chaotic maps:
(a) Hénon map; (b) 2D-SLM map; (c) enhanced Hénon map; and
(d) enhanced 2D-SLM map.

2D-SLM maps have positive KEs in the entire parameter range,
and they have almost the same KEs under different parameter
settings. Their KEs are much larger than the KEs of the Hénon
and 2D-SLM maps. Besides, Table III presents the average KEs
of these 2D chaotic maps and several latest 1D chaotic maps
within their respective chaotic ranges. One can observe that the
two enhanced chaotic maps of 2D-SCS can achieve considerably
larger KEs than other maps. This indicates that the trajectories
of these enhanced chaotic maps have better unpredictability.

C. Joint Entropy

The joint entropy is to test the uncertainty of several
signals. Here, it is employed to test the two signals X =
{z1,22,...,2,} and Y = {y1, v, ..., ¥y, } generated by a 2D
chaotic system. Divide the values in X and Y into N states over
their discrete probability density function, then the joint entropy
of X and Y is calculated as

[N
H(XY) ==Y "> P(bi b, )log, P(bi, bi,) (14)

ix =liy =1

where b;, and ;, are the 7y th and 7y th states of X and Y, and
P(b;, b;, ) is the joint probability.

The joint entropy H(XY) is a positive value and its the-
oretical maximum value can be achieved when X and Y are
absolutely random and independent from each other, namely
P(b;) = 1/N and P(b; b;,) = P(b;,)P(b;,). Thus, the theoret-
ical H(XY )max can be obtained as

H(Xy)max

N N
=— > 3" P(bi, )P(b, ) log, (P(b;, ) P(by, )
ix=liy=1
N N

== > > (/NP logs(1/NY

= 2log, N. (15)

TABLE IV
AVERAGE JOINT ENTROPIES OF THE TWO CHAOTIC SIGNALS X AND Y’
GENERATED BY 2D CHAOTIC MAPS UNDER VARIOUS SIGNAL STATES N

‘ Enhanced Enhanced
N Hénon 2D-SLM Hénon D-SLM
2! 1.6340 1.5659 1.9711 1.9566
22 2.5088 3.4197 3.8148 3.8159
23 3.4749 5.0114 5.6848 5.6843
24 4.5085 6.5900 7.5847 7.5795
25 5.5602 8.2915 9.5076 9.5017
26 6.5989 10.0208 11.4513 11.4451
27 7.6870 11.7877 13.4102 13.4045

Fig. 5. Hardware prototype for the microcontroller-based experiment.

Then, the experimental joint entropy of X and Y satisfies
that 0 < H(XY') < 2log, N and a larger value indicates more
uncertainty of the two signals.

The experiment is set as follows for each 2D chaotic
map.

1) Randomly select the control parameters from the chaotic

ranges.

2) Iterate the 2D chaotic map 2°*("*1) times for each signal
state N € {2',...,2",...,2"} to generate the chaotic signals
XandY.

3) Calculate the joint entropies of X and Y for each signal
state.

4) Repeat steps 1)-3) 20 times to obtain the average joint
entropies.

Table IV lists the average joint entropies of the Hénon, 2D-
SLM, enhanced Hénon, and enhanced 2D-SLM maps under
various signal states V. It shows that the enhanced Hénon and
enhanced 2D-SLM maps always have larger joint entropies than
the Hénon and 2D-SLM maps under different signal states. This
indicates that the two chaotic signals X and Y generated by
these enhanced chaotic maps have better uncertainty.

V. HARDWARE IMPLEMENTATION AND APPLICATION

This section investigates the hardware implementation and
application of the enhanced Hénon and enhanced 2D-SLM maps
of 2D-SCS.
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Output time sequences captured from the microcontroller-based experimental platform for the (a) enhanced Hénon and (b) enhanced

2D-SLM maps. The top time sequences are the outputs of z,, while the bottom time sequences are the outputs of y, . The control parameters

(@,b) = (500,500) and initial values (z, yo) = (0.1,0.1).

A. Hardware Implementation

When chaotic systems are used in practical applications, they
must first be implemented in hardware devices. To show the
implementation of 2D-SCS in hardware devices, this section
develops a hardware platform to implement the enhanced Hénon
and enhanced 2D-SLM maps of 2D-SCS.

1) Experiment Settings: As the microcontroller has many
advantages, such as small size, simple structure, low cost,
and strong controllability, it is widely employed in industrial
products. Here, a microcontroller-based platform is developed
to implement the enhanced Hénon and enhanced 2D-SLM
maps. The hardware devices in this experiment include the
ultra-low power microcontroller MSP430F249, 16-bit D/A con-
verter LTC1668, oscilloscope DSO7054B, and other peripheral
circuits. The microcontroller is to implement the two enhanced
chaotic maps, the D/A converter outputs analog voltage sig-
nals, and the oscilloscope displays the analog voltage signals
to directly show the implementation results. The experiment
is set as follows. First, code the program using C language
according to the mathematical models of the enhanced Hénon
and enhanced 2D-SLM maps in (5) and (8). Second, download
the program to the microcontroller. Finally, run the program
in the microcontroller, output the generated analog voltage
signals using the D/A converter, and display the signals in the
oscilloscope.

2) Implementation Results: Fig. 5 shows the hardware pro-
totype for the microcontroller-based platform. In this imple-
mentation, the control parameters for the enhanced Hénon and
enhanced 2D-SLM maps are set as (a, b) = (500, 500) and the
initial values for the two enhanced chaotic maps are set as
(zo,90) = (0.1,0.1). After setting the control parameters and
initial values, the experiment platform can generate iterative
outputs x, and y, for the enhanced Hénon and enhanced
2D-SLM maps continuously. To directly show the implementa-
tion results, the generated output signals are captured from the
oscilloscope and Fig. 6 demonstrates the captured results. One
can observe that the two outputs z,, and y,, randomly oscillate

in a fixed range, indicating the correctness and feasibility of the
implementation of the two enhanced chaotic maps.

B. Application in Pseudorandom Number Generator

Random numbers play an important role in industrial applica-
tions such as the industrial simulations, industrial control, and
Internet of things [43]-[45]. For example, in the application
of Internet of things, random numbers are widely used to
develop security schemes for protecting data [44], [45]. Chaotic
systems provide a useful tool for designing pseudorandom
number generators (PRNGs) because of their properties of
initial state sensitivity and unpredictability [46]. This subsection
investigates the application of the enhanced chaotic maps of
2D-SCS in PRNG.

1) Design of Pseudorandom Number Generator: There are
two commonly used strategies when chaotic systems are used to
generate pseudorandom numbers. One strategy uses a threshold
to determine the random numbers. A random bit 1 is obtained
if an output of a chaotic system is larger than the threshold.
Otherwise, a random bit 0 is obtained. The other strategy is
to directly use a chaotic sequence as random numbers. Our
experiment uses the latter strategy to design PRNG, because
this strategy can directly reflect the distribution of the chaotic
sequences. For a chaotic sequence X = {xy, x>, ...} generated
by a chaotic map, transform each value in the sequence into a
bit stream according to the IEEE 754 standard, and then directly
truncate the 25th—32th bits from the bit stream as pseudorandom
numbers. The designed PRNG can be presented as

Qs(i—1)+1:80 = N(2i)25:32 (16)

where the function N(+) is to transform a value into bit stream
following the IEEE 754 standard and () is the obtained random
number sequence.

2) Randomness Test: The TestUOI is a software library to
measure the randomness of pseudorandom numbers [47]. It
contains a set of predefined test suites. Each test suit is a collec-
tion of statistical tests that aim to find out the nonrandomness
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TABLE V
USED PARAMETERS FOR ALL THE CHAOTIC MAPS IN THE TESTUO1 TEST

’ Chaotic maps \ Parameters ‘

Hénon a=1.36,b=0.25
2D-SLM a=0.87,b=2.86
SS-SECS [30] p=28.73
LS-STBCS [31] p=0.98
LS-NCS [41] p=0.11
DWSCS [17] p=3.97

a="736.91, b = 187.67
a=269.17, b = 23.11

Enhanced Hénon
Enhanced 2D-SLM

TABLE VI
TESTUO1 TEST RESULTS OF VARIOUS LENGTHS OF BINARY SEQUENCES
GENERATED BY DIFFERENT CHAOTIC MAPS

| Bit Lengths | 2% bits | 2?% bits | 2% bits |

Rabbit
Hénon 33/33 39/39 38/40
2D-SLM 33/33 39/39 39/40
SS-SECS [30] 33/33 34/39 7/40
LS-STBCS [31] 33/33 36/39 30/40
LS-NCS [41] 32/33 36/39 31/40
DWSCS [17] 33/33 37/39 20/40
Enhanced Hénon 33/33 39/39 40/40
Enhanced 2D-SLM 33/33 39/39 40/40
Alphabit
Hénon 17/17 17/17 17/17
2D-SLM 17/17 17/17 17/17
SS-SECS [30] 17/17 14/17 0/17
LS-STBCS [31] 17/17 17/17 10/17
LS-NCS [41] 17/17 17/17 13/17
DWSCS [17] 17/17 17/17 0/17
Enhanced Hénon 17/17 17/17 17/17
Enhanced 2D-SLM 17/17 17/17 17/17
BlockAlphabit
Hénon 102/102 102/102 102/102
2D-SLM 102/102 102/102 102/102
SS-SECS [30] 102/102 83/102 0/102
LS-STBCS [31] 102/102 102/102 61/102
LS-NCS [41] 102/102 102/102 93/102
DWSCS [17] 102/102 102/102 42/102
Enhanced Hénon 102/102 102/102 102/102
Enhanced 2D-SLM 102/102 102/102 102/102

p/q indicates passing p out of ¢ statistical tests.

areas from different aspects. Among all the predefined test
suits in TestUO1, the Rabbit, Alphabit, and BlockAlphabit test
suits were developed for binary sequences and are used in our
experiments. The test binary sequences are of lengths 2!8, 224,
and 2% bits. For different lengths of binary sequences, the
Alphabit and BlockAlphabit test suits apply 17 and 102 statistical
tests, respectively. For binary sequences with lengths 2'8, 224,
and 2%° bits, the Rabbit test suit applies 33, 39, and 40 statistical
tests, respectively.

To obtain more neutral test results, an open-source software
version? is used to test the randomness of the pseudorandom
numbers generated by different chaotic maps. The initial values
for all the 2D chaotic maps are set as (2, yo) = (0.1,0.1) and
that for all the 1D chaotic maps are set as ¢ = 0.1. The control
parameters are randomly selected from their respective chaotic
ranges and Table V lists these selected control parameters for
all the chaotic maps. Table VI shows the TestUO1 test results for
these chaotic maps with different lengths of binary sequences.
One can observe that when the length of the binary sequence is
218 bits, almost all the chaotic maps can pass all the statistical
tests in the three test suits. When the length of the binary
sequence increases to 2°° bits, only the two enhanced chaotic
maps of 2D-SCS can pass all the statistical tests in the three test
suits. Although the binary sequences generated by the Hénon
and 2D-SLM maps fail only a few statistical tests, this means
that there exist nonrandomness areas in some aspects. Thus, only
the two enhanced chaotic maps of 2D-SCS can pass the TestUO1
test. The existing 2D and several latest 1D chaotic maps cannot
pass the test. This verifies the effectiveness of the proposed
2D-SCS in generating pseudorandom numbers. Because many
authentication schemes require random numbers [48], [49], the
enhanced chaotic maps of 2D-SCS can be integrated into these
authentication schemes.

VI. CONCLUSION

This paper first studied the drawbacks of existing 2D chaotic
maps. To address these drawbacks, this paper proposed a
2D-SCS to enhance the chaos complexity of 2D chaotic map.
2D-SCS uses a sine transform as a chaotification framework
and applies it to each output of existing chaotic maps. Two
cases of enhanced chaotic maps were studied to demonstrate
the effectiveness of 2D-SCS. Performance analysis showed that
the chaotic maps enhanced by 2D-SCS have more complex
chaotic behaviors and considerably larger chaotic ranges than
existing 2D chaotic maps. A microcontroller-based hardware
platform was developed to show the hardware implementation
of the enhanced chaotic maps of 2D-SCS. To demonstrate
the application of 2D-SCS, the two enhanced chaotic maps
of 2D-SCS are investigated in designing PRNG. Performance
analysis showed that these enhanced chaotic maps can generate
better random numbers than two existing 2D and several latest
1D chaotic maps.
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